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Preface

Welcome to the Oracle Advanced Security Administrator’s Guide for Release 8.1.7
of Oracle Advanced Security (formerly Oracle Advanced Networking Option).

Oracle Advanced Security includes a comprehensive suite of security features that
protect enterprise networks and securely extend them to the Internet. It provides a
single source of integration with multiple network encryption and authentication
solutions, single sign-on services, and security protocols.

This Oracle Advanced Security Administrator’s Guide describes how to implement,
configure and administer Oracle Advanced Security.

See Also: Related Documents on page -Xxv

Intended Audience

Structure

This guide is intended for users or systems professionals involved with the
implementation, configuration, and administration of Oracle Advanced Security
including:

O Implementation consultants
0 System administrators

0 Security administrators

This guide is organized into the following parts:
O Partl: Introduction

O Part1l: Encryption, Integrity, and JDBC
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Part I1l: Configuring Authentication Methods
Part IV: Oracle DCE Integration
Part V: Oracle8i Enterprise User Security

O 0o o O

Part VI: Appendices

Each part describes a different set of Oracle Advanced Security features.
Part I: Introduction

Chapter 1, Introduction to Oracle Advanced Security

This chapter provides an overview of Oracle Advanced Security features provided
with this release.

Part Il: Encryption, Integrity, and JDBC

Chapter 2, Configuring Data Encryption and Integrity

This chapter describes how to configure data encryption and integrity within an
existing Net8 Release 8.1.7 network.

Chapter 3, Thin JDBC Support

This chapter provides an overview of the Java implementation of Oracle Advanced
Security, which allows Thin Java Database Connectivity (JDBC) clients to connect
securely to Oracle8i databases.

Part Ill: Configuring Authentication Methods

Chapter 4, Configuring RADIUS Authentication

This chapter describes how to configure Oracle for use with RADIUS (Remote
Authentication Dial-In User Service). It provides an overview of how RADIUS
works within an Oracle environment, and describes how to enable RADIUS
authentication and accounting. It also introduces the challenge-response user
interface that third party vendors can customize to integrate with third party
authentication devices.

Chapter 5, Configuring CyberSafe Authentication

This chapter describes how to configure Oracle for use with CyberSafe, and
provides a brief overview of steps to configure CyberSafe to authenticate Oracle
users.



Chapter 6, Configuring Kerberos Authentication

This chapter describes how to configure Oracle for use with MIT Kerberos and
provides a brief overview of steps to configure Kerberos to authenticate Oracle
users.

Chapter 7, Configuring SecurlD Authentication

This chapter describes how to configure SecurlD authentication in combination
with the Oracle server and Oracle clients for use with the Security Dynamics
ACE/Server and token cards. It includes system requirements, known limitations,
and troubleshooting information.

Chapter 8, Configuring Identix Biometric Authentication

This chapter describes how to configure and use Oracle biometric authentication,
which enables use of the Identix fingerprint authentication device.

Chapter 9, Configuring Secure Socket Layer Authentication

This chapter describes the SSL feature of Oracle Advanced Security and explains
how to configure SSL.

Chapter 10, Configuring Entrust-Enabled SSL Authentication

This chapter describes how to configure and use Entrust-enabled Oracle Advanced
Security for Secure Socket Layer (SSL) authentication.

Chapter 11, Configuring Multiple Authentication Methods

This chapter describes the authentication methods that can be used with Oracle
Advanced Security, and how to user conventional user name and password
authentication. It also describes how to configure the network so that Oracle clients
can user a specific authentication method, and Oracle servers can accept any
method specified.

Part IV: Oracle DCE Integration
Chapter 12, Overview of Oracle DCE Integration

This chapter provides a brief discussion of Open Software Foundation (OSF) DCE
and Oracle DCE Integration.
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Chapter 13, Configuring DCE for Oracle DCE Integration

This chapter describes what you need to do to configure DCE to use Oracle DCE
Integration. It also describes how to configure the DCE CDS naming adapter.

Chapter 14, Configuring Oracle8i for Oracle DCE Integration

This chapter describes the DCE parameters that you need to add to the
configuration files to enable clients and servers to access Oracle servers in the DCE
environment. It also describes some Oracle Server configuration that you need to
perform, such as setting up DCE groups to map to external roles. Additionally, it
describes how to configure clients to use the DCE CDS naming adapter.

Chapter 15, Connecting to an Oracle Database in DCE
This chapter describes how to connect to an Oracle database in a DCE environment.

Chapter 16, DCE and Non-DCE Interoperability

This chapter describes how clients outside of DCE can access Oracle databases
using another protocol such as TCP/IP.

Part V: Oracle8i Enterprise User Security

Chapter 17, Managing Enterprise User Security

This chapter describes Oracle directory and security integration. It describes its
components and provides an overview of the interaction between the components.

Chapter 18, Using Oracle Wallet Manager
This chapter describes how to configure and use the Oracle Wallet Manager.

Chapter 19, Using Oracle Enterprise Login Assistant

This chapter describes how to configure and use the Oracle Enterprise Login
Assistant.

Chapter 20, Using Oracle Enterprise Security Manager

This chapter describes how an Enterprise DBA uses Oracle Enterprise Security
Manager to administer database security in an enterprise domain of Oracle8i
databases.



Part VI: Appendices

Appendix A, Data Encryption and Integrity Parameters

This appendix describes Oracle Advanced Security data encryption and integrity
configuration parameters.

Appendix B, Authentication Parameters

This appendix describes Oracle Advanced Security authentication configuration file
parameters.

Appendix C, Integrating Authentication Devices Using RADIUS

This appendix explains how third party authentication device vendors can integrate
their devices and customize the graphical user interface used in RADIUS
challenge-response authentication.

Appendix D, Oracle Advanced Security FIPS 140-1 Settings

This appendix describes the Sqlnet.ora configuration parameters required to comply
with the FIPS 140-1 Level 2 evaluated configuration.

Appendix E, LDAP Directory Schema for Oracle Database Security

This appendix describes the object classes and attributes defined in the LDAP
directory schema for Oracle database security.

Appendix F, Oracle Implementation of Java SSL

This appendix provides an overview of components and usage of the Oracle
implementation of Java SSL.

Related Documents

Refer to the appropriate Oracle platform-specific documentation to install and
configure Oracle Advanced Security software on your particular platform.

In addition, see the following:

O See the following Oracle documents for information that applies across
platforms:

« ACE/Server Administration Manual, Release 3.3, from Security Dynamics

« ACE/Server Client for UNIX, Version 2.0, from Security Dynamics
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ACE/Server Installation Manual, Release 3.3, from Security Dynamics
Net8 Administrator’s Guide

Oracle8i Distributed Database Systems

Oracle8i Enterprise JavaBeans Developer’s Guide and Reference
Oracle8i JDBC Developer’s Guide and Reference

Oracle Internet Directory Administrator’s Guide

O For information about roles and privileges, see:

Oracle8i Administrator’s Guide

0 For third-party vendor documentation about security and single sign-on
features see:

RADIUS Administrator’s Guide

Steel-Belted RADIUS v2.11 (Funk Software)

CyberSafe TrustBroker Release Notes, Release 5.2.6

CyberSafe TrustBroker Administrator’s Guide, Release 5.2.6

CyberSafe TrustBroker Navigator Administrator’s Guide, Release 5.2.6
CyberSafe TrustBroker UNIX User’s Guide, Release 5.2.6

CyberSafe TrustBroker Windows and Windows NT User’s Guide, Release 5.2.6
CyberSafe TrustBroker Client v1.2

CyberSafe TrustBroker Server v1.2

O For information about MIT Kerberos see:

CyberSafe Trust Broker documentation

Notes about building and installing Kerberos from Kerberos V5 source
distribution

CNS (Cygnus Network Security) documentation see:
http://www.cygnus.com/library-dir.ntml

O For information about Entrust/PKI see:
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Entrust/PKI 5.0.2 for Oracle
Administering Entrust/PKI1 5.0 on UNIX



For additional information about the Open Software Foundation (OSF)

Distributed Computing Environment (DCE), see the following OSF documents
published by Prentice Hall, Inc.:

Transarc DCE User’s Guide and Reference

Transarc DCE Application Development Guide

Transarc DCE Application Development Reference

Transarc DCE Administration Guide

Transarc DCE Administration Reference

Transarc DCE Porting and Testing Guide

Application Environment Specification/Distributed Computing

Transarc DCE Technical Supplement

For information about Identix products, see the following ldentix
documentation.

Client-side documentation:

Identix TouchSafe Il User’s Guide

Server-side documentation:

Identix TouchSafe 1l System Administrator’s Guide
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Abbreviations and Acronyms

Table 0-1 defines abbreviations and acronyms used in this document:

Table 0-1 Abbreviations and Acronyms

3DES A version of the DES encryption algorithm that provides
triple-encryption; see Triple-DES.

ACL Access Control List

CA Certificate Authority

CBC Outer Cypher-Block-Chaining mode

CDS Cell Directory Service

CORBA Common Object Request Broker Architecture

DBCA Oracle Database Configuration Assistant

DCE Distributed Computing Environment

DES Data Encryption Standard (U.S.)

DES40 Data Encryption Standard with 40-bit encryption keys

DES56 Data Encryption Standard with 56-bit encryption keys

DIT Directory Information Tree

DN Distinguished Name

ESM Oracle Enterprise Security Manager

FIPS Federal Information Processing Standard

GSSAPI Generic Security Services Application Programming Interface

IHOP Internet Inter-ORB Protocol

ISM Bull Integrated System Management

ISP Internet Service Provider

JDBC Java Database Connectivity

JDK Java Development Kit

JRE Java Runtime Environment

LAN Local Area Network

LDAP Lightweight Directory Access Protocol

MD4 Message Digest 4; a xxx-bit encryption algorithm.
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Table 0-1 Abbreviations and Acronyms

MD5 Message Digest 5; a 128-bit encryption algorithm; successor to
MD4.

Net8CA Oracle Net8 Configuration Assistant

(0]¢]] Oracle Call Interface

oID Oracle Internet Directory

OSF Open Software Foundation

PIN Personal Identification Number

PKE Public Key Encoding

PKI Public Key Infrastructure

RADIUS Remote Authentication Dial-In User Service

RC4 A public-key algorithm of RSA

RSA RSA Data Security, Inc.; refers to the RSA encryption module

SASL Simple Authentication and Security Layer

SHA Secure Hash Algorithm

SSL Secure Sockets Layer

SSO Single Sign-on

Triple-DES A version of the DES encryption algorithm that provides
triple-encryption; see 3DES

WAN Wide Area Network
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Conventions

The following syntax conventions are used in this guide:

[]

0

Boldface text

Italic Font

Monospace Font

Punctuation

UPPERCASE

XXX

Horizontal ellipsis points in statements or commands
mean that parts of the statement or command not
directly related to the example have been omitted.

Brackets enclose optional items. Do not enter the
brackets.

Parentheses enclose all SQL*Net and Net8
keyword-value pairs in connect descriptors. They
must be entered as part of the connect descriptor, as in
( KEYWORD=val ue) .

A vertical bar represents a choice of two or more
options. You must enter one of the options separated
by the vertical bar. Do not enter the vertical bar.

Boldface text indicates a term defined in the glossary.

Italic characters indicate that the parameter, variable,
or expression in the command syntax must be
replaced by a value that you provide. Italics can also
indicate emphasis or the first mention of a technical
term.

Monospace font indicates something the computer
displays.

Punctuation other than brackets and vertical bars
must be entered as shown.

Uppercase characters within the text represent
parameters.



Part |

Introduction

This part introduces Oracle Advanced Security and describes its features. It contains
the following chapter:

0 Chapter 1, Introduction to Oracle Advanced Security
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Introduction to Oracle Advanced Security

This chapter introduces Oracle Advanced Security and describes its features. These
features are available to database and related products that interface with Oracle
Net8, including Oracle8i, Oracle Designer, and Oracle Developer.

This chapter contains the following sections:

About Oracle Advanced Security

Oracle Advanced Security Features

Oracle Advanced Security Architecture

Secure Data Transfer Across Network Protocol Boundaries

System Requirements

O 0o o o o o

Oracle Advanced Security Restrictions
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About Oracle Advanced Security

Security inan |

Oracle Advanced Security provides a comprehensive suite of security features to
protect enterprise networks and securely extend corporate networks to the Internet.
It provides a single source of integration with network encryption and
authentication solutions, single sign-on services, and security protocols. By
integrating industry standards, it delivers unparalleled security to the Oracle
network.

This section contains the following topics:
O Security in an Intranet or Internet Environment

O Security Threats

ntranet or Internet Environment

Oracle databases power the largest and most popular web sites on the Internet. In
record numbers, organizations throughout the world are deploying distributed
databases and client/server applications based on Oracle8i and Net8. This
proliferation of distributed computing is matched by an increase in the amount of
information that organizations place on computers. Employee and financial records,
customer orders, product information, and other sensitive data have moved from
filing cabinets to file structures. The volume of sensitive information on the web has
thus increased the value of data that can be compromised.

Security Threats

The increased volume of data in distributed environments exposes users to a
variety of security threats, including the following:

0 Eavesdropping and Data Theft
0 Data Tampering

O Falsifying User Identities

O

Password-Related Threats

Eavesdropping and Data Theft

Over the Internet and in wide area network environments, both public carriers and
private networks route portions of their network through insecure land lines,
vulnerable microwave and satellite links, or a number of servers— exposing
valuable data to interested third parties. In local area network environments within

1-2 Oracle Advanced Security Administrator’s Guide
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a building or campus, the potential exists for insiders with access to the physical
wiring to view data not intended for them, and network sniffers can be installed to
eavesdrop on network traffic.

Data Tampering

Distributed environments bring with them the possibility that a malicious third
party can compromise integrity by tampering with data as it moves between sites.

Falsifying User Identities

In a distributed environment, it is more feasible for a user to falsify an identity to
gain access to sensitive information. How can you be sure that user Pat connecting
to Server A from Client B really is user Pat ?

Moreover, in distributed environments, malefactors can hijack connections. How
can you be sure that Client B and Server A are what they claim to be? A transaction
that should go from the Personnel system on Server A to the Payroll system on
Server B could be intercepted in transit and re-routed to a terminal masquerading as
Server B.

Password-Related Threats

In large systems, users typically must remember multiple passwords for the
different applications and services that they use. For example, a developer can have
access to a development application on a workstation, a PC for sending email, and
several computers or intranet sites for testing, reporting bugs, and managing
configurations.

Users typically respond to the problem of managing multiple passwords in several
ways:

0 They may select easy-to-guess passwords—such as a name, fictional character,
or a word found in a dictionary. All of these passwords are vulnerable to
dictionary attacks.

0 They may also choose to standardize passwords so that they are the same on all
machines or web sites. This results in a potentially large exposure in the event
of a compromised password. They can also use passwords with slight
variations that can be easily derived from known passwords.

0 Users with complex passwords may write them down where an attacker can
easily find them, or they may just forget them—requiring costly administration
and support efforts.
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All of these strategies compromise password secrecy and service availability.
Moreover, administration of multiple user accounts and passwords is complex,
time-consuming, and expensive.
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Oracle Advanced Security Features

Data Privacy

Oracle Advanced Security provides data privacy, integrity, authentication, single
sign-on, and access authorization in a variety of ways.

For example, you can configure either Net8 native encryption or Secure Socket
Layer (SSL) for data privacy. Oracle Advanced Security also provides the choice of
several strong authentication methods, including Kerberos, smart cards, and digital
certificates.

Oracle Advanced Security features are described in the following sections:
0 Data Privacy

Data Integrity

Authentication

Single Sign-On

O O o O

Authorization

Oracle Advanced Security protects the privacy of data transmissions through the
following encryption methods:

O RSA Encryption
0 DES Encryption
O Triple-DES Encryption

Selection of the network encryption method is a user configuration option,
providing varying levels of security and performance for different types of data
transfers.

Prior versions of Oracle Advanced Security provided three editions: Domestic,
Upgrade, and Export—each with different key lengths. Release 8.1.7 now contains a
complete complement of the available encryption algorithms and key lengths,
previously only available in the Domestic edition. Users deploying prior versions of
the product can obtain the Domestic edition for a specific product release.
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Note: The U.S. government has relaxed its export guidelines for
encryption products. Accordingly, Oracle can now ship Oracle Advanced
Security with its strongest encryption features—to virtually all of its
customers.

RSA Encryption

The RSA encryption module uses the RSA Security, Inc. RC4 encryption algorithm.
Using a secret, randomly-generated key unique to each session, all network traffic is
fully safeguarded—including all data values, SQL statements, and stored procedure
calls and results. The client, server, or both, can request or require the use of the
encryption module to guarantee that data is protected. Oracle’s optimized
implementation provides a high degree of security for a minimal performance
penalty. For the RC4 algorithm, Oracle provides encryption key lengths of 40-bits,
56-bits, 128-bits, and 256-bits.

DES Encryption

The U.S. Data Encryption Standard algorithm (DES) uses symmetric key
cryptography to safeguard network communcations. Oracle Advanced Security
implements DES with a standard, optimized 56-bit key encryption algorithm, and
also provides DES40, a 40-bit version, for backwards compatibility.

Triple-DES Encryption

Oracle Advanced Security also supports Triple-DES encryption (3DES), which
encrypts message data with three passes of the DES algorithm. 3DES provides a
high degree of message security, but with a performance penalty—the magnitude of
which is dependant upon on the speed of the processor performing the encryption;
3DES typically takes three times as long to encrypt a data block as compared with
the standard DES algorithm.

3DES is available in two-key and three-key versions, with effective key lengths of
112-bits and 168-bits, respectively. Both versions operate in outer Cipher Block
Chaining (CBC) mode.

Federal Information Processing Standard

Oracle Advanced Security Release 8.1.7 has been validated under U.S. Federal
Information Processing Standard 140-1 (FIPS) at the Level 2 security level. This
provides independent confirmation that Oracle Advanced Security conforms to
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federal government standards. FIPS configuration settings are described by
Appendix D, Oracle Advanced Security FIPS 140-1 Settings.

See Also:
« Chapter 2, Configuring Data Encryption and Integrity
« Appendix A, Data Encryption and Integrity Parameters

Data Integrity

To ensure the integrity of data packets during transmission, Oracle Advanced
Security can generate a cryptographically secure message digest—using MD5 or
SHA encryption algorithms—and include it with each message sent across a
network.

Data integrity algorithms add little overhead, and protect against the following
attacks:

0 Data modification
0 Deleted packets
O Replay attacks

Note: SHA is slightly slower than MD5, but produces a larger
message digest, making it more secure against brute-force collison
and inversion attacks.

See Also: Chapter 2, Configuring Data Encryption and Integrity,
for information about MD5 and SHA.
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Authentication

Authenticating user identity is imperative in distributed environments, without
which there can be little confidence in network security. Passwords are the most
common authentication method, and Oracle Advanced Security provides enhanced
user authentication through several third-party authentication services, and
through the use of SSL and digital certificates (See: Figure 1-1).

Many Oracle Advanced Security authentication methods use centralized
authentication. This can give you high confidence in the identity of users, clients,
and servers in distributed environments. Having a central facility authenticate all
members of the network (clients to servers, servers to servers, users to both clients
and servers) is one effective way to address the threat of nodes on a network
falsifying their identities.

How Centralized Network Authentication Works

Figure 1-1 shows how a centralized network authentication service typically
operates:
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Figure 1-1 How a Network Authentication Service Authenticates a User

|
i I

Authentication Oracle
Server Server

1. A user (client) requests authentication services, providing some
identification—such as a token or password—proving that the
user is who he or she claims to be.

2. The authentication server validates the user’s identify, and
passes a ticket or credentials back to the client. This ticket may
include an expiration time.

3. The client can now take these credentials and pass them to the
Oracle server while asking for a service, such as connection to a
database. *

4. The server, to verify that the credentials are valid, sends them
back to the authentication server.

5. If the authentication server accepts the credentials, it notifies the
Oracle server.

6. The Oracle server performs the requested task for the user. If the
credentials are not accepted, the requested service is denied.
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Supported Authentication Methods
Oracle Advanced Security supports the following authentication methods:

Secure Sockets Layer (with digital certificates)
Entrust/PKI

Remote Authentication Dial-In User Service
Kerberos and CyberSafe

Smart Cards

Token Cards

Biometric Authentication

O 0o o oo oo g

Bull Integrated System Management

Secure Sockets Layer

Secure Sockets Layer (SSL) is an industry standard protocol for securing network
connections. SSL provides authentication, data encryption, and data integrity, and
it contributes to a public-key infrastructure (PKI).

Oracle Advanced Security SSL can be used to secure communications between any
client and any server. You can configure SSL to provide server authentication only,
client authentication only, or both client and server authentication.

SSL uses digital certificates (X.509 v3), and a public/private key pair to authenticate
users and systems.

SSL features can be used by themselves or in combination with other authentication
methods supported by Oracle Advanced Security.

Entrust/PKI

Oracle Advanced Security supports the public key infastructure (PKI) provided by
the Entrust/PKI software provided by Entrust Technologies, Inc. Entrust-enabled
Oracle Advanced Security allows Entrust users to incorporate Entrust single
sign-on into their Oracle applications, and Oracle users to incorporate
Entrust-based single sign-on into Oracle applications.

Remote Authentication Dial-In User Service

Remote Authentication Dial-In User Service (RADIUS) is a client-server security
protocol that is most widely known for enabling remote authentication and access.
Oracle Advanced Security uses this standard in a client-server network
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environment to enable use of any authentication method that supports the RADIUS
protocol. RADIUS can be used with a variety of authentication mechanisms,
including token cards, smart cards, and biometrics.

Kerberos and CyberSafe

Oracle Advanced Security support for Kerberos and CyberSafe provides the
benefits of single sign-on and centralized authentication of Oracle users. Kerberos is
a trusted third-party authentication system that relies on shared secrets. It presumes
that the third party is secure, and provides single sign-on capabilities, centralized
password storage, database link authentication, and enhanced PC security. It does
this through a Kerberos authentication server, or through CyberSafe TrustBroker, a
commercial Kerberos-based authentication server.

Note: Oracle authentication for Kerberos provides database link
authentication (also called proxy authentication). CyberSafe does
not support proxy authentication.

Smart Cards

A RADIUS-compliant smart card is a credit card-like hardware device. It has
memory and a processor and is read by a smart card reader located at the client
workstation.

Smart cards provide the following benefits:

Increased security | Smart cards rely on two-factor authentication. The smart card
can be locked, and only the user who (i) possesses the card
and (ii) knows the correct personal identification number
(PIN) can unlock it.

Improved Some sophisticated smart cards contain hardware-based

performance encryption chips that can provide better throughput than
software-based implementations. A smart card can also store
a user name.

Accessibility from | Users log in by inserting the smart card in a hardware device
any workstation | that reads the card and prompts the user for whatever
authentication information the card requires, such as a PIN.
Once the user enters the correct authentication information,
the smart card generates and enters whatever other
authentication information is required.
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Token Cards

Token cards (SecurlD or RADIUS-compliant) can improve ease of use through
several different mechanisms. Some token cards dynamically display one-time
passwords that are synchronized with an authentication service. The server can
verify the password provided by the token card at any given time by contacting the
authentication service. Other token cards have a keypad and operate on a
challenge-response basis. In this case, the server offers a challenge (a humber) that
the user enters into a token card. The token card provides a response (another
number cryptographically derived from the challenge) that the user enters and
sends to the server.

Token cards provide the following benefits:

Ease of password | Password management is easy because there is one token
management card rather than multiple passwords.

Enhanced To masquerade as a user, a malefactor must have the token
password security | card as well as the personal identification number (PIN)
required to operate it. This is called two-factor authentication.

Ease of use Users need only remember a PIN, instead of multiple
passwords.

Enhanced Token cards provide a stronger authentication mechanism;

accountability users are thus more accountable for their actions.

You can use SecurlD tokens through either the SecurlD adapter or through
RADIUS.

Biometric Authentication

Identix Biometric Authentication (Identix or RADIUS-compliant) is used on both
Oracle clients and servers to communicate fingerprint-based authentication data
between the authentication server and the clients. Other biometric authentication
devices that are RADIUS compliant can integrate with Oracle Advanced Security
using RADIUS to authenticate Oracle users.

Bull Integrated System Management

Bull Integrated System Management (ISM), from Bull Worldwide Information
Systems, provides a variety of management tools for system administrators. This
authentication method is available on the AIX operating system only.
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See Also: AIlIX documentation

Single Sign-On
Centralized authentication can enable a single, integrated user sign-on (single
sign-on). This feature lets users access multiple accounts and applications with a

single password, eliminates the need for multiple passwords, and simplifies
management of user accounts and passwords for system administrators.

Oracle Advanced Security single sign-on authenticates the user once upon initial
connection, with strong authentication occurring transparently in subsequent
connections to other databases or services. Using single sign-on, users can access
multiple accounts and applications with a single password. Oracle Advanced
Security supports many forms of single sign-on, including Kerberos and CyberSafe.

Oracle Advanced Security also provides SSL-based single sign-on for Oracle users
by integrating with LDAP v3-compliant directory services. The combination of
integrated directory services and Oracle’s PKI implementation enable SSL-based
single sign-on to Oracle8i databases. Single sign-on lets users be authenticated once,
with subsequent connections relying on the user’s digital certificate.

This enhances ease-of-use for users, and provides centralized management to
security administrators.

Authorization

User authorization, a function of Oracle8i roles and privileges, is significantly
enhanced by using the authentication methods supported by Oracle Advanced
Security. For example, on certain operating systems, such as Solaris, Oracle
Advanced Security supports authorization with DCE.

Authorizations are also provided by Oracle Advanced Security Enterprise User
Security (See: Chapter 17, Managing Enterprise User Security). Oracle Advanced
Security can integrate with LDAP version 3-compliant directories to centrally
manage users and authorizations. Your Oracle Advanced Security license entitles
you to deploy Oracle Internet Directory for user management as well as
authorization storage and retrieval. You must license Oracle Internet Directory
separately if you use it for additional purposes.
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Oracle Advanced Security Architecture

Oracle Advanced Security is an add-on product that complements a standard
Oracle server or client installation. Figure 1-2 shows the Oracle Advanced Security
architecture within an Oracle networking environment.

Figure 1-2 Oracle Advanced Security in an Oracle Networking Environment

Client Application
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Oracle Advanced Security
Encryption Authentication I%atlé%rity
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Nets RSA SecurlD SHA
3DES RADIUS
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Oracle Protocols

Network Specific
Protocols

v

To Network

Oracle Advanced Security supports authentication through adapters that are very
much like the existing Oracle protocol adapters. As shown in Figure 1-3,
authentication adapters integrate below the Net8 interface and allow existing
applications to take advantage of new authentication systems transparently,
without any changes to the application.
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Figure 1-3 Net8 with Authentication Adapters
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See Also: Net8 Administrator’s Guide, for more information about
stack communications in an Oracle networking environment
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Secure Data Transfer Across Network Protocol Boundaries

Oracle Advanced Security is fully supported by Oracle Connection Manager,
making secure data transfer a reality across network protocol boundaries. Clients
using LAN protocols such as NetWare (SPX/IPX), for example, can securely share
data with large servers using different network protocols such as LU6.2, TCP/IP, or
DECnet. To eliminate potential weak points in the network infrastructure and to
maximize performance, Connection Manager passes encrypted data from protocol
to protocol without the cost and exposure of decryption and re-encryption.
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System Requirements

Oracle Advanced Security is an add-on product bundled with the standard Oracle
Net8 Server or Net8 Client. It must be purchased and installed on both the client
and the server.

Oracle Advanced Security release 8.1.7 requires Net8 release 8.1.7 and supports
Oracle8i Enterprise Edition. Table 1-1 lists additional system requirements.

Note: Oracle Advanced Security is not available with Oracle 8i
Standard Edition.

Table 1-1 Authentication Methods and System Requirements

Authentication Method | System Requirements

CyberSafe TrustBroker «  CyberSafe GSS Runtime Library, version 1.1 or later,
installed on both the machine that runs the Oracle client
and on the machine that runs the Oracle server.

«  CyberSafe TrustBroker, release 1.2 or later, installed on a
physically secure machine that runs the authentication
server.

. CyberSafe TrustBroker Client, release 1.2 or later, installed
on the machine that runs the Oracle client.

Kerberos . MIT Kerberos Version 5, release 1.1

. The Kerberos authentication server must be installed on a
physically secure machine.

SecurlD «  ACE/Server 3.3 or higher running on the authentication
server.
Identix Biometric . Identix hardware and driver installed on each Biometric

Manager station and client.

RADIUS « A RADIUS server that is compliant with the standards in
the Internet Engineering Task Force (IETF) RFC #2138,
Remote Authentication Dial In User Service (RADIUS) and
RFC #2139 RADIUS Accounting.

= To enable challenge-response authentication, you must run
RADIUS on an operating system that supports the Java
Native Interface as specified in release 1.1 of the Java
Development Kit from JavaSoft.
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Authentication Method

System Requirements

SSL « A wallet that is compatible with the Oracle Wallet Manager
version 2.1. Wallets created in earlier releases of the Oracle
Wallet Manager are not forward compatible.

Entrust/PKI «  Entrust IPSEC Negotiator Toolkit Release 5.0.2

«  Entrust/Toolkit Server Login Release 5.0.2
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Oracle Advanced Security Restrictions

Oracle Applications support Oracle Advanced Security encryption and data
integrity. However, because Oracle Advanced Security requires Net8 to transmit
data securely, Oracle Advanced Security external authentication features are not
supported by some parts of Oracle Financial, Human Resource, and Manufacturing
Applications when they are running on Microsoft Windows. The portions of these
products that use Oracle Display Manager (ODM) do not take advantage of Oracle
Advanced Security, since ODM does not use Net8.
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Part |

Encryption, Integrity, and JDBC

This part describes how to configure data encryption and integrity for your existing
Net8 network, and the Java implementation of Oracle Advanced Security. It
contains the following chapters:

O Chapter 2, Configuring Data Encryption and Integrity
O Chapter 3, Thin JDBC Support

See Also: Platform-specific documentation for your particular
platform.
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Configuring Data Encryption and Integrity

This chapter describes how to configure native Net8 data encryption and integrity
for Oracle Advanced Security, in the following sections:

O

g
g
g

Oracle Advanced Security Encryption
Oracle Advanced Security Data Integrity
Diffie-Hellman Based Key Management

Configuring Data Encryption and Integrity
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Oracle Advanced Security Encryption

Overview

This section describes data encryption algorithms available in the current release of
Oracle Advanced Security:

O Overview

0 DES Algorithm for Standards-Based Encryption
O Triple-DES Support

0 RSA RC4 Algorithm for High Speed Encryption

Note: Prior versions of Oracle Advanced Security provided three
editions: Domestic, Upgrade, and Export—each with different key
lengths. Release 8.1.7 now contains a complete complement of the
available encryption algorithms and key lengths, previously only
available in the Domestic edition. Users deploying prior versions of
the product can obtain the Domestic edition for a specific product
release.

The purpose of a secure cryptosystem is to convert plaintext data into unintelligible
ciphertext based on a key, in such a way that it is very hard (computationally
infeasible) to convert ciphertext back into its corresponding plaintext without
knowledge of the correct key. In a symmetric cryptosystem, the same key is used
both for encryption and decryption of the same data. Oracle Advanced Security
provides the DES, 3DES, and RC4 symmetric cryptosystems for protecting the
confidentiality of Net8 traffic.

DES Algorithm for Standards-Based Encryption

Oracle Advanced Security provides the Data Encryption Standard (DES) algorithm.
DES has been a U.S. government standard for many years and is sometimes
mandated in the financial services industry. Because it has been a standard for so
long, DES is deployed throughout the world for use in a wide variety of
applications.

Triple-DES Support

Oracle Advanced Security supports Triple-DES encryption (3DES), which encrypts
message data with three passes of the DES algorithm. 3DES provides a high degree
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of message security, but with a performance penalty—the magnitude of which is
dependant upon on the speed of the processor performing the encryption; 3DES
typically takes three times as long to encrypt a data block as compared with the
standard DES algorithm.

3DES is available in two-key and three-key versions, with effective key lengths of
112-bits and 168-bits, respectively. Both versions operate in outer Cipher Block
Chaining (CBC) mode.

DES40 Algorithm

The DES40 algorithm, available in every release of Oracle Advanced Security,
Oracle Advanced Networking Option, and Secure Network Services, is a variant of
DES in which the secret key is preprocessed to provide 40 effective key bits. It was
designed to provide DES-based encryption to customers outside the U.S. and
Canada at a time when the U.S. export laws were more restrictive. Now, in Oracle
Advanced Security Release 8.1.7, DES40, DES, and 3DES are all available for export.
DESA40 is still supported to provide backward-compatibility for international
customers.

RSA RC4 Algorithm for High Speed Encryption

The RC4 algorithm, developed by RSA Data Security Inc., has become the
international standard for high-speed data encryption. Despite ongoing attempts by
cryptographic researchers to crack it, the only known method of unauthorized
decryption is brute-force. RC4 is a variable key-length stream cipher that operates at
several times the speed of DES, making it possible to encrypt even large, bulk data
transfers with minimal performance consequences.

Oracle Advanced Security Release 8.1.7 provides an RC4 implementation with
40-bit, 56-bit, 128-bit, and 256-bit key lengths. This provides backward-compatibility
and strong encryption, with no material performance compromise.

See Also:

« Configuring Encryption on the Client and the Server on
page 2-10.

« Table 2-2, Valid Encryption Algorithms on page 2-12.
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Oracle Advanced Security Data Integrity

Encryption of network data provides data privacy, so that unauthorized parties are
not able to view plaintext data as it passes over the network. Oracle Advanced
Security also provides protection against two forms of active attack:

Data Modification Attack An unauthorized party intercepts data in transit, alters it, and
retransmits it. Example: The monetary amount of $100 is changed to
$10,000.

Replay Attack An entire set of valid data is repetitively retransmitted. Example:
A valid $100 withdrawal is resubmitted ten times.

Data Integrity Algorithms Supported

Oracle Advanced Security lets you select a keyed, sequenced implementation of the
Message Digest 5 (MD5) algorithm or the Secure Hash Algorithm (SHA-1) to
protect against both of these forms of attack. Both of these hash algorithms create a
checksum that changes if the data is altered in any way. This protection operates
independently from the encryption process—you can enable data integrity with or
without enabling encryption.

See Also:

« Configuring Integrity on the Client and the Server on
page 2-12.

« Table 2-3, Valid Integrity Algorithms on page 2-14.
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Diffie-Hellman Based Key Management

The secrecy of encrypted data depends upon the existence of a secret key shared
between the communicating parties. A key is a secret exclusively shared by parties
on both sides of a connection. Without the key, it is extremely difficult
(computationally infeasible) to decrypt an encrypted message or to tamper
undetectably with a cryptographic-checksummed message. Providing and
maintaining such secret keys is referred to as key management.

Secure key distribution is difficult in a multi-user environment. Oracle Advanced
Security uses the well known Diffie-Hellman key negotiation algorithm to
perform secure key distribution for both encryption and data integrity.

When encryption is used to protect the security of encrypted data, keys must be
changed frequently to minimize the effects of a compromised key. For this reason,
the Oracle Advanced Security key management function changes the session key
with every session.

Authentication Key Fold-in

The purpose of Authentication Key Fold-in is to defeat a possible third party attack
(historically called the man-in-the-middle attack) on the Diffie-Hellman key
negotiation. It strengthens the session key significantly by combining a shared
secret, known only to the client and the server, with the original session key
negotiated by Diffie-Hellman.

The client and the server begin communicating using the session key generated by
Diffie-Hellman. When the client authenticates to the server, they establish a shared
secret that is only known to both parties. Oracle Advanced Security combines the
shared secret and the Diffie-Hellman session key to generate a stronger session key
designed to defeat a man-in-the-middle attack.

Note: The authentication key fold-in function is an imbedded
feature of Oracle Advanced Security and requires no configuration
by the system or network administrator.
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Configuring Data Encryption and Integrity

This section describes how to configure Oracle Advanced Security native Net8
encryption and integrity, and presumes the prior installation of Oracle Net8.

The network or security administrator sets up the encryption and integrity
configuration parameters. The profile on client and server systems using data
encryption and integrity (sql net. ora fil e) must contain some or all of the
parameters listed in this section, under the following topics:

O Activating Encryption and Integrity

O Negotiating Encryption and Integrity
O Setting the Encryption Seed
O

Configuring Encryption and Integrity Parameters Using Net8 Assistant

See Also: Chapter 9, Configuring Secure Socket Layer
Authentication, to configure the SSL feature for encryption,
integrity, and authentication

Activating Encryption and Integrity

In any network connection, it is possible for both the client and server to each
support more than one encryption algorithm and more than one integrity
algorithm. When a connection is made, the server selects which algorithm to use, if
any, from those algorithms specified in the sql net . or a files.

The server searches for a match between the algorithms available on both the client
and the server, and picks the first algorithm in its own list that also appears in the
client list. If one side of the connection does not specify an algorithm list, all the
algorithms installed on that side are acceptable. The connection fails with error
message ORA- 12650 if either side specifies an algorithm that is not installed.

Encryption and integrity parameters are defined by modifying a sqgl net . or a file on
the clients and the servers on the network.

You can choose to configure any or all of the available Oracle Oracle Advanced
Security encryption algorithms (Table 2-2), and either or both of the available
integrity algorithms (Table 2-3). Only one encryption algorithm and one integrity
algorithm are used for each connect session.
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Note: Oracle Advanced Security selects the first encryption
algorithm and the first integrity algorithm enabled on the client and
the server. Oracle Corporation recommends that you select algorithms
and key lengths in the order in which you prefer negotiation—probably
with the strongest key length first.

See Also:  Appendix A, Data Encryption and Integrity Parameters
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Negotiating Encryption and Integrity

To negotiate whether to turn on encryption or integrity, you can specify four
possible values for the Oracle Advanced Security encryption and integrity
configuration parameters. The four values are listed in the order of increasing
security. The value REJECTED provides the minimum amount of security between
client and server communications, and the value REQUIRED provides the maximum
amount of network security:

0 REJECTED

g ACCEPTED
0 REQUESTED
0 REQUIRED

The default value for each of the parameters is ACCEPTED.

REJECTED

Select this value if you do not elect to enable the security service, even if required by
the other side.

In this scenario, this side of the connection specifies that the security service is not
allowed. If the other side is set to REQUIRED, the connection terminates with error
message ORA- 12650. If the other side is set to REQUESTED, ACCEPTED, or
REJECTED, the connection continues without error and without the security service
enabled.

ACCEPTED

Select this value to enable the security service if required or requested by the other
side.

In this scenario, this side of the connection does not require the security service, but
it is allowed if the other side is set to REQUIRED or REQUESTED. If the other side
is set to REQUIRED or REQUESTED, and an algorithm match is found, the
connection continues without error and with the security service enabled. If the
other side is set to REQUIRED and no algorithm match is found, the connection
terminates with error message ORA- 12650.

If the other side is set to REQUESTED and no algorithm match is found, or if the
other side is set to ACCEPTED or REJECTED, the connection continues without
error and without the security service enabled.
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REQUESTED
Select this value to enable the security service if the other side allows it.

In this scenario, this side of the connection specifies that the security service is
desired but not required. The security service is enabled if the other side specifies
ACCEPTED, REQUESTED, or REQUIRED. There must be a matching algorithm
available on the other side—otherwise the service is not enabled. If the other side
specifies REQUIRED and there is no matching algorithm, the connection fails.

REQUIRED
Select this value to enable the security service or disallow the connection.

In this scenario, this side of the connection specifies that the security service must be
enabled. The connection fails if the other side specifies REJECTED or if there is no
compatible algorithm on the other side.

Table 2-1 shows whether the security service is enabled, based on a combination of
client and server configuration parameters. If either the server or client has
specified REQUIRED, the lack of a common algorithm causes the connection to fail.
Otherwise, if the service is enabled, lack of a common service algorithm results in
the service being disabled.

Table 2-1 Encryption and Data Integrity Negotiation

Client
REJECTED ACCEPTED REQUESTED | REQUIRED
REJECTED OFF OFF OFF Connection
= fails
g
S | ACCEPTED | OFF OFF! ON ON
n
REQUESTED | OFF ON ON ON
REQUIRED Connection | ON ON ON
fails

1 This value defaults to OFF. Cryptography and data integrity are not enabled until the user

changes this parameter using the Net8 Assistant or by modifying the sql net . or a file.

Note:

both the client and the server.

Encryption is not used when ACCEPTED is set to ON for
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Setting the Encryption Seed

Three seeds are used to generate a random number on the client and on the server.
One of the seeds is a user-defined encryption seed (sqgl net . crypt o_seed=) that
can be 10 to 70 characters in length—and changed at any time. The Diffie-Hellman
key exchange uses the random numbers to generate unique session keys for every
connect session.

Configuring Encryption and Integrity Parameters Using Net8 Assistant

You can set up or change encryption and integrity parameter settings using Net8
Assistant. This section describes the following topics:

O Configuring Encryption on the Client and the Server
O Configuring Integrity on the Client and the Server
See Also:

« Appendix A, Data Encryption and Integrity Parameters, for
valid encryption algorithms

= Net8 Assistant online help, for more detailed configuration
information

Configuring Encryption on the Client and the Server
To configure encryption on the client and on the server:

1. Start Net8 Assistant:
« On UNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. In the Navigator window, expand Local > Profile.

3. From the list in the right window pane, select Oracle Advanced Security.
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The Oracle Advanced Security tabbed window appears:

Oracle Advanced Security -

Encryption

Encryption: [SE RVER

Encryption Type: [acce pted

Encryption Seed: |4fhfg uweotcadsfdsafikdsfqpsf

Available Methods: Selected Methods:

4. Choose the Encryption tab.

5. Depending upon which system you are configuring, in the Encryption list,
select CLIENT or SERVER.

6. From the Encryption Type list, select one of the following:
» REQUESTED

= REQUIRED
= ACCEPTED
= REJECTED

7. Inthe Encryption Seed field, enter between 10 and 70 random characters; the
encryption seed for the client should not be the same as that for the server.

8. Select an encryption algorithm in the Available Methods list. Move it to the
Selected Methods list by choosing the right arrow [>]. Repeat for each
additional method you want to use.

9. Choose File > Save Network Configuration; the sql net. ora file is updated.

10. Repeat this procedure to configure encryption on the other system. The
sql net . or a file on the two systems should contain the following entries:
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On the server:

SQLNET. ENCRYPTI ON SERVER = [accepted | rejected | requested | required
SQLNET. ENCRYPTI ON TYPES SERVER = (valid encryption_al gorithm[, valid_
encryption_al gorithm)

SQLNET. CRYPTO SEED = " 10- 70 random char act er s"

On the client:

SQLNET. ENCRYPTI ON QLI ENT = [accepted | rejected | requested | required
SQLNET. ENCRYPTI ON TYPES CLIENT = (valid encryption _al gorithm|[,valid_
encryption_al gorithm)

SQALNET. CRYPTO SEED = " 10- 70 random char act er s"

Valid encryption algorithms and their associated legal values are summarized by
Table 2-2:

Table 2-2 Valid Encryption Algorithms

Algorithm Name Legal Value
RC4 256-bit key RC4_256
RC4 128-bit key RC4_128
RC4 56-hit key RC4 56
RC4 40-bit key RC4_40
3-key 3DES 3DES168
2-key 3DES 3DES112
DES 56-bit key DES

DES 40-bit key DES40

Configuring Integrity on the Client and the Server
To configure data integrity on the client and on the server:

1. Start Net8 Assistant:

On UNIX, run net asst from $ORACLE_HOVE/ bi n.

On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.
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In the Navigator window, expand Local > Profile.

From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

Integrity | CLIENT

Checksum Level: [acce pted

Available Methods: Selected Methods:
MD5S

SHAT >
<

Choose the Integrity tab.

Depending upon which system you are configuring, choose the Server or Client
check box.

From the Checksum Level list, select one of the following checksum level
values:

« REQUESTED

« REQUIRED
« ACCEPTED
« REJECTED

Choose File > Save Network Configuration; the sql net . or a file is updated.

Repeat this procedure to configure integrity on the other system. The
sql net . or a file on the two systems should contain the following entries:

« Onthe server:
SQALNET. CRYPTO CHECKSUM SERVER = [accepted | rejected | requested |
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requi red]
SQALNET. CRYPTO CHECKSUM TYPES SERVER = (val i d_crypt o_checksum al gori t hm
[, valid _crypto_checksumal gorithnj)

= On the client:

SQLNET. CRYPTO CHECKSUM QLI ENT = [accepted | rejected | requested |
requi red]

SQALNET. CRYPTO CHECKSUM TYPES CLIENT = (val i d_crypt o_checksum al gori t hm
[, valid _crypto_checksum al gorithnj)

Valid integrity algorithms and their associated legal values are displayed by
Table 2-3:

Table 2-3 Valid Integrity Algorithms

Algorithm Name Legal Values
MD5 MD5
SHA-1 SHA1

Note: Under Oracle Advanced Security Release 8.1.7, two
integrity algorithms are available: MD5 and SHA-1.

MD?5 can be enabled or disabled by using the Oracle Advanced
Security tabbed window displayed under Configuring Integrity on
the Client and the Server on page 2-12.

To enable SHA-1, you must edit the sql net . ora file by adding
SHAlasavalid crypto_checksum al gorithm
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Thin JDBC Support

This chapter describes the Java implementation of Oracle Advanced Security, which
allows Thin Java Database Connectivity (JDBC) clients to connect securely to
Oracle8i databases.

This chapter contains the following topics:
O About the Java Implementation

O Configuration Parameters

See Also: Oracle8i JDBC Developer’s Guide and Reference, for
information about JDBC, including examples
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About the Java Implementation

The Java implementation of Oracle Advanced Security provides network
encryption and integrity protection for Thin JDBC clients communicating with
Oracle8i databases that have Oracle Advanced Security enabled.

This section contains the following topics:
0 Java Database Connectivity Support
O Securing Thin JDBC

O Implementation Overview

g

Obfuscation

Java Database Connectivity Support

Java Database Connectivity (JDBC), an industry-standard Java interface, is a Java
standard for connecting to a relational database from a Java program. Sun
Microsystems defined the JDBC standard and Oracle Corporation implements and
extends the standard with its own JDBC drivers.

Oracle JDBC drivers are used to create JDBC applications to communicate with
Oracle databases. Oracle implements two types of JDBC drivers: Thick JDBC
drivers built on top of the C-based Net8 client, as well as a Thin (Pure Java) JDBC
driver to support downloadable applets. Oracle extensions to JDBC include the
following features:

0 Data access and manipulation

LOB access and manipulation

Oracle object type mapping

Obiject reference access and manipulation

Array access and manipulation

O O o o O

Application performance enhancement
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Securing Thin JDBC

Because the Thin JDBC driver is designed to be used with downloadable applets
used over the Internet, Oracle designed a 100% Java implementation of Oracle
Advanced Security encryption and integrity algorithms for use with thin clients.
Oracle Advanced Security provides the following features for Thin JDBC:

0 Data encryption

0 Data integrity checking

0O Secure connections from Thin JDBC clients to the Oracle RDBMS
0

Ability for developers to build applets that transmit data over a secure
communication channel

O Secure connections from middle tier servers with Java Server Pages (JSP) to the
Oracle RDBMS

0O Secure connections from Oracle8i databases to older versions of Oracle
databases with Oracle Advanced Security installed

The Oracle JDBC Thin driver implements the Oracle O3LOGON protocol for
authentication. It does not support Oracle Advanced Security SSL implementation,
nor does it support third party authentication features such as RADIUS, Kerberos,
and SecurlD. However, the Oracle JDBC OCI (thick) driver support is the same as
thick client support, where all Oracle Advanced Security features are implemented.

Oracle Advanced Security continues to encrypt and provide integrity checking of
Net8 traffic between Net8 clients and Oracle servers using algorithms written in C.
The Oracle Advanced Security Java implementation provides Java versions of the
following encryption algorithms:

0 RC4 256
RC4 128
RC4 56
RC4_40
DES56
DES40

O 0o o o O

Note: In Oracle Advanced Security, DES runs in Cipher Block
Chaining (CBC) mode.
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In addition, this implementation provides data integrity checking for Thin JDBC
with the following algorithms:

g MDS5
g SHA

Implementation Overview

On the server side, the negotiation of algorithms and the generation of keys
function exactly the same as Oracle Advanced Security native encryption. This
allows backward and forward compatibility of clients and servers.

On the client side, the algorithm negotiation and key generation occur in exactly the
same manner as C-based Oracle Advanced Security encryption. The client and
server negotiate encryption algorithms, generate random numbers, use
Diffie-Hellman to exchange session keys, and use the Oracle Password Protocol
(O3LOGON key fold-in), in the same manner as traditional Net8 clients. Thin JDBC
contains a complete implementation of a Net8 client in pure Java.

Obfuscation

Java cryptography code is obfuscated in this release. Obfuscation protects Java
classes and methods that contain encryption and decryption capabilities with
obfuscation software.

Java byte code obfuscation is a process often used by companies to protect
intellectual property written in the form of Java programs. It mixes up Java symbols
found in the code. The process leaves the original program structure intact,
allowing the program to run correctly while changing the names of the classes,
methods, and variables in order to hide the intended behavior. Although it is
possible to decompile and read non-obfuscated Java code, obfuscated Java code is
sufficiently difficult to decompile to satisfy U.S. government export controls.
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Configuration Parameters

A properties class object containing several configuration parameters is passed to
the Oracle Advanced Security interface. This chapter lists the configuration
parameters for the following:

O Client Encryption Level

Client Encryption Selected List

O
O Client Integrity Level
O

Client Integrity Level

Client Encryption Level

Parameter Name

oracl e. net.encryption_client

Description Defines the level of security that the client wants to negotiate
with the server

Parameter Type String

Parameter Class Static

Allowable Values

REJECTED; ACCEPTED,; REQUESTED; REQUIRED

Default Value

ACCEPTED

Syntax

up. put("oracl e.net.encryption_client",level)

Example

up. put ("oracl e.net.encryption_client",
"REQUI RED"), where up is defined as Properties
up=new properties()
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Client Encryption Selected List

Parameter Name

oracl e. net.encryption_types_client

Description Defines the encryption algorithm to be used
Parameter Type String
Parameter Class Static

Allowable Values

RC4_256; RC4_128; RC4_56C; RC4_40; DES56C; DESC40C

Syntax up. put("oracl e.net.encryption_types_
client", al g)
Example up. put ("oracl e.net.encryption_types_client"”,

"DESC40C"), where up is defined as Properties
up=new Properties()

Note: In this context, "C" refers to CBC (Cipher Block Chaining)

mode.

Client Integrity Level

Parameter Name

oracl e. net.crypto_checksumcl i ent

Description Defines the level of security that it wants to negotiate with the
server for data integrity

Parameter Type String

Parameter Class Static

Allowable Values

REJECTED; ACCEPTED; REQUESTED; REQUIRED

Default Value

ACCEPTED

Syntax up. put ("oracl e. net. crypto_checksum_
client",level)
Example up. put("oracl e.net.crypto_checksumclient",

"REQUI RED"), where up is defined as Properties
up=new Properties()
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Client Integrity Selected List

Parameter Name oracl e. net.crypto_cheksumtypes_client

Description Defines the data integrity algorithm to be used

Parameter Type String

Parameter Class Static

Allowable Values MD5; SHA

Syntax up. put("oracl e.net.crypto_checksumtypes_
client", al g)

Example up. put ("oracl e.net.crypto_checksum types_
client","MD5"), where up is defined as
Properties up=new Properties()
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Part |l

Configuring Authentication Methods

This part describes how to configure authentication methods into your existing
Net8 network. It contains the following chapters, each of which describes a
particular authentication method supported by Oracle Advanced Security Release
8.1.7:

O Chapter 4, Configuring RADIUS Authentication

Chapter 5, Configuring CyberSafe Authentication

Chapter 6, Configuring Kerberos Authentication

Chapter 7, Configuring SecurlD Authentication

Chapter 8, Configuring Identix Biometric Authentication
Chapter 9, Configuring Secure Socket Layer Authentication
Chapter 10, Configuring Entrust-Enabled SSL Authentication

O 0o o o o o o

Chapter 11, Configuring Multiple Authentication Methods
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Configuring RADIUS Authentication

This chapter describes how to configure Oracle Advanced Security for Oracle8i, or
for the Oracle8i server, for use with RADIUS (Remote Authentication Dial-In User
Service).

This chapter contains the following sections:

O RADIUS Overview

O RADIUS Authentication Modes

0 Enabling RADIUS Authentication and Accounting
0 Logging in to the Database
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RADIUS Overview

RADIUS is a client-server security protocol widely used to enable remote
authentication and access. Oracle Advanced Security uses this industry standard in
a client-server network environment.

You can enable the network to use any authentication method that supports the
RADIUS standard, including token cards and smart cards, by installing and
configuring the RADIUS protocol. Moreover, when you use RADIUS, you can
change the authentication method without modifying either the Oracle client or the
Oracle database server.

From the user’s perspective, the entire authentication process is transparent. When
the user seeks access to an Oracle database server, the Oracle database server, acting
as the RADIUS client, notifies the RADIUS server. The RADIUS server:

O Looks up the user’s security information.

0 Passes authentication and authorization information between the appropriate
authentication server or servers and the Oracle database server.

Grants the user access to the Oracle database server.

Logs session information, including when, how often, and for how long the
user was connected to the Oracle database server.

The Oracle/RADIUS environment is displayed in Figure 4-1:

Figure 4-1 RADIUS in an Oracle Environment

B
—

1)
L )

L
l

Oracle Server Smartcard Token Card  SecurlD ACE

Oracle Client Radius Client Radius Server Authentication Server(s)

The Oracle database server acts as the RADIUS client, passing information between
the Oracle client and the RADIUS server. Similarly, the RADIUS server passes
information between the Oracle database server and the appropriate authentication
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server or servers. To ensure transmission integrity of the authentication
information, RADIUS converts it to a hash value. The authentication components
are listed in Table 4-1:

Table 4-1 RADIUS Authentication Components

Component

Stored Information

Oracle client

Configuration setting for communicating through RADIUS.

Oracle database
server/
RADIUS client

Configuration settings for passing information between the Oracle
client and the RADIUS server.

The secret key file.

RADIUS server

Authentication and authorization information for all users.
Each client’s name or IP address.
Each client’s shared secret.

Unlimited number of menu files enabling users already authenticated
to select different login options without reconnecting.

Authentication
SErver or servers

User authentication information such as passcodes and PINs,
depending on the authentication method in use.

Note: The RADIUS server can also be the authentication server.

A RADIUS server vendor is often the authentication server vendor as well, in which
case authentication can be processed on the RADIUS server. For example, the
Security Dynamics ACE/Server is both a RADIUS server and an authentication
server. It thus authenticates the user’s passcode.

See Also:

Net8 Administrator’s Guide, for information about the

sql net. or afile
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RADIUS Authentication Modes

User authentication can take place in either of two ways:
O Synchronous Authentication Mode

O Challenge-Response (Asynchronous) Authentication Mode

Synchronous Authentication Mode

In the synchronous mode, RADIUS lets you use various authentication methods,
including passwords and SecurID token cards. Figure 4-2 shows the sequence in
which synchronous authentication occurs:

Figure 4-2 Synchronous Authentication Sequence

1. Auser logs in by entering a connect string, == ] == ] === ]
passcode, or other value. The client o . -= -= -=
machine passes this data to the Oracle - —
database server. —U_

2. The Oracle database server, acting as the U I
RADIUS client, passes the data from the Client Soer[’?lcels RsAgr{/LéE AUIhggxgrtlon

Oracle client to the RADIUS server. RADIUS
3.  The RADIUS server passes the data to the client
appropriate authentication server, such as
Smart card or SecurlD ACE for validation.
4. The authentication server sends back to the
RADIUS server either an Access Accept or
an Access Reject message.
Note: If the RADIUS server is the
authentication server, Steps 3 and 4 are
combined. 9

5. The RADIUS server passes this response to

the Oracle database server/RADIUS client.
6. The Oracle database server/RADIUS client
passes the response to the Oracle client.
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Example: Synchronous Authentication with SecurlD Token Cards

With SecurlD authentication, each user has a token card that displays a dynamic
number that changes every sixty seconds. To gain access to the Oracle database
server/RADIUS client, the user enters a valid passcode that includes both a
personal identification number (PIN) and the dynamic number currently displayed
on the user’s SecurlD card. The Oracle database server passes this authentication
information from the Oracle client to the RADIUS server, which in this case is the
authentication server for validation. Once the authentication server (Security
Dynamics ACE/Server) validates the user, it sends an "accept” packet to the Oracle
database server, which, in turn, passes it to the Oracle client. The user is now
authenticated and able to access the appropriate tables and applications.

See Also:

« Chapter 1, Introduction to Oracle Advanced Security, and
Chapter 7, Configuring SecurlD Authentication, for more
information about SecurlD token cards

« Documentation provided by Security Dynamics

Challenge-Response (Asynchronous) Authentication Mode

When the system uses the asynchronous mode, the user does not need to enter a
user name and password at the SQL*Plus CONNECT string. Instead, a graphical
user interface asks the user for this information later in the process.

Figure 4-3 shows the sequence in which challenge-response (asynchronous)
authentication occurs.

Note: If the RADIUS server is the authentication server, Steps 3, 4,
and 5, and Steps 9, 10, and 11 in Figure 4-3 are combined.
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Figure 4-3 Asynchronous Authentication Sequence

10.

11.

12.

4-6

A user seeks a connection to the Oracle database
server. The client machine passes the data to the
Oracle database server.

The Oracle database server, acting as the RADIUS
client, passes the data from the Oracle client to the
RADIUS server.

The RADIUS server passes the data to the
appropriate authentication server, such as a smart
card, SecurlD ACE, or token card.

The authentication server sends a challenge, such
as a random number, to the RADIUS server.

The RADIUS server sends the challenge to the
Oracle database server/RADIUS client.

The Oracle database server/RADIUS client, in
turn, sends it to the Oracle client. A graphical
interface presents the challenge to the user.

The user provides a response to the challenge. To
formulate a response, the user can, for example,
enter the received challenge into the token card.
The token card provides the user with a dynamic
password that he or she enters into the graphical
interface. The Oracle client passes the user’s
response to the Oracle database server/RADIUS
client.

The Oracle database server/RADIUS client sends
the user’s response to the RADIUS server.

The RADIUS server passes the user’s response to
the appropriate authentication server for
validation.

The authentication server sends back to the
RADIUS server either an Access Accept or an
Access Reject message.

The RADIUS server passes the response to the
Oracle database server/RADIUS client.

The Oracle database server/RADIUS client passes
the response to the Oracle client.
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Example: Asynchronous Authentication with Smart Cards

With smart card authentication, the user logs in by inserting the smart card—a
plastic card (like a credit card) with an embedded integrated circuit for storing
information—into a hardware device which reads the card. The Oracle client sends
the login information contained in the smart card to the authentication server by
way of the Oracle database server/RADIUS client and the RADIUS server. The
authentication server sends back a challenge to the Oracle client, by way of the
RADIUS server and the Oracle database server, prompting the user for
authentication information. The information could be, for example, a PIN as well as
additional authentication information contained on the smart card.

The Oracle client sends the user’s response to the authentication server by way of
the Oracle database server and the RADIUS server. If the user has entered a valid
number, the authentication server sends an "accept" packet back to the Oracle client
by way of the RADIUS server and the Oracle database server. The user is now
authenticated and authorized to access the appropriate tables and applications. If
the user has entered incorrect information, the authentication server sends back a
message rejecting the user’s access.

Example: Asynchronous Authentication with ActivCard Tokens

One particular ActivCard token is a hand-held device with a keypad and which
displays a dynamic password. When the user seeks access to an Oracle database
server by entering a password, the information is passed to the appropriate
authentication server by way of the Oracle database server/RADIUS client and the
RADIUS server. The authentication server sends back a challenge to the client—by
way of the RADIUS server and the Oracle database server. The user types that
challenge into the token, and the token displays a number for the user to send in
response.

The Oracle client then sends the user’s response to the authentication server by way
of the Oracle database server and the RADIUS server. If the user has typed a valid
number, the authentication server sends an "accept" packet back to the Oracle client
by way of the RADIUS server and the Oracle database server. The user is now
authenticated and authorized to access the appropriate tables and applications. If
the user has entered an incorrect response, the authentication server sends back a
message rejecting the user’s access.
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Enabling RADIUS Authentication and Accounting

To enable RADIUS authentication and accounting, perform the following tasks:
Task 1: Install RADIUS on the Oracle Database Server and on the Oracle Client
Task 2: Configure RADIUS Authentication

Task 3: Create a User and Grant Access

Task 4: Configure RADIUS Accounting

Task 5: Add the RADIUS Client Name to the RADIUS Server Database

Task 6: Configure the Authentication Server for Use with RADIUS.

Task 7: Configure the RADIUS Server for Use with the Authentication Server

O O oo oogoog d

Task 8: Configure Mapping Roles

Task 1: Install RADIUS on the Oracle Database Server and on the Oracle Client

RADIUS is installed with Oracle Advanced Security during a typical installation of
Oracles8i.

See: platform-specific installation documentation for Oracle8i, for
information about installing Oracle Advanced Security and the
RADIUS adapter

Task 2: Configure RADIUS Authentication

This task includes the following steps:

O Step 1: Configure RADIUS on the Oracle Client

0 Step 2: Configure RADIUS on the Oracle Database Server
O Step 3: Configure Additional RADIUS Features

Unless otherwise indicated, perform these configuration tasks by using the Net8
Assistant or by using any text editor to modify the sql net . or a file.

Step 1: Configure RADIUS on the Oracle Client
1. Start Net8 Assistant as follows:

«  OnUNIX, run net asst from $ORACLE_HQOVE/ bi n.
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« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

In the Navigator window, expand Local > Profile.
From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

futhentication

Available Methods: Selected Methods:
PR
KERBEROSS

IDENTIX
CYBERSAFE

>
SECURID <
Promote|

RADIUS

NTS
Promote

Demote

Choose the Authentication tab.
From the Available Methods list, select RADIUS.

Choose the right-arrow [>] to move RADIUS to the Selected Methods list. Move
any other methods you want to use in the same way.

Arrange the selected methods in order of required usage by selecting a method
in the Selected Methods list, and clicking Promote or Demote to position itin
the list. For example, put RADIUS at the top of the list for it to be the first
service used.

Choose File > Save Network Configuration.
The sql net . or a file is updated with the following entry:
SQLNET. AUTHENTI CATI ON_SERVI CES=( RADI US)
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Step 2: Configure RADIUS on the Oracle Database Server
O Create the RADIUS Secret Key File on the Oracle Database Server

0 Configure RADIUS Parameters on the Server (sqlnet.ora file)

0 Set Oracle Database Server Initialization Parameters

Create the RADIUS Secret Key File on the Oracle Database Server

1. Obtain the RADIUS secret key from the RADIUS server. For each RADIUS
client, the administrator of the RADIUS server creates a shared secret key,
which can be as simple as "test123".

2. On the Oracle database server, create a directory $ORACLE
HOVE/ net wor k/ security on UNIX or ORACLE_HOVE\ net wor k\ security on
Windows NT.

3. Create the file r adi us. key to hold the shared secret from the RADIUS server.
Place the file in the directory you just created, namely, $ORACLE
HOVE/ net wor k/ security on UNIX or ORACLE_HOVE\ net wor k\ security on
Windows NT.

4. Copy the shared secret key and paste it (and nothing else) into the r adi us. key
file created on the Oracle database server.

See Also: The RADIUS server administration documentation, for
information about obtaining the secret key

Note: For security reasons, Oracle Corporation recommends that
you change the r adi us. key file to root access only (on UNIX
servers).

Configure RADIUS Parameters on the Server (sql net . or a file)
1. Start Net8 Assistant:

«  OnUNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Inthe Navigator window, expand Local > Profile.

3. From the list in the right pane, select Oracle Advanced Security.
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N o &

The Oracle Advanced Security tabbed window appears:

KERBEROSS
IDENTIX
CYBERSAFE
SECURID

NTS

RADIUS

Choose the Authentication tab.
From the Available Methods list, select RADIUS.
Move RADIUS to the Selected Methods list by choosing the right-arrow [>].

To arrange the selected methods in order of desired use, select a method in the
Selected Methods list, and choose Promote or Demote to position it in the list.
For example, if you want RADIUS to be the first service used, put it at the top of

the list.
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8. Choose the Other Params tab; the Other Params window appears:

localhost
1645

feobsforaclesnetwork/s
OFF
OFF

challenge
DefaultRadiusinterface

9. From the Authentication Service list, select RADIUS.

10. In the Host Name field, accept the | ocal host as the default primary RADIUS
server, or enter another host name.

11. Ensure that the default value of the Secret File field is valid.
12. Choose File > Save Network Configuration.
The sql net . or a file is updated with the following entries:
SQLNET. AUTHENTI CATI ON_SERVI CES=ser vi ce
SQLNET. RADI US_AUTHENTI CATI ON=l ocat i on

where servi ce is RADIUS and / ocat i on is the host name or IP address of the
RADIUS server.
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Set Oracle Database Server Initialization Parameters

Configure the initialization parameter file, located in $ORACLE_BASE\ adni n\ db_
nane\ pfil e on UNIX and ORACLE BASE adni n/ db_nane/ pfil e on Windows NT,
with the following values:

REMOTE_OS_AUTHENT=FALSE
OS_AUTHENT_PREFI X=""

Caution: Setting REMOTE_OS_AUTHENT to TRUE can allow a
security breach because it allows someone using a non-secure
protocol, such as TCP, to perform an operating system-authorized
login (formerly referred to as an OPS$ login).

See Also: Oracle8i Reference and the Oracle8i Administrator’s Guide,
for information about setting initialization parameters on the
Oracle8i database server

Step 3: Configure Additional RADIUS Features
0 Change Default Settings

O Configure Challenge-Response

0O Set Parameters for an Alternate RADIUS Server

Change Default Settings
1. Start Net8 Assistant as follows:

« On UNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. In the Navigator window, expand Local > Profile.
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3. From the list in the right window pane, select Oracle Advanced Security; the
Oracle Advanced Security tabbed window appears:

localhost
1645

feobsforaclesnetwork/s
OFF
OFF

challenge
DefaultRadiusinterface

4. Choose the Other Params tab.
5. From the Authentication Service list, select RADIUS.
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6. Change the default setting for any of the following fields:

Field Description

Port Number Specifies the listening port of the primary RADIUS server. The
default value is 1645.

Timeout (seconds) Specifies the time the Oracle database server waits for a
response from the primary RADIUS server. The default is 15
seconds.

Number of Retries | Specifies the number of times the Oracle database server
resends messages to the primary RADIUS server. The default is
three retries.

For instructions on configuring RADIUS accounting, see: Task
4: Configure RADIUS Accounting on page 4-19 .

Secret File Specifies the location of the secret key on the Oracle database
server. The field specifies the location of the secret key file, not
the secret key itself.

For information about specifying the secret key, see: Create the
RADIUS Secret Key File on the Oracle Database Server on
page 4-10 .

7. Choose File > Save Network Configuration.
The sql net . or a file is updated with the following entries:
SQLNET. RADI US_AUTHENTI CATI ON_PORT=( PORT)

SQLNET. RADI US_AUTHENTI CATI ON_TI MEQUT=
(NUMBER OF SECONDS TO WAI T FOR response)

SQLNET. RADI US_AUTHENTI CATI ON_RETRI ES=
(NUMBER OF TI MES TO RE- SEND TO RADI US server)

SQLNET. RADI US_SECRET=( pat h/ r adi us. key)
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Configure Challenge-Response

The challenge-response (asynchronous) mode presents the user with a graphical
interface requesting first a password, then additional information—for example, a
dynamic password that the user obtains from a token card. With the RADIUS
adapter, this interface is Java-based to provide optimal platform independence.

Note: Third party vendors of authentication devices must
customize this graphical user interface to fit their particular device.
For example, a smart card vendor would customize the Java
interface so that the Oracle client reads data, such as a dynamic
password, from the smart card. When the smart card receives a
challenge, it responds by prompting the user for more information,
such as a PIN.

See Also:  Appendix C, Integrating Authentication Devices Using
RADIUS, for information about how to customize the
challenge-response user interface

To configure challenge-response:

If you are using JDK 1.1.7 or JRE 1.1.7, set the JAVA_HOME environment
variable to the JRE or JDK location on the system where the Oracle client is run:

1.

On UNIX, enter this command at the prompt:
% set env JAVA HOMVE /usr/ | ocal / packages/jrel. 1. 7B

On Windows NT, choose Start> Settings > Control Panel > System >
Environment, and set the JAVA_ HOME variable as follows:

c:\java\jrel. 1. 7B

Note: This step is not required for any other JDK 7/ JRE version.

If you are using a third-party graphic user interface, you must define its
location by entering parameters in each of the following configuration files:

Insql net. ora:
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Enter SQLNET. RADI US_CLASSPATH=(I ocat i on), where | ocat i on is the
complete pathname of the jar file. It defaults to $or acl e_
hone/ networ k/jIi b/ netradius.jar.

« Insglnet.radius: Enter sqgl net. radi us_aut henti cati on_
i nterface.

Use a text editor to add the SQLNET.RADIUS_CLASSPATH parameter to the
sqgl net . or a file (to set the path for the Java classes for the graphical interface),
as follows:

SQLNET. RADI US_CLASSPATH=(| ocation), where location is the
conpl ete pathnane of the netradius.jar file.

3. Start Net8 Assistant:
«  OnUNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

4. Inthe Navigator window, expand Local > Profile.

5. From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

Other Params

Authentication Service: |FEDIUS

Host Mame: W
Port Number: [1gas |
Timeout (seconds): [s
Number of Retries: |3

Secret File: fvobs foracla/network/s

Send Accounting: OFF

Challenge Response: OFF

Default Keyword: |cha|lenge
Interface Class Name: |DefauItRadiusInterface

6. Choose the Other Params tab.
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10.

11.

From the Authentication Service list, select RADIUS.
In the Challenge Response field, enter ON to enable challenge-response.

In the Default Keyword field, accept the default value of the challenge or enter
a keyword for requesting a challenge from the RADIUS server.

Note: The keyword feature is provided by Oracle and supported
by some, but not all, RADIUS servers. You can use this feature only
if your RADIUS server supports it.

By setting a keyword, you let the user avoid using a password to
verify identity. If the user does not enter a password, the keyword
you set here is passed to the RADIUS server which responds with a
challenge requesting, for example, a driver’s license number or
birth date. If the user does enter a password, the RADIUS server
may or may not respond with a challenge, depending upon the
configuration of the RADIUS server.

In the Interface Class Name field, accept the default value of
DefaultRadiusinterface or enter the name of the class you have created to handle
the challenge-response conversation between the Oracle client and the RADIUS
server.

Choose File > Save Network Configuration.

The sql net . or a file updates with these entries:

SQLNET. RADI US_CHALLENGE_RESPONSE=([ ON | OFF])
SQLNET. RADI US_CHALLENGE_KEYWORD=( KEYWORD)

SQLNET. RADI US_AUTHENTI CATI ON_| NTERFACE=(name of interface including
the package name delimited by "/* for "."")

Set Parameters for an Alternate RADIUS Server

If you are using an alternate RADIUS server, set these parameters in the
sqgl net . or a file using any text editor.

SQLNET. RADI US_ALTERNATE=( host nane or ip address of alternate
radi us server)

SQLNET. RADI US_ALTERNATE_PORT=( 1645)
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SQLNET. RADI US_ALTERNATE_TI MEQUT=( nunber of seconds to wait for
response)

SQLNET. RADI US_ALTERNATE_RETRI ES=( nunber of tines to re-send to
radi us server)

Task 3: Create a User and Grant Access
To grant user access.

1.

Launch SQL*Plus and execute these commands to create and grant access to a
user identified externally on the Oracle database server.

SQL> CONNECT syst eni nanager @lat abase_nane;

SQL> CREATE USER usernane | DENTI FI ED EXTERNALLY;
SQL> GRANT CREATE SESSI ON TO USER user nane;

SQL> EXIT

If you are using Windows NT, you can use the Security Manager tool in the
Oracle Enterprise Manager.

See Also: Oracle8i Administrator’s Guide and Oracle8i Distributed
Database Systems

Enter the same user in the RADIUS server’s users file.

See Also: Administration documentation for the RADIUS server

Task 4: Configure RADIUS Accounting

RADIUS accounting logs information about access to the Oracle database server
and stores it in a file on the RADIUS accounting server. Use this feature only if both
the RADIUS server and authentication server support it.

Set RADIUS Accounting on the Oracle Database Server
To enable or disable RADIUS accounting:

1.

Start Net8 Assistant:
«  On UNIX, run net asst from $ORACLE_HOVE/ bi n.
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« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Inthe Navigator window, expand Local > Profile.

3. From the list in the right window pane, select Oracle Advanced Security; the
Oracle Advanced Security tabbed window appears:

Oracle Advanced Security -

Other Params

Authentication Service: |FEDIUS

Host Mame: W
Port Number: [1gas |
Timeout (seconds): [s
Number of Retries: |3

Secret File: fvobs foracla/network/s

Send Accounting: OFF

Challenge Response: OFF

Default Keyword: |cha|lenge
Interface Class Name: |DefauItRadiusInterface

4. Choose the Other Params tab.
5. From the Authentication Service list, select RADIUS.

6. Inthe Send Accounting field, enter ON to enable accounting or OFF to disable
accounting.

7. Choose File > Save Network Configuration.
The sql net . or a file is updated with the following entry:
SQLNET. RADI US_SEND_ACCOUNTI NG= ON

Configure the RADIUS Accounting Server

RADIUS Accounting consists of an accounting server residing on either the same
host as the RADIUS authentication server or on a separate host.

See Also: Administration documentation for the RADIUS server,
for information about configuring RADIUS accounting
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Task 5: Add the RADIUS Client Name to the RADIUS Server Database

You can use virtually any RADIUS server that complies with the standards in the
Internet Engineering Task Force (IETF) RFC #2138, Remote Authentication Dial In
User Service (RADIUS) and RFC #2139 RADIUS Accounting. Because RADIUS
servers vary, consult the documentation for your particular RADIUS server for any
unique interoperability requirements.

Perform the following steps to add the RADIUS client name to a Livingston
RADIUS server:

1.

3.

Open the clients file, which can be found at / et ¢/ r addb/ cl i ent s. The text and
table that follows appear:

@(#) clients 1.1 2/21/96 Copyright 1991 Livingston
Enterprises Inc

This file contains a list of clients which are allowed to
make aut hentication requests and their encryption key. The
first field is a valid hostnane. The second field
(separated by blanks or tabs) is the encryption key.

Cient Nane Key

In the CLIENT NAME column, enter the host name or IP address of the host on
which the Oracle database server is running. In the KEY column, type the
shared secret.

The value you enter in the CLIENT NAME column, whether it is the client’s
name or IP address, depends on the RADIUS server.

Save and close the clients file.

See Also:  Administration documentation for the RADIUS server

Task 6: Configure the Authentication Server for Use with RADIUS

See the authentication server documentation for instructions about configuring the
authentication servers. Related Documents on page -xxv contains a list of possible
resources.
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Task 7: Configure the RADIUS Server for Use with the Authentication Server

See the RADIUS server documentation.

Task 8: Configure Mapping Roles

If the RADIUS server supports vendor type attributes, you can manage roles by
storing them in the RADIUS server. The Oracle database server downloads the roles
when there is a CONNECT request using RADIUS.

To use this feature, configure roles on both the Oracle database server and the
RADIUS server.

Perform these steps to configure roles on the Oracle database server:

1. Use atext editor to set the OS_ROLES parameter in the initialization parameters
file on the Oracle database server.

2. Stop and restart the Oracle database server.

3. Create each role the RADIUS server is to manage on the Oracle database server
with IDENTIFIED EXTERNALLY.

To configure roles on the RADIUS server, use the following syntax:

ORA Dat abaseNane. Dat abaseDormai nNarmre_Rol eNane

Parameter Description

DatabaseName The name of the Oracle database server for which the role is
being created. This is the same as the value of the DB_NAME
initialization parameter.

DatabaseDomainName | The name of the domain to which the Oracle database server
belongs. The value is the same as the value of the DB_DOMAIN
initialization parameter.

RoleName The name of the role created in the Oracle database server.

Example:
ORA_USERDB. US. ORACLE. COM_MANAGER

See Also: Oracle 8i Administrator’s Guide
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If you are using the synchronous authentication mode, launch SQL*Plus and enter
the following command at the prompt:

CONNECT user nane/ passwor d@lat abase_al i as

Note that you can log in with this command only when challenge-response is not
turned to ON.

If you are using the challenge-response (asynchronous) mode, launch SQL*Plus
and, at the prompt, enter the command that follows:

CONNECT / @lat abase_al i as

Note that you can log in with this command only when challenge-response is
turned to ON.
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Configuring CyberSafe Authentication

This chapter describes how to configure Oracle Advanced Security for Oracle 8i, or
for the Oracle8i server, so that CyberSafe TrustBroker, a Kerberos-based
authentication server, can be used to authenticate Oracle users.

This chapter contains the following sections:
0 Configuring CyberSafe Authentication
O Troubleshooting

Configuring CyberSafe Authentication 5-1



Configuring CyberSafe Authentication

Configuring CyberSafe Authentication
To configure CyberSafe authentication:
Task 1: Install the CyberSafe Server
Task 2: Install the CyberSafe TrustBroker Client
Task 3: Install the CyberSafe Application Security Toolkit
Task 4: Configure a Service Principal for an Oracle Database Server
Task 5: Extract the Service Table from CyberSafe
Task 6: Install an Oracle Database Server
Task 7: Install Oracle Advanced Security With CyberSafe
Task 8: Configure Net8 and Oracle8i
Task 9: Configure CyberSafe Authentication

Task 10: Create a CyberSafe User on the Authentication Server

O oo ooo0ooogoogogd

Task 11: Create an Externally Authenticated Oracle User on the Oracle Database
Server

Task 12: Get the Initial Ticket for the CyberSafe/Oracle User
Task 13: Connect to an Oracle Database Server Authenticated by CyberSafe

Task 1: Install the CyberSafe Server

Perform this task on the system that functions as the authentication server.

See Also: CyberSafe documentation listed under Related
Documents on page -Xxv

Task 2: Install the CyberSafe TrustBroker Client

Perform this task on the system that runs the Oracle database server and the client.

See Also: CyberSafe documentation listed under Related
Documents on page -Xxv

Task 3: Install the CyberSafe Application Security Toolkit

Perform this task on both the client and server systems.
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See Also:  CyberSafe documentation listed under Related
Documents on page -Xxv

Task 4: Configure a Service Principal for an Oracle Database Server

For the Oracle database server to validate the identity of clients, configure a service
principal for an Oracle database server on the system running the CyberSafe
TrustBroker Master Server. If required, also configure a realm.

The name of the principal has the following format:
kservi ce/ ki nst ance @REALM

kservice A case-sensitive string that represents the Oracle service. This
might not be the same as the database service name

kinstance | Typically, this is the fully-qualified name of the system on
which Oracle is running

REALM The domain name of the server. REALM must always be
uppercase, and is typically named the DNS domain name. If
you do not enter a value for REALM when using xst ,
kdb5_edi t uses the realm of the current host and displays it
in the command output.

Note: The utility names in this section are executable programs.
However, the CyberSafe user name CYBERUSER and the realm
SOMECO. COMare examples only.

For example, if the Oracle service is oracle, the fully-qualified name of the system
on which Oracle is running is dbser ver . soneco. com and the realm is
SOMECO. COM the principal name is:

oracl e/ dbserver. sonmeco. com@OVECO. COM

Run kdb5_edi t as root to create the service principal as follows:
# cd / krb5/adm n
# ./ kdb5_edit

Configuring CyberSafe Authentication 5-3



Configuring CyberSafe Authentication

To add a principal named or acl e/ dbser ver. soneco. com@QOVECO. COMto the
list of server principals known by CyberSafe, enter the following inkdb5_edi t :

kdb5 edit: ark oracl e/ dbserver. someco. com@OVECO. COM

Task 5: Extract the Service Table from CyberSafe
Extract a service table from CyberSafe and copy it to both the Oracle database
server and CyberSafe TrustBroker client systems.

For example, to extract a service table for dbser ver. sonmeco. com perform the
following steps.

1. Enter the following in kdb5_edi t:

kdb5 edit: xst dbserver.sonmeco.com oracle
"oracl e/ dbserver. someco. com@OVECO. COM added to keytab
"WRFI LE: dbser ver. someco. com new sr vt ab’

kdb5 edit: exit

# [ krb5/bin/klist -k -t dbserver. soneco. com new- srvtab

If you do not enter a realm (SOVECO. COMin the example) when using xst ,
kdb5_edi t uses the realm of the current host and displays it in the command
output, as shown in the proceeding input example.

2. After the service table has been extracted, verify that the new entries are in the
table, in addition to the old entries. If the new entries are not in the service
table, or if you need to add additional new entries, use kdb5_edi t to append
them.

3. Move the CyberSafe service table to the CyberSafe TrustBroker client system. If
the service table is on the same system as the CyberSafe client, move it as in the
following example:

# nmv dbserver. sonmeco. com new srvtab /krb5/v5srvtab

If the service table is on a different system from the CyberSafe TrustBroker
client, transfer the file with a program such as FTP. If using FTP, transfer the file
in binary mode.

4. Ensure that the owner of the Oracle database server executable can read the
service table (in the previous example, / kr b5/ v5sr vt ab). Set the file owner to
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the Oracle user, or make the file readable by the group to which Oracle belongs.
Do not make the file readable to all users, since this can allow a security breach.

Task 6: Install an Oracle Database Server

Install an Oracle database server on the same system that is running the CyberSafe
TrustBroker client.

See Also: Oracle8i installation documentation for your platform

Task 7: Install Oracle Advanced Security With CyberSafe

Install CyberSafe, along with Oracle Advanced Security, during a custom
installation of Oracle8i. The Oracle Universal Installer guides you through the entire
installation process.

See Also: Oracle8i installation documentation for your platform

Task 8: Configure Net8 and Oracle8i

Configure Net8 and Oracle8i on both the server and client systems.

See Also: Oracle8i installation documentation for your platform

Task 9: Configure CyberSafe Authentication

Perform the following tasks to set parameters in the Oracle database server and
client sql net . or a files to configure CyberSafe:

« Configure CyberSafe on both the Client and the Oracle Database Server
« Set REMOTE_OS_AUTHENT in the Initialization Parameter File (i nit. ora).
« Set OS_AUTHENT_PREFIX in the Initialization Parameter File (i ni t. ora).
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Configure CyberSafe on both the Client and the Oracle Database Server
To configure CyberSafe authentication service parameters on both the client and
the database server:
1. Start Net8 Assistant:
«  On UNIX, run net asst from $ORACLE_HQVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Inthe Navigator window, expand Local > Profile.

3. From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

futhentication

Available Methods: Selected Methods:

KERBEROSS CYBERSAFE
IDENTIX
SECURID
NTS
RADIUS

Promote
Demote

Choose the Authentication tab.
In the Available Methods list, select CYBERSAFE.
Move CYBERSAFE to the Selected Methods list by choosing the right-arrow [>].

N o &

Arrange the selected methods in order of desired use. To do this, select a
method in the Selected Methods list, then choose Promote or Demote to
position it in the list. For example, if you want CYBERSAFE to be the first
service used, put it at the top of the list.
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8. Choose the Other Params tab.

9. From the Authentication Service list, select CYBERSAFE.
10. Enter the name of the GSSAPI Service, as in the following example:
or acl e/ dbserver. someco. com@QOVECO. COM

Insert the principal name, using the format described in Task 4: Configure a
Service Principal for an Oracle Database Server.

11. Choose File > Save Network Configuration.
The sql net . or a file is updated with the following entries:
SQLNET. AUTHENTI CATI ON_SERVI CES=( CYBERSAFE)

SQLNET. AUTHENTI CATI ON_GSSAP| _
SERVI CE=KSERVI CE/ KI NSTANCE@REALM
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Set REMOTE_OS_AUTHENT in the Initialization Parameter File
Add the following parameter to the Initialization Parameter File (init.ora):

REMOTE_COS_AUTHENT=FALSE

Note: Setting REMOTE_OS_AUTHENT to TRUE can allow a
security breach because it allows someone using a non-secure
protocol, such as TCP, perform an operating system-authorized
login (formerly referred to as an OPS$ login).

Because CyberSafe user names can be long, and Oracle user names are limited to 30
characters, Oracle Corporation recommends using null for the value of
OS_AUTHENT_PREFIX, as follows:

OS_AUTHENT_PREFI X=""

Restart the Oracle database server after modifying the configuration files to enable
the changes.

See Also: Operating system specific documentation and Oracle8i
Administrator’s Guide for more information about how to restart the
Oracle database server

Task 10: Create a CyberSafe User on the Authentication Server

For CyberSafe to authenticate Oracle users, you must create them on the CyberSafe
authentication server where the administration tools are installed. The following
steps assume that the realm already exists.

Note: The utility names in this section are executable programs.
However, the CyberSafe user name CYBERUSER and realm
SOMECO. COMare examples only.

Run / kr b5/ admi n/ kdb5_edi t as root on the authentication server to create the new
CyberSafe user, such as CYBERUSER.

Enter the following:
#
kdb5_edi t

5-8 Oracle Advanced Security Administrator’'s Guide



Configuring CyberSafe Authentication

kdb5 _edit:

ank cyberuser

Ent er password:

<passwor d> (password does not display)
Re-enter password for verification:
<passwor d> (password does not display)
kdb5 edit: quit

See Also: Cybersafe documentation listed in Related Documents
on page -xxv for information about creating the realm

Task 11: Create an Externally Authenticated Oracle User on the Oracle Database

Server

Run SQL*Plus to create the Oracle user, and enter the following commands on the
Oracle database server (note that the Oracle user name must be uppercase and enclosed in
double quotation marks):

In this example, OS_ AUTHENT _PREFIX is set to null (").

SQL> CONNECT / AS SYSDBA;

SQL> CREATE USER " CYBERUSER@SOVMECO. COM' | DENTI FI ED EXTERNALLY;
SQL> GRANT CREATE SESSI ON TO " CYBERUSER@EOVECO. COM';

See Also: Oracle8i Administrator’s Guide
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Task 12: Get the Initial Ticket for the CyberSafe/Oracle User

Before users can connect to the database, they must run ki ni t on the clients for an
initial ticket:

1. Enter the following:

% kinit cyberuser

2. Enter the password (password does not display).

3. To list currently owned tickets, run ki i st on the clients. Enter the following at
the system command prompt:

% kl i st

The system displays the following information:

Creation Date Expiration Date Service
11-Aug-99 16:29:51 12-Aug-99 00:29:21 krbtgt/SCMECO.COM@SOMECO.COM
11-Aug-99 16:29:51 12-Aug-99 00:29:21 oracle/dbserver.someco.com@SOMECO.COM

Task 13: Connect to an Oracle Database Server Authenticated by CyberSafe

After running ki ni t to get an initial ticket, users can connect to an Oracle database
server without using a user name or password. Enter a command similar to the
following:

% sql plus / @et_service_nane

where net _servi ce_nane is a Net8 service name.
For example:

% sql pl us / @pddoc_db

See Also: Chapter 1, Introduction to Oracle Advanced Security,
and Oracle8i Distributed Database Systems
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Troubleshooting

This section describes some common configuration problems and explains how to
resolve them:

If you cannot get your ticket-granting ticket using kinit:

g
g

O

Ensure that the default realm is correct by looking at kr b. conf .

Ensure that the TrustBroker Master Server is running on the host specified for
the realm.

Ensure that the Master Server has an entry for the user principal and that the
passwords match.

Ensure that the kr b. conf and kr b. r eal s files are readable by Oracle.

If you have an initial ticket, but still cannot connect:

g
g

After trying to connect, check for a service ticket.

Check that the sql net . or a file on the database server side has a service name
that corresponds to a service known to the CyberSafe Master Server.

Check that the clocks on all the involved systems are within a few minutes of
each other.

If you have a service ticket, and you still cannot connect:

g
g

Check the clocks on the client and database server.

Check that the v5sr vt ab file exists in the correct location and is readable by
Oracle.

Check that the v5sr vt ab file has been generated for the service named in the
profile (sgl net . or a) on the database server side.

If everything seems to work fine, but then you issue another query and it fails:

O

Check that the initial ticket is forwardable. You must have obtained the initial
ticket by running kinit -f.

Check the expiration date on the credentials.

If the credentials have expired, close the connection and run ki ni t to get a new
initial ticket.
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Configuring Kerberos Authentication

This chapter describes how to configure Oracle Advanced Security for Oracle8i, or
for the Oracle8i server, for use with Kerberos authentication, and how to configure
Kerberos to authenticate Oracle database users. This chapter contins the following
sections:

0 Enabling Kerberos Authentication

0O Utilities for the Kerberos Authentication Adapter
O Troubleshooting
O

Troubleshooting
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Enabling Kerberos Authentication
To enable Kerberos authentication:
Task 1: Install Kerberos
Task 2: Configure a Service Principal for an Oracle Database Server
Task 3: Extract a Service Table from Kerberos
Task 4: Install an Oracle Database Server and an Oracle Client
Task 5: Install Net8 and Oracle Advanced Security
Task 6: Configure Net8 and Oracle
Task 7: Configure Kerberos Authentication
Task 8: Create a Kerberos User

Task 9: Create an Externally-authenticated Oracle User

O 0o o ooo0ooogogd

Task 10: Get an Initial Ticket for the Kerberos/Oracle User

Task 1: Install Kerberos
Install Kerberos on the system that functions as the authentication server

See Also: Related Documents on page -xxv, for information
about how to install Kerberos
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Task 2: Configure a Service Principal for an Oracle Database Server

To enable the Oracle database server to validate the identity of clients that
authenticate themselves using Kerberos, you must create a service principal for
Oracles8i.

The name of the principal should have the following format:

kservi ce/ ki nst ance @REALM

kservice | A case-sensitive string that represents the Oracle service; this
can be the same as the database service name.

kinstance | This is typically the fully-qualified name of the system on
which Oracle8i is running.

REALM The domain name of the database server. REALM must
always be uppercase, and is typically the DNS domain name.

Note: The utility names in this section are executable programs.
However, the Kerberos user name kr buser and the realm
SOMECO. COMare examples only.

For example, if kser vi ce is oracle, the fully-qualified name of the system on which
Oracle8i is running is dbser ver . someco. com and the realm is SOVECO. COM the
principal name is:

oracl e/ dbserver. soneco. com@OVECO. COM

It is a convention to use the DNS domain name as the name of the realm. To create
the service principal, run kadni n. | ocal . The following example is UNIX-specific
(enter as root user):

# cd /kerberos-install-directory/sbin

# ./ kadm n. | ocal

To add a principal named or acl e/ dbser ver. soneco. com@QVECO. COMto the
list of server principals known by Kerberos, enter the following:

kadmi n. | ocal : addpri nc -randkey
oracl e/ dbserver. soneco. com@OVECO. COM
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Task 3: Extract a Service Table from Kerberos

Extract the service table from Kerberos and copy it to the Oracle database
server/Kerberos client system.

For example, to extract a service table for dbserver.someco.com:

1.

Enter the following:

kadmi n.local: ktadd -k /tnp/keytab
oracl e/ dbserver. soneco. com

Entry for principal oracle/dbserver.soneco.comwi th kvno 2,
encrypti on DES-CBC- CRC added to the keytab WRFILE:
"WRFI LE: / t np/ keyt ab

kadnm n.local: exit
oklist -k -t /tnp/keytab

After the service table has been extracted, verify that the new entries are in the
table in addition to the old ones. If they are not, or you need to add more, use
kadnmi n. | ocal to append the them.

If you do not enter a realm when using kt add, it uses the realm of the current
host and displays it in the command output, as shown above.

If the Kerberos service table is on the same system as the Kerberos client, you
can move it. If the service table is on a different system from the Kerberos client,
you must transfer the file with a program such as FTP. If using FTP, transfer the
file in binary mode.

The following example is UNIX-specific.

# mv /tnpl/ keytab /etc/v5srvtab

The default name of the service file is / et ¢/ v5sr vt ab.

Verify that the owner of the Oracle database server executable can read the
service table (/ et c/ v5sr vt ab in the previous example). To do so, set the file
owner to the Oracle user, or make the file readable by the group to which
Oracle belongs.

Caution: Do not make the file readable to all users; this can allow
a security breach.

6-4 Oracle Advanced Security Administrator’'s Guide



Enabling Kerberos Authentication

Task 4: Install an Oracle Database Server and an Oracle Client
Install the Oracle database server and client software.

See Also: Oracle8i operating system specific documentation

Task 5: Install Net8 and Oracle Advanced Security

Install Net8 and Oracle Advanced Security on the Oracle database server and
Oracle client systems.

See Also: Oracle8i operating system specific installation
documentation

Task 6: Configure Net8 and Oracle

Configure Net8 on the Oracle database server and client.

See Also:
«  Oracle8i operating system specific installation documentation

- Net8 Administrator’s Guide.

Task 7: Configure Kerberos Authentication

Perform these tasks to set certain parameters in the Oracle database server and
client sql net . or a files:

O Step 1: Configure Kerberos on the Client and on the Database Server
0 Step 2: Set the Initialization Parameters

O Step 3: Set sqlnet.ora Parameters (optional)

Step 1. Configure Kerberos on the Client and on the Database Server

Perform the following steps to configure Kerberos authentication service
parameters on the client and on the database server:

1. Start Net8 Assistant:
«  On UNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. In the Navigator window, expand Local > Profile.
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3. From the list in the right pane, select Oracle Advanced Security.

The Oracle Advanced Security tabbed window appears:

KERBEROSS

Choose the Authentication tab.
From the Available Methods list, select KERBEROSS5.
Move KERBEROSS to the Selected Methods list by clicking the right-arrow [>].

N o &

Arrange the selected methods in order of use. To do this, select a method in the
Selected Methods list, then click Promote or Demote to position it in the list. For
example, if you want KERBEROSS to be the first service used, move it to the top
of the list.
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8. Choose the Other Params tab.

o

9. From the Authentication Service list, select KERBEROS(V5).

10. The Service field defines the name of the service Oracle8i uses to obtain a
Kerberos service ticket; enter Ker ber os. When you provide the value for this
field, the other fields are enabled.

11. Optionally enter values for the following fields:

Credential Cache File

Configuration File

Realm Translation File

Key Table

Clock Skew

See Also: Net8 Assistant online help, and Step 3: Set sqlnet.ora

Parameters (optional) on page 6-9, for more information about the
fields and the parameters they configure

12. Choose File > Save Network Configuration.
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The sql net . or a file is updated with the following entries:
SQLNET. AUTHENTI CATI ON_SERVI CES=( KERBEROS5)
SQLNET. AUTHENTI CATI ON_KERBERGCS5_SERVI CE=kser vi ce

Step 2: Set the Initialization Parameters
To set parameters in the initialization parameter file:

1. Add the following parameter to the initialization parameter file:
REMOTE_OS_AUTHENT=FALSE

Attention: Setting REMOTE_OS_AUTHENT to TRUE can allow a
security breach, because it allows someone using a non-secure
protocol, such as TCP, to perform an operating system-authorized
login (formerly referred to as an OPS$ login).

2. Because Kerberos user names can be long, and Oracle user names are limited to
30 characters, Oracle Corporation strongly recommends that you set the value
of OS_ AUTHENT _PREFIX to null as follows:

OS_AUTHENT_PREFI X=""

Setting this parameter to null overrides the default value of OPS$.
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Step 3: Set sqlnet.ora Parameters (optional)

In addition to the required parameters, you can optionally set the following
sqgl net . or a parameters on the client and the Oracle database server:

Parameter:

SQLNET.KERBEROS5_CC_NAME=pathname_to_
credentials_cache_file

Description:

Specifies the complete pathname to the Kerberos
credentials cache (CC) file. The default value is operating
system-dependent. For UNIX, itis/t np/ kr b5cc_user

id.

You can also set this parameter by using the
KRB5CCNAME environment variable, but the value set
in the sql net . or a file takes precedence over the value set
in KRB5CCNAME.

Example:

SQLNET. KERBEROS5 _CC NAME=/ usr/t np/ kr bcache

Parameter:

SQLNET.KERBEROS5_CLOCKSKEW=number_of _
seconds_accepted_as_network_delay

Description:

This parameter specifies how many seconds can pass
before a Kerberos credential is considered out-of-date. It
is used when a credential is actually received by either a
client or a database server. An Oracle database server also
uses it to decide if a credential needs to be stored to
protect against a replay attack. The default is 300 seconds.

Example:

SQLNET. KERBEROS5_ CLOCKSKEW=1200

Parameter:

SQLNET.KERBEROS5_ CONF=pathname_to_Kerberos_
configuration_file

Description:

This parameter specifies the complete pathname to the
Kerberos configuration file. The configuration file
contains the realm for the default KDC (key distribution
center) and maps realms to KDC hosts. The default is
operating system-dependent. For UNIX; it is

/ kr b5/ kr b. conf.

Example:

SQLNET.KERBEROS5_CONF=/krb/krb.conf

Parameter:

SQLNET. KERBERCS5_CONF_M T=[ TRUE| FALSE]
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Description:

This parameter specifies whether the new MIT Kerberos
configuration format will be used. If the value is set to
TRUE, it will parse the file according to the new
configuration format rules. When the value is set to False,
the default (non-MIT) configuration is used. The default
is False.

Example:

SQLNET. KERBEROS5_CONF_M T=Fal se

Parameter:

SQLNET.KERBEROS5 KEYTAB=
pathname_to_Kerberos_principal/key_table

Description:

This parameter specifies the complete pathname to the
Kerberos principal/secret key mapping file. It is used by
the Oracle database server to extract its key and decrypt
the incoming authentication information from the client.
The default is operating system-dependent. For UNIX; it
is/ etc/v5srvtab.

Example:

SQLNET. KERBEROS5 KEYTAB=/ et ¢/ v5srvt ab

Parameter:

SQLNET.KERBEROS5_REALMS=
pathname_to_Kerberos_realm_translation_file

Description:

This parameter specifies the complete pathname to the
Kerberos realm translation file. The translation file
provides a mapping from a host name or domain name to
a realm. The default is operating system-dependent. For
UNIX, itis/etc/ krb. real ns.

Example:

SQLNET. KERBEROS5 REALMS=/ kr b5/ kr b. r eal s

Task 8: Create a Kerberos User

To create Oracle users that Kerberos can authenticate, perform this task on the
Kerberos authentication server where the administration tools are installed. The

realm must already exist.

6-10 Oracle Advanced Security Administrator’s Guide




Enabling Kerberos Authentication

Note: The utility names in this section are executable programs.
However, the Kerberos user name kr buser and realm
SOMECO. COMare examples only; they can vary among systems.

Run/ kr b5/ adm n/ kadm n. | ocal as root to create a new Kerberos user, such as
kr buser.

The following example is UNIX specific:
# ./kadm n. | ocal
kadmi n. | ocal : addprinc krbuser

Enter password for principal: "krbuser @OVECO COM': (password
does not displ ay)

Re-enter password for principal: "krbuser @GOVECO COM :
(password does not displ ay)

kadmi n.l ocal : exit

Task 9: Create an Externally-authenticated Oracle User

Run SQL*Plus on the Oracle database server to create the Oracle user that
corresponds to the Kerberos user. In the following example, OS_ AUTHENT _
PREFIX is set to null (""). The Oracle user name is in uppercase enclosed in double
quotation marks.

SQL> CONNECT / AS SYSDBA,
SQL> CREATE USER " KRBUSER@SOVECO. COM' | DENTI FI ED EXTERNALLY;
SQL> CGRANT CREATE SESSI ON TO " KRBUSER@GSOVECO. COM';

Task 10: Get an Initial Ticket for the Kerberos/Oracle User

Before you can connect to the database, you must ask the Key Distribution Center
(KDC) for an initial ticket. To do so, run the following on the client:

% okinit user_nane

If, when making a database connection, a reference such as the following follows a
database link, you must use the forwardable flag (- f ) option:

sql plus / @racl e
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Executing oki nit -f enables credentials that can be used across database links.
Run the following commands on the Oracle client:

%okinit -f
Password for krbuser @GOVECO. COM passwor d

Utilities for the Kerberos Authentication Adapter

Three utilities are shipped with the Oracle Kerberos authentication adapter. These
utilities are intended for use on an Oracle client with Oracle Kerberos
authentication support installed.

O Use oki ni t to obtain an initial ticket.
O Use okl i st to display credentials

O Use okdst ry to remove credentials from the credentials cache.

Note: Solaris is shipped with Kerberos version 4. Ensure that the
Kerberos version 5 utilities are in the path so that the version 4
utilities are not used inadvertently.

Use okinit to Obtain the Initial Ticket

The oki ni t utility obtains and caches Kerberos tickets. This utility is typically used
to obtain the ticket-granting ticket, using a password entered by the user to decrypt
the credential from the key distribution center (KDC). The ticket-granting ticket is
then stored in the user’s credential cache.
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The options available with oki ni t are listed in Table 6-1:

Table 6-1 Options for the okinit Utility

Option Description

-f Ask for a forwardable ticket-granting ticket. This option is necessary to follow
database links.

- Specify the lifetime of the ticket-granting ticket and all subsequent tickets. By
default, the ticket-granting ticket is good for eight (8) hours, but shorter or
longer-lived credentials may be desired. Note that the KDC can ignore this
option or put site-configured limits on what can be specified. The lifetime value
is a string that consists of a number qualified by w (weeks), d (days), h (hours),
m (months), or s (seconds), as in the following example:

okinit -1 2w d6h20nB0s

The example requests a ticket-granting ticket that has a life time of 2 weeks, 1
day, 6 hours, 20 minutes, and 30 seconds.

-C Specify an alternative credential cache. For UNIX, the default is

/t mp/ kr b5cc_ui d. You can also specify the alternate credential cache by
using the SQLNET.KERBEROS5_CC_NAME parameter in the sql net . ora
file.

-? List command line options.

Use OKLIST to Display Credentials

Run the okl i st utility to display the list of tickets held; available okl i st options
are listed in Table 6-2:

Table 6-2 Options for the oklist Utility

Option Description

-f Show flags with credentials. Relevant flags are I, credential is a ticket-granting
ticket, F, credential is forwardable, and f, credential is forwarded.

-C Specify an alternative credential cache. In UNIX, the defaultis/ t np/ kr b5cc_
ui d. The alternate credential cache can also be specified by using the
SQLNET.KERBEROS5_CC_NAME parameter in the sql net . or a file.

-k List the entries in the service table (default / et ¢/ v5sr vt ab) on UNIX. The
alternate service table can also be specified by using the
SQLNET.KERBEROS5_KEYTAB parameter in the sql net . or a file.
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The show flag option (- f ) displays additional information, as shown in the following
example:

% oklist -f

27-Jul -1999 21:57:51  28-Jul -1999 05:58: 14
kr bt gt / SOVECO. COM@BOVECO. COM

Fl ags: FI

Use OKDSTRY to Remove Credentials from the Cache File

Use the okdst ry utility to remove credentials from the credentials cache file:
$ okdstry -f

where the - f command option lets you specify an alternative credential cache. For
UNIX, the defaultis/t mp/ kr b5cc_ui d. You can also specify the alternate
credential cache by using the SQLNET. KRB5_CC_NAME parameter in the

sql net. ora file.

Connecting to an Oracle Database Server Authenticated by Kerberos

You can now connect to an Oracle database server without using a user name or
password. Enter a command similar to the following:

$ sql pl us / @et _servi ce_nane
where net_service_name is a Net8 service name. For example:

$ sql plus / @r acl e_dbnane

See Also: Chapter 1, Introduction to Oracle Advanced Security,
for information about external authentication and Oracle8i
Distributed Database Systems
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Troubleshooting

This section lists some common configuration problems and explains how to
resolve them.

If you cannot get your ticket-granting ticket using OKINIT:

g
g
g

O

Ensure that the default realm is correct by examining the kr b. conf file.
Ensure that the KDC is running on the host specified for the realm.

Ensure that the KDC has an entry for the user principal and that the passwords
match.

Ensure that the kr b. conf and kr b. r eal s files are readable by Oracle.

If you have an initial ticket, but still cannot connect:

g
g

After trying to connect, check for a service ticket.

Check that the sql net . or a file on the database server side has a service name
that corresponds to a service known by Kerberos.

Check that the clocks on all systems involved are within a few minutes of each
other (or change the SQLNET.KERBEROS5_CLOCKSKEW parameter in the
sqgl net . or a file).

If you have a service ticket and you still cannot connect:

g
g

Check the clocks on the client and database server.

Check that the v5sr vt ab file exists in the correct location and is readable by
Oracle (remember to see the sqgl net . or a parameters).

Check that the v5sr vt ab file has been generated for the service named in the
sql net . or a file on the database server side.

If everything seems to work fine, but then you issue another query and it fails:

O

Check that the initial ticket is forwardable. (You must have obtained the initial
ticket by running the oki ni t utility.)

Check the expiration date on the credentials.

If the credentials have expired, close the connection and run oki ni t to geta
new initial ticket.
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Configuring SecurIlD Authentication

This chapter describes how to configure Oracle Advanced Security for Oracle8i, or
for the Oracle8i server, for use with SecurlD authentication. It assumes that you are
familiar with the RSA Data Security, Inc. ACE/Server, and that the ACE/Server is
installed and running. This chapter contains the following sections:

O Prerequisites

Known Limitations

Enabling SecurlD Authentication

Creating Users for SecurlD Authentication

Using SecurlD Authentication

O 0o o o O

Troubleshooting

See Also: Related Documents on page -xxv, for a list of
documents related to SecurlD authentication

Note: Oracle Advanced Security Release 8.1.7 is the last release to
support the SecurlD adapter. Effective with the next release (8.2),
the SecurlD functionality will be available through RADIUS;
RADIUS support is built into the RSA ACE/Server. The RADIUS
adapter is described by Chapter 4, Configuring RADIUS
Authentication.
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Prerequisites

The following are prerequisites for configuring and using SecurlD authentication:

O

g
g
U

Net8
Oracle 8.0.3 or higher
ACE/Server 1.2.4 or higher

The Oracle database server must be running the UDP/IP and TCP/IP protocols
to enable communication with the ACE/Server. Even if the client uses SQL*Net
or Net8 to connect to Oracle8i, Oracle8i needs UDP to connect to the
ACE/Server.

Known Limitations

Because SecurlID card codes can be used only once, SecurlD authentication does not
support database links, also known as proxy authentication.

When using SecurlID authentication, password encryption is disabled. This means
that the SecurlD card code and, if you use standard cards, the PIN, are sent over to
the Oracle database server in plain text. This can be a security problem.
Consequently, Oracle Corporation recommends that you enable Oracle Advanced
Security encryption, which ensures that the PIN is encrypted when it is sent to the
Oracle database server.

See Also: Chapter 2, Configuring Data Encryption and Integrity

Enabling SecurlD Authentication

Enable SecurlD authentication by performing these tasks:

O

O O o O

Task 1: Register Oracle as a SecurlID Client

Task 2: Install Oracle Advanced Security

Task 3: Ensure that Oracle Can Find the Correct UDP Port
Task 4: Configure Oracle as a SecurID Client

Task 5: Configure SecurlD Authentication
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Task 1: Register Oracle as a SecurlD Client

Register the system on which the Oracle server resides as a SecurlD client with the
ACE server. You can do this with the RSA Data Security tool sdadni n. To create a
client:

1. Navigate to the client menu.
2. On ACE/Server 1.2.4: select Create Client
3. On ACE/Server 2.0: select Add Client
See Also: RSA Data Security ACE/Server Instruction manual,

version 1.2.4, or the ACE/Server version 2.0 Administration
manual

Task 2: Install Oracle Advanced Security

Install Oracle Advanced Security on the Oracle database server and Oracle client
when you install Oracle8i using the Oracle Installer.

See Also: Oracle8i operating system specific installation
instructions

Task 3: Ensure that Oracle Can Find the Correct UDP Port

1. Verify that the ACE/Server, the Oracle database server, and Oracle Advanced
Security are installed.

2. Ensure that the Oracle database server can discover the correct UDP port for
contacting the ACE/Server.

Port numbers are typically stored in a file called ser vi ces. On UNIX-based
operating systems, the file is typically located in the / et c directory. If you are
using Network Information Services (NIS) as a naming service, ensure that the
services map contains the correct entries for SecurlD.

Note: You can verify which port the ACE server is using by
running the RSA Data Security tool Ki t cont s, for ACE/Server
1.2.4, or sdi nf o, for ACE/Server 2.0.
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Task 4: Configure Oracle as a SecurID Client
This section provides separate instructions for:

O Windows NT and Windows 95/98 Platforms
O UNIX-based Platforms and ACE/Server Release 1.2.4
0O UNIX-based Platforms and ACE/Server Release 2.0

Windows NT and Windows 95/98 Platforms
Ask the SecurlD administrator to ensure that:

0 The SDCONF. RECfile is present in the root drive \ VAR ACE

0 Port numbers and service names are present in the Windows NT SERVI CES file

UNIX-based Platforms and ACE/Server Release 1.2.4
1. Install the SecurlD configuration files on the Oracle8i database server system.

You can obtain the files from any other SecurlD client or from the system that
runs the ACE/Server.

2. Create adirectory (typically / var / ace) on the Oracle8i database server system
and copy the configuration files to it; the sdconf . rec file must be present.

3. Ensure that the owner of the or acl e executable, such as the user oracle8, is able
to read all the files in / var / ace and can create new files in this directory.

The configuration files are used by both Oracle and the standard SecurID tools.
Because the SecurlID tools run setuid root, there can be a problem with the
access permissions on the directory / var / ace and the files in this directory.

Caution: Do not attempt to overcome access problems by running
the Oracle executable set ui d root . Itisnot necessary, and it is
dangerous to do so.

There are two methods (Method 1, Method 2) for configuring Oracle8i as a
SecurlID client without compromising security. Both methods work, and each
allows you to use Oracle8i with SecurlD authentication, but Method 1 is the
preferred method.
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Method 1

The owner of the or acl e executable should also own the / var/ ace directory and
the files in / var / ace. For example, if the owner of the or acl e executable is the user
Oracle8, execute these commands as root:

# chown oracle8 /var/ace
# chmod 0770 /var/ace
# chown oracle8 /var/ace/*

# chmod 0660 /var/ace/*

Method 2

The other option is to have root own the / var/ ace directory and the files in
/ var [ ace, but give the Oracle group read and write access. If the Oracle group is
dba, execute the following commands as root:

# chown root /var/ace
chnod 0770 /var/ace
chgrp dba /var/ace
chown root /var/ace/*
chnod 0660 /var/ace/*

H OH OH OHF H

chgrp dba /var/ace/*

UNIX-based Platforms and ACE/Server Release 2.0

The VAR_ACE environment variable is not supported. You must store the configuration
datain the /var/ ace directory. If you currently have the ACE configuration data in
a different location, create a symbolic link using the following command:

# In -s $VAR ACE /var/ ace

Oracle8i must be able to read and write the ACE configuration data. This data is
stored in the directory / var / ace, or $VAR_ACE if you use the preceding symbolic
link.

Whether Oracle can read the configuration data depends on how the ACE client
software is installed on the Oracle database server. During the installation of the
ACE client software, specify which administrator should own the configuration
files.
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Attention: Whether you use Method 1 or Method 2, described
next, ensure that you do not install Oracle8i as root.

Method 1

If root is the owner of the ACE server configuration data files, change the UNIX file
permissions so that the owner of the or acl e executable can read and write to these
files. For example, the following commands give Oracle access to the files, and all
the RSA Data Security tools that run as setuid root can still access the files.

# chown oracl e8 /var/ace
# chown oracl e8 /var/ace/*
# chmod 0770 /var/ace

# chnmod 0660 /var/ace/*

If the environment variable VAR_ACE is set to a different location than / var / ace,
you should instead execute the following commands:

# In -s $VAR ACE /var/ ace
# chown oracl e8 $VAR ACE
# chown oracl e8 $VAR ACE/ *
# chmod 0770 $VAR ACE

# chnod 0660 $VAR ACE/ *

Method 2
If the ACE files are not owned by root, you have the following options:

= Install the ACE client or server and Oracle under the same UNIX account.

You must install the ACE software as root, but you can specify which
administrator should own the files. Specify the same user as the owner of the
Oracle8i executable, typically Oracle8.

= Add the owner of the Oracle8i executable to the ACE administrators’ group.

Note: Ensure that the owner of the or acl e executable remains a
member of the DBA group; otherwise you cannot control the
database.
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For the change to take effect (Method 1 or Method 2), do the following:
1. Logoutand log in again as the Oracle owner.
2. Restart the listener.

3. Restart the Oracle database server.

Task 5: Configure SecurlD Authentication
To configure the SecurlD authentication service:
1. Start Net8 Assistant:
«  On UNIX, run net asst from $ORACLE_HQVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Inthe Navigator window, expand Local > Profile.

3. From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

futhentication

Available Methods: Selected Methods:
T —

[
IDENTIX SECURID
CYBERSAFE
NTS

>
Ra&DIUS <
Promote|

KERBERCSS
Promote

Demote

4. Choose the Authentication tab.
5. From the Available Methods list, select SECURID.
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6. Move SECURID to the Selected Methods list by choosing the right-arrow [>].

7. Arrange the selected methods in order of desired use. To do this, select a
method in the Selected Methods list, then choose Promote or Demote to
position it in the list. For example, for SECURID to be the first service used,
move it to the top of the list.

8. Choose File > Save Network Configuration.
The sql net . or a file is updated with the following entries:
SQLNET. AUTHENTI CATI ON_SERVI CES=( SECURI D)

Creating Users for SecurlD Authentication

You create users for SecurlD authentication by performing the following steps:
0 Task 1: Assign a Card Using RSA Data Security sdadmin Program
O Task 2: Create an Oracle Server Account for the User

0 Task 3: Grant the User Database Privileges

Task 1: Assign a Card Using RSA Data Security sdadmin Program

1. When you create a new user and the sdadni n tool asks for a login name, enter
the same name you will use later to create the Oracle user.

See Also: RSA Data Security documentation listed under Related
Documents on page -Xxv

2. If the user should have authority to specify a new PIN to the card using the
Oracle tools, choose the option that lets the user define a PIN. If you do not do
this, the user will have to use the RSA Data Security tools to generate a PIN if
the card is in new-PIN mode.

3. Activate the user on the Oracle8i database server; the server should already be
registered as a SecurlD client.
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Task 2: Create an Oracle Server Account for the User

You can create an Oracle database server account using SQL*Plus connected as a
user with the CREATE USER database privilege. Enter the following to create an
account:

SQL> CONNECT syst enl manager

SQL> CREATE USER os_aut hent _prefix usernane | DENTI FlI ED
EXTERNALLY

The OS_AUTHENT_PREFIX Oracle initialization parameter has a default value of
OPS$. The user name should be the same as the name you assigned to the card in
Task 1: Assign a Card Using RSA Data Security sdadmin Program.

Note: Because user names can be long and Oracle user names are
limited to 30 characters, Oracle Corporation strongly recommends
that OS_ AUTHENT_PREFIX be set to a null value as follows:

OS_AUTHENT_PREFI X=""

At this point, an Oracle user with username should not yet exist.

For example, if you have assigned a card to the user ki ng, and
OS_AUTHENT _PREFIX has been set to a null value ("), create an Oracle user
account using the following script:

SQL> CREATE USER ki ng | DENTI FI ED EXTERNALLY;

Task 3: Grant the User Database Privileges

Grant the user the required database privileges. At a minimum, the user should be
granted the CREATE SESSION privilege, as in the following example:

SQL> CGRANT CREATE SESSI ON TO ki ng;

The user ki ng can now connect to Oracle8i using the appropriate SecurID card.
See Also: "Logging On to the Oracle Server" on page 7-10, for

information about how to log on to an Oracle8i database server
after SecurlD authentication has been installed and configured
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Using SecurlD Authentication

This section describes how to use SecurlD authentication with the Oracle client
tools. It assumes that you are already familiar with SecurlD concepts, and that you
have configured Oracle for use with the SecurlD authentication.

This section contains the following topics:

O Preparing to Use SecurlD Authentication
O Logging On to the Oracle Server

0 Assigning a New PIN to a SecurlD Card
O Logging On to the Oracle Server

Preparing to Use SecurlD Authentication

Before using SecurlD authentication to verify passwords, ensure that the following
tasks have been completed:

O The SecurlD authentication adapter has been installed and linked into the Net8
configuration.

O Oracle has been configured for use with the ACE/Server (that is, it can act as a
SecurlD client).

O The client and server have been configured with the necessary parameters so
that database passwords can be verified by the central SecurlD authentication
server.

0 Users have been configured for use with the SecurlD authentication as
described in Task 5: Configure SecurlD Authentication on page 7-7.

Logging On to the Oracle Server

SecurlD authentication allows users to log on to the Oracle database server with the
passcode that is generated by the SecurID card. The passcode replaces the
password in the Oracle connect statement.

There are two types of SecurlID cards:

Standard (model SD200) Enter the PIN as part of the Oracle connect statement.
PINPAD (model SD520) Enter the PIN directly onto the card.
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Using Standard Cards

The standard cards generate and display a passcode. When logging in to Oracle,
specify the user name, PIN, and current passcode as follows:

sql pl us user nane/ pi n><passcode>@net _servi ce_nane

For example, if the card is assigned to user ki ng, the PIN is 3511, and the card
shows the number 698244, log into Oracle using SQL*Plus as follows:

% sql pl us ki ng/ 3511698244@r acl e_dat abase

or
% sql pl us ki ng@r acl e_dat abase
% enter password: 3511698244

Note: The RSA Data Security tools support the following
characters as delimiters between the PIN and the passcode:

"to<tab> \ /
Do not use these characters, because Oracle interprets these characters
differently.

Using PINPAD Cards

If you have a PINPAD card, you must enter the PIN on the card and generate a new
passcode. Use the passcode to connect to Oracle as follows:

sql pl us user nanme/ passcode@et _servi ce_nane

For example, if the card is assigned to user ki ng, first generate a passcode by
entering the PIN on the PINPAD card as described in the RSA Data Security
documentation.

For example, if the generated passcode is 698244, connect to Oracle using
SQL*Plus as follows:

% sql pl us ki ng/ 698244@r acl e_dbnane
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Assigning a New PIN to a SecurID Card

If you are logging in for the first time or the administrator has put the card in the
new-PIN mode, you must assign a PIN to the card. You can tell that this is the case
if, while trying to connect to Oracle8i, you receive the following error message:

ORA-12681 "Login failed: the SecurlD card does not have a pincode yet"

Select a PIN

To assign a PIN to a card you must connect to the Oracle Server using a special
syntax. First select a PIN, which is typically four to eight digits long. Depending on
the type of SecurID card you have, you may be able to use letters as well.

Old PIN Cleared

If you have cleared the old PIN, use the following the syntax while connecting to
the Oracle database:

sql pl us user nane/ +" new_pi n+t okencode" @r acl e_dbnane

Note: You must add the two plus (+) characters in the connect string,
because they tell Oracle8i that this is an attempt to assign a PIN to
the card. Also, they separate the new PIN from the passcode.

You must also enclose the PIN+passcode combination in double quotes.
Some Oracle tools such as SQL*Plus truncate the password string
(PIN+passcode) just before the + character. Surrounding the
password string (PIN+passcode) in double

quotes (" ") prevents the password string from being truncated.

For the t okencode, enter the card code that is currently displayed on the SecurlD
card’s LCD. If you have a PINPAD card, do not enter the PIN on the card.

For example, if the card is assigned to user ki ng, the new PIN is 45618, and the
SecurlID card currently displays number 564728, enter the following:

% sql pl us king/"+45618+564728" @r acl e_dbnane

Old PIN Not Cleared

If the old PIN was not cleared, use the following syntax while connecting to the
database. Otherwise, the administrator must select the new PIN for you.

sql pl us usernane/ +new_pi n+ol d_pi nt okencode@r acl e_dbnane
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For the t okencode, enter the card code that is currently displayed on the SecurlD
card. If you have a PINPAD card, do not enter the PIN on the card.

If the new PIN is accepted, you are connected to Oracle8i. The next time you want
to connect to Oracle, use the procedure described in Logging On to the Oracle
Server on page 7-10. If the new PIN is rejected, you receive the following error:

ORA-12688 "Login failed: the SecurlD server rejected the new pincode"

Possible Reasons for PIN Rejection
The PIN may be rejected for the following reasons:

« The new PIN is less than 4 or more than 8 characters long.

= The PIN contains invalid characters. Valid characters are numeric digits, and for
some SecurlD cards, the letters a through z.

= You are not allowed to make up your own PIN. The RSA Data Security
ACE/Server can be configured in such a way that you cannot make up your
own PIN. If this is the case, you will have to use one of the RSA Data Security
tools to generate a new PIN for your card.

Logging on When the SecurID Card is in Next Code Mode

As an additional safety step, the ACE/Server sometimes asks for the next card code,
to ensure that the person who is trying to log on actually has possession of the card.
This is the case if you get the following error message when you try to log into
Oracle:

ORA-12682, "'Login failed: the SecurlD card is in next PRN mode"

The next time you want to log on to Oracle8i, you must specify the next two card
codes. The syntax you use to log on depends on the kind of SecurlID card you have.

Logging on with a Standard Card
If you have a standard card, specify the following:

1. ThePIN
2. The current card code

3. A plus (+) character and the next card code
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Steps 1, 2, and 3 replace the password. The + character is important, because it
separates the first card code (passcode) from the second one. Use the following
syntax:

sql pl us <usernane>/ "pi ncodepasscode+next passcode" @net _
servi ce_nanme>

Note: You must enclose the PIN+passcode+next passcode
combination in double quotes. Some Oracle tools such as SQL*Plus
truncate the password combination just before the plus (+)
character. Surrounding the PIN and passcode in double quotes
(") prevents the password combination from being truncated.

For example, if the card is assigned to user ki ng, the PIN is 3511, and the card first
shows the number 98244 and the next number is 563866, enter the following:

% sql pl us king/"3511698244+563866" @r acl e_dbnane

This connects you to the Oracle8i database server and puts the card back into
normal mode. The next time you want to log on to the Oracle server, use the
procedure described in Logging On to the Oracle Server on page 7-10.

Logging on with a PINPAD Card

If you have a PINPAD card, perform the following steps to log on to the Oracle
database server:

1. Enter the PIN on the card to generate the first passcode.
2. Clear the card’s memory by pressing P and wait for the next passcode.

3. Log on to the Oracle database server with the two passcodes, separated by a
plus (+) character as follows:

sql pl us usernanme/ "<first passcode+second passcode" @et _
servi ce_name

For example, if the card is assigned to user ki ng, perform the following steps:
1. Enter the PIN on the PINPAD card to generate a passcode, such as 231003.
2. Clear the card’s memory. The next displayed number might be 831234.
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3. Tolog in, use the following syntax, entering the two passcodes generated in
steps 1 and 2:

% sql pl us king/"231003+831234" @r acl e_dbnane

This connects you to Oracle8i and puts the card back into normal mode. The next
time you want to log in to Oracle, use the procedure described in Logging On to the
Oracle Server on page 7-10.

Troubleshooting

If you experience problems while configuring SecurlD authentication, verify the
following:

O The services map should have an entry for the RSA Data Security ACE server.
The service name is typically securid, but the SecurlD administrator can choose
any name.

Use the SecurlD tool ki t cont s (for ACE/Server 1.2.4) or sdi nf o (for
ACE/Server 2.0) to verify the name of the authentication service and the port
numbers that SecurlID is expecting to use. Verify that these port numbers match
those in / et ¢/ servi ces, or the services map if you are using NIS.

ACE/Server release 1.2.4 only: Verify that the / var/ ace/ sdconf . r ec file is
present on the system running the Oracle database server. Also verify that the
permissions on the / var / ace/ sdconf . r ec file and the directory / var / ace are
set so that the Oracle process can read and write in the directory.

ACE/Server release 2.0 only: Make sure the ACE configuration data is in the

/ var [ ace directory. Use of the VAR_ACE environment variable is not
supported. Also make sure that the owner of the oracle executable can read and
write the files in this directory:.

O Check to see if the Oracle database server system is registered as a SecurlD
client. You can do this by using the RSA Data Security tool sdadni n.

0 The user who is trying to connect to Oracle should be activated on the Oracle
database server, either as a direct user or as part of a group of users. Verify this
using the SecurlD tool sdadmi n.

0 RSA Data Security, Inc. has developed a few logging facilities that can help you
find problems. By using sdadni n, you can see a log of the recent system
activities, including failed authentication with the reason for the failure. You
can also use sdl ognon to get a similar log listing.
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O Turn on tracing by adding the following line to the sql net . or a file on the
Oracle side:

trace_ | evel server = admn

Turning tracing on at the client side is less informative, because all interaction
between the Oracle database server and the ACE server happens at the Oracle
database server side of the Net8 connection. Be sure to turn off tracing when
you have completed your check.

0 Ensure that the user has been created in the Oracle database as an
externally-identified user with the correct prefix (which defaults to OPS$).
When connected as system, enter the following:

SQL> SELECT * FROM al | _users;

to get a list of all database users.
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Configuring Identix Biometric
Authentication

This chapter describes how to configure Oracle8i for use with Identix biometric
authentication, in the following sections:

Overview

Architecture of the Biometric Authentication Service
Prerequisites

Enabling Biometric Authentication

Administering the Biometric Authentication Service

Authenticating Users with a Biometric Authentication Service

O 0o o oo o g

Troubleshooting

Note: Oracle Advanced Security Release 8.1.7 is the last release to
support the Indentix Biometric adapter. Effective with the next
release (8.2), this functionality will be available through the
RADIUS adapter if Indentix supports the RADIUS protocol by that
time. Oracle Advanced Security will continue to support
industry-standard protocols, such as RADIUS. The RADIUS
adapter is described by Chapter 4, Configuring RADIUS
Authentication.
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Overview

The Biometric Authentication Service uses ldentix Biometric Authentication to
provide tamper-proof biometric authentication of users using secret-key MD5
hashing, centralized management of biometrically identified users, and centralized
management of those database servers that authenticate biometrically identified
users.

This section describes how the Biometric Authentication Service works in a
client-server environment.

Figure 8-1 shows the configuration of the Biometric Authentication Service.

Figure 8-1  Typical Biometric Authentication Service Configuration
Indentix Fingerprint
Adapter Sensor
with with Secret
Secret Key Key
——y ——— |—O—p <O
I —
Client Oracle Fingerprint Administrator
Database Database
Server
Fingerprint
Sensor
with
Secret Key

The Fingerprint Repository has an administrator who is responsible for enrolling
multiple user fingerprint templates, and defining the default policy for all databases
that subscribe to the fingerprint server for authentication.

The Fingerprint Security Service Administrator uses a desktop fingerprint scanner
to read user fingerprints, convert them into fingerprint templates, and send them
with measured accuracies to the Biometric Authentication Service. The Biometric
Authentication Service stores the fingerprint templates in the Fingerprint
Repository, an Oracle database. The measured accuracy of a fingerprint is an
estimate of how reliable a comparison can be made between the stored fingerprint
template and the user’s fingerprint that is scanned later for authentication. The
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enrollment quality is expressed as a percent score between 0 and 100. For example,
a user may have an enrollment quality of 72 percent.

0 The Fingerprint Security Service Administrator also defines one security policy
named DEFAULT for all of the database servers that accept biometrically
identified users. The security policy is enforced for all clients serviced by that
database server. It contains a secret key and three types of threshold levels for
fingerprints: verification, false finger, and high security.

O Atthe client, before any authentication can occur, the Fingerprint Security
Service Administrator stores the secret key in the fingerprint sensor for each
client. The secret key stored in the fingerprint sensor is compared against the
secret key stored in the security policy.

O Atthe client, in response to a user authentication request, the database server
enforces on the client the set of values that it obtains from the default security
policy in its fingerprint server. The threshold levels (values) are:

« Verification threshold

« False finger threshold

« High security threshold

See Also: ldentix documentation for detailed information about
the threshold levels

O At the client, the biometric authentication service passes the user fingerprint
template and the threshold values to the sensor. The user fingerprint is scanned
and the verification result, fingerprint template, secret key, and threshold values
are used to generate a hash total. The hash total is sent to the server-side
adapter for comparison with the hash total generated by the server-side

adapter.

Architecture of the Biometric Authentication Service

The Biometric Authentication Service consists of the following modules:

Biometric Manager (the
manager)

The administrator uses this module to enter the security policy
and fingerprints.

Biometric
Authentication Server
(authentication server)

A specially configured version of an Oracle database server, this
module stores the security policies and fingerprint templates.
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Identix Authentication | Identix authentication adapters are used on both the client and
Adapters database servers to communicate biometric authentication data
between the authentication server and client systems—to
authenticate a database user.

Both the manager and the client-side adapter interface with the following Identix
products;

0O TouchSafe Il Software Libraries
TouchSafe Il Hardware Interface
TouchSafe Il Desktop Sensor

TouchSafe 11l software libraries

O 0o o O

TouchSafe Il Desktop Sensor

See Also: Related Documents on page -xxv for a list of Identix
documentation that describes these Identix products

Administration Architecture

The Fingerprint Security Server administrators use the manager to scan user
fingerprints, measure the accuracy of the fingerprints, and establish security
policies for database servers. The manager sends this information to the
authentication server, which stores the data in the repository.

The administrator, or someone who can be trusted, uses the Identix TouchSafe Il or
TouchSafe 111 software to store the secret key on the TouchSafell or TouchSafe 111
device. This key must match the key stored in the DEFAULT security policy before
authentication can occur.

Authentication Architecture

Each user who wants to use the system must place a fingerprint on a TouchSafe Il or
TouchSafe Il Desktop Sensor. The client-side adapter sends an authentication
request to the server-side adapter which uses the previously enrolled fingerprint
stored in the authentication server for comparison. For each authentication request
from a client, the authentication server retrieves and sends the user’s fingerprint
and the database server’s security policy back to the client-side adapter via the
server-side adapter.

The user’s authentication request causes the client-side Oracle Advanced Security
Identix authentication adapter to send the request to the server side biometric
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authentication adapter. The adapter looks up the user’s fingerprint in the
authentication server, which returns the stored fingerprint and the associated
security policy.

Using threshold level values from the associated security policy, the client-side
adapter uses the TouchSafe Il Software Libraries to set threshold values on the
TouchSafe Il Desktop Sensor. It then prompts the user to place a finger on the
TouchSafe Il Desktop Sensor. The adapters on the client and the database servers
work together to compare the user’s fingerprint, the secret key, and the threshold
levels against the administrator-entered security policy stored in the authentication
server repository. If this data matches, the user is authenticated.

Prerequisites

0 The Windows NT system that is to become the manager PC must be running
Oracle Enterprise Manager 2.0 or later.

O Each Windows NT or Windows 95/98 system that is to become a client PC must
be running Net8.

O The authentication server and each database server must be running Oracle8
release 8.0.3 or higher, or Oracle8i.

O Ensure that each Windows NT and Windows 95/98 client has Net8 connectivity
with its associated database server.

Installing the TouchSafe Il Encrypt Device Driver for Windows NT

The Biometric Manager installation process automatically installs the necessary
TouchSafe Il software and automatically configures the device if requested.

During the installation of the Biometrics Manager, if you chose not to set up your
Identix TouchSafe Il Device Driver, you can configure it manually as follows.

1. Change directory to ORACLE_HOVE\ i dent i x.

« If you are using the default 10 port number 280 and the default Windows
NT directory, go to Step 4.

« If you are not using the default IO port number 280, go to Step 2.

« If you are not using the default Windows NT directory
c:\wi nnt 35\ syt enB2\ dri vers, go to Step 3.

2.  Modify the loPortAddress parameter in et si i nt. i ni to the current TouchSafe
Il Encrypt I/0 port setting.
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For example:
| oPort Address = REG DWORD 0x00000360 for I/0O port 0x360

Modify the Windows NT directory setting in et si i nt. bat with the Windows
NT directory.

For example:
copy etsiint.sys c:\winnt\systenB2\drivers

copy etsiint.sys path\drivers

Run the batch file et si i nt . bat .

Use the SetKey utility in the Identix demo program to set a hash key in hexa-
decimal. Ensure that the hash key matches the one set in the default security

policy.
Re-boot the system; the device driver should start.

To ensure that the device driver is running, check the Device Manager in
Control Panel after re-boot; the device ETSIINT should be running.

Configuring the Biometric Manager PC
To configure the Biometric manager PC:

1.

Install Oracle Enterprise Manager on both the Oracle database server and the
Oracle client.

Install both the Identix hardware and driver firmware, and configure the
Identix variables and devices.

Install and test Identix TouchSafe Il (Encrypt) 2.0 or TouchSafe Il1.

See Also: Installing the TouchSafe 1l Encrypt Device Driver for
Windows NT on page 8-5, and the platform-specific installation
documentation

Follow the instructions in the Identix manual to verify that the module works
with the Identix demonstration program. The demonstration program must
work on the PC before any other Oracle products can be loaded onto the PC.
See the Identix Readme file for additional information.
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Configuring the Client PC

To configure each client PC system:

1.
2.

Install Oracle Enterprise Manager.

Install the Identix hardware and the Identix driver firmware and configure the
Identix variables and devices. See the Identix Readme file for additional
information.

Install and test the Identix TouchSafe Il (Encrypt) 2.0 or TouchSafe Ill. Follow
the instructions in the Identix manual to verify that the module works with the
Identix demonstration program. The demonstration program must work on the
PC before any other Oracle products can be loaded onto the PC.

See Also: Installing the TouchSafe 1l Encrypt Device Driver for

Windows NT on page 8-5, and the platform-specific installation
documentation

Install the Oracle Advanced Security Identix authentication adapter.

See Also: Platform-specific documentation and the Identix
Readme file

Configuring Each Database Server

The biometric authentication adapter must be installed on each database server that
uses biometric services for its authentication. Install the biometric authentication
adapter following the instructions in the operating system specific documentation.

Note: Do not install the adapter on the database storing the
fingerprint repository.
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Enabling Biometric Authentication

The Biometric Authentication Service is a database that stores both the user and
fingerprint information. The database can be any Oracle 8.0.3 or later production
database. It should be installed on a secure system with strict security and access
controls. The Identix adapter should not be installed on this database.

To configure the Biometric Authentication Service:

0

O 0o o O

Task 1: Configure the Database Server

Task 2: Configure Identix Authentication
Task 3: Establish a Net Service Name

Task 4: Verify the Database Server Address
Task 5: Configure the Biometric Manager PC

Task 1: Configure the Database Server
To configure the database server that is to become the Authentication Server:

1.

Connect to the database server as SYSTEM/MANAGER (or whatever your
system password is).

Test the connection by connecting as:

of m adm n/ of m adm n

Task 2: Configure Identix Authentication
To configure lIdentix authentication:

1.

2.
3.
4.

Configure an Authentication Method and Fingerprint Server on the Client and
Server Systems

Configure the User Name, Password, and Fingerprint Method
Configure the Initialization Parameter File

Configure the oracle.ini File

Unless otherwise indicated, you can configure Identix authentication either by
using the Net8 Assistant, or by modifying the sql net . or a file with any text editor.
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Configure an Authentication Method and Fingerprint Server on the Client and
Server Systems

1.

N o &

Start Net8 Assistant:
«  On UNIX, run net asst from $ORACLE_HQVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

In the Navigator window, expand Local > Profile.

From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

futhentication

Available Methods: Selected Methods:

CYBERSAFE IDENTIX
NTS

RADIUS
KERBERCSS
SECURID
Promote

Demote

Choose the Authentication tab.
From the Available Methods list, select IDENTIX.
Move IDENTIX to the Selected Methods list by choosing the right-arrow [>].

Arrange the selected methods in order of use. To do this, select a method in the
Selected Methods list, and choose Promote or Demote to position it in the list.

For example, to select IDENTIX as the first service used, put it at the top of the
list.
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8. Choose the Other Params tab:

defaultserver

9. From the Authentication Service list, select IDENTIX.
10. In the Fingerprint Server Name box, enter the name of the fingerprint server.
11. Choose File > Save Network Configuration.

The sql net . or a file is updated with the following entries:

SQLNET. AUTHENTI CATI ON_SERVI CES=( | DENTI X)

SQLNET. | DENTI X_FI NGERPRI NT_DATABASE=SERVI CE_NAME
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Configure the User Name, Password, and Fingerprint Method
Use a text editor to set the following parameters in the sql net . or a file;

sql net.identix_fingerprint_database user=ofmclient
sql net.identix_fingerprint_database password=password
sql net.identix_fingerprint_method=oracl e

where username is of m cl i ent , and password is of m cl i ent ..

Note:

« The sanpl es directory contains a file that shows how to set
these parameters.

« The ofm_client user name and password are set up by running
nauicat.sql. Do not change ofm_client.

Configure the Initialization Parameter File
Add the following parameters to the initialization parameters file:

REMOTE_OS_AUTHENT = fal se
OS_AUTHENT _PREFI X = ""

Note: The local naming configuration file on the database server
(t nsnanes. or a) contains the service name of the fingerprint
repository. If they are on the same database, enter the following
with the service name:

(security=(aut henti cati on_servi ce=none))

Configure the oracle.ini File

Set the USERNAME parameter in the Oracle section of the or acl e. i ni file. This
parameter sets the name of the database user with which the client connects to the
database.
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Task 3: Establish a Net Service Name
Establish a net service name for the fingerprint repository server.

See Also: Net8 Administrator’s Guide for information about net
service names

Task 4: Verify the Database Server Address
Verify that the address of the database server is accessible to the client.

See Also: Net8 Administrator’s Guide for information about
verifying the address of the database server

Task 5: Configure the Biometric Manager PC

Configure the manager PC with a net service name to connect to the authentication
server.

See Also: Net8 Administrator’s Guide for information about net
service name configuration
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Administering the Biometric Authentication Service

Perform the following tasks to administer the Biometric Authentication Service
using the Biometric Manager.

See Also: ldentix documentation

Create a Hashkey on Each of the Clients

Use the Identix Setkey utility to configure a hexadecimal hashkey on each of the
client systems. The key must be the same for each client and must match the default
policy hashkey. This key can range from one to thirty-two hexadecimal digits.

Create a user for Biometric Authentication

1.
2.

Use the Windows NT User Manager to create a user name on the client.

On the database server, restart the database and create an Oracle database
server account for the user.

Use SQL*Plus if using the Oracle Enterprise Manager, or SQL*Plus connected as
a user with the CREATE USER database privilege.

To create an account, enter the following:

SQL> CONNECT syst enl nanager

SQL> CREATE USER os_aut hent _prefix usernane | DENTI FI ED EXTERNALLY;
SQL> GRANT CREATE SESSI ON TO user nane;

OS_AUTHENT _PREFIX is an Oracle database server initialization parameter.
The default value for OS_ AUTHENT_PREFIX is OPS$. The user name in this
step should match the user name created on the client.

If you reset the OS_ AUTHENT_PREFIX parameter, you must restart the
database.
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Note: Oracle user names are limited to 30 characters and user
names can be long, so Oracle Corporation strongly recommends
that OS_ AUTHENT_PREFIX be set to a null value, as follows:

OS_AUTHENT PREFI X=""

For example:

If you create the user ki ng on the client, and set OS_ AUTHENT_PREFIX to a
null value ("), use SQL*Plus to create an Oracle user account as follows:

SQL> CREATE USER ki ng | DENTI FI ED EXTERNALLY;

At a minimum, grant the user the CREATE SESSION privilege as follows:
SQ.> GRANT CREATE SESSI ON TO Ki ng;

Use the Biometric Manager to enroll the user in the Biometric Authentication
Service.

The user ki ng can now be biometrically authenticated to Oracle8i.

See Also:

«  Oracle8i Administrator’s Guide and Oracle8i Distributed Database
Systems, for information about creating users identified
externally

« ldentix documentation, for information about the Biometric
Authentication Service, and storing the secret key on the client
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Authenticating Users with a Biometric Authentication Service

Before you authenticate a user, ensure that the Biometric Authentication Service has
been installed and configured and the steps described in Administering the
Biometric Authentication Service on page 8-13 have been executed.

To authenticate users with a Biometric Authentication Service:

1.
2.

Log on as the user assigned by the database administrator.

If you are using TouchSafe I, set the system environment variable. The setting
in the following example is based on the 10 port setting on the TouchSafe 11
firmware:

ETSI | _| OPORT = 0X280

Note: The TouchSafe Ill device does not use the ETSII_IOPORT
environment variable. Instead, it uses the t n3com i ni file to set the
port and baud rate.

Enter the following to launch SQL*Plus:
sql pl us

Enter the name of the database server at the SQL*Plus prompt:

SQ.>connect/ @iet_servi ce_nane

where net_service_name is the Net8 net service name.

The Net8 Native Authentication dialog box appears; choose OK.

Note: On some systems, this dialog box is displayed behind the
current window.

When a message appears telling you to place your finger on the desktop
fingerprint sensor, use the same finger that you entered into the authentication
server repository; remove your finger at the prompt. Another prompt tells you
whether you have been authenticated.
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7. If authentication fails and the message Access Denied appears, try one of the
following recovery methods:

« Restart the authentication process.
« Request the security administrator to lower the threshold value to 80.

« Request the security administrator to re-enroll you.

See Also: Biometric Manager online help for task oriented
procedures

Troubleshooting

Check the following if you encounter any problems installing or using Identix
biometric authentication:

0 The Identix Set Key utility hash key must match the Biometric Manager default
policy hash key.

0 The NT user name must match the externally defined user name in the database
server and the user name added to the Biometric Manager.

0 Domain naming must be consistent. For example, if the local nhaming
configuration file (t nsnanes. or a) uses . wor | d as an appendix to the service
name, the profile (sql net . or a) must reflect this naming convention for the
service name.

For example:
TNSNAMES. CRA
bi onetrics.world = (CESCR PTION =
( ADDRESS LI ST =
(ADDRESS =
SQNET. CRA

sql net . i denti x_fingerprint_dat abase=bi onetrics. worl d

O Itis possible to use one database for both the biometric authentication service
and the production database, although this is not recommended. If you do this,
add the following lines of code to the local naming configuration file
(t nsnanes. or a) on the server and on each PC client:

(connect _data =
(servi ce_nane = servi ce_hane)
(security = (Authentication_service = NONE))
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Configuring Secure Socket Layer
Authentication

This chapter describes how to use the Secure Socket Layer (SSL) protocol in Oracle
Advanced Security. It contains the following sections:

0

O 0o o O

SSL in an Oracle Environment

SSL Beyond an Oracle Environment

SSL Combined with Other Authentication Methods
Issues When Using SSL

Enabling SSL
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SSL in an Oracle Environment

Secure Sockets Layer (SSL) is an industry standard protocol designed by Netscape
Communications Corporation for securing network connections. SSL uses RSA
public key cryptography to provide authentication, encryption, and data integrity
in a public-key infrastructure (PKI).

This section discusses the following topics:

O What You Can Do with SSL

O Architecture of SSL in an Oracle Environment
00 Components of SSL in an Oracle Environment
g

How SSL Works in an Oracle Environment: The SSL Handshake

What You Can Do with SSL

By supporting SSL, Oracle Advanced Security expands its support encryption and
data integrity, and provides public key authentication based on the SSL standard.

You can use Oracle Advanced Security SSL functionality to secure communications
between clients and servers. You can authenticate:

O Any client or server to one or more Oracle database servers
O An Oracle database server to any client

You can use SSL features by themselves or in combination with other authentication
methods supported by Oracle Advanced Security. For example, you can use the
encryption provided by SSL in combination with the authentication provided by
Kerberos. SSL supports any of the following authentication modes:

O Only the server authenticates itself to the client
0O Both client and server authenticate themselves to each other

O Neither the client nor the server authenticates itself to the other, thus using the
SSL encryption feature by itself

See Also:

= The SSL Protocol, Version 3.0, published by the Internet
engineering Task Force, for a more detailed discussion of SSL

« Chapter 1, Configuring Secure Socket Layer Authentication, for
more information about authentication methods
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Architecture of SSL in an Oracle Environment

In an Oracle environment, SSL operates at the Oracle Protocols layer using TCP/IP,
as illustrated by Figure 9-1:

Figure 9-1 SSL Architecture in an Oracle Environment
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Components of SSL in an Oracle Environment
The components of SSL in an Oracle environment include the following:

O Certificate Authority
O Certificate
0 Wallet

Certificate Authority

A certificate authority (CA) is a trusted third party that certifies the identity of third
parties and other entities, such as users, databases, administrators, clients, and
servers. The certificate authority verifies the party identity and grants a certificate,
signing it with the its private key.

Different CAs may have different identification requirements when issuing
certificates. One may require the presentation of a user’s driver’s license, while
others may require notorization of the certificate request form, or fingerprints of the
requesting party.

The CA publishes its own certificate, which includes its public key. Each network
entity has a list of certificates of the CAs it trusts. Before communicating with
another entity, a given entity uses this list to verify that the signature on the other
entity’s certificate is from a known, trusted CA.

Network entities can obtain their certificates from the same or different CAs. By

default, Oracle Advanced Security automatically installs trusted certificates from
VeriSign, RSA, Entrust, and GTE CyberTrust when you install a new wallet (See:
Wallet on page 9-5).

Certificate

A certificate is created when a party’s public key is signed by a trusted certificate
authority (CA). A certificate ensures that a party’s identification information is
correct, and that the public key actually belongs to that party.

A certificate contains the party’s name, public key, and an expiration date—as well
as a serial number and certificate chain information. It can also contain information
about the privileges associated with the certificate.

When a network entity receives a certificate, it verifies that it is a trusted
certificate—one issued and signed by a trusted certificate authority. A certificate
remains valid until it expires or is sooner terminated.
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Wallet

A wallet is a transparent database used to manage authentication data such as keys,
certificates, and trusted certificates needed by SSL. In an Oracle environment, each
system using SSL has a wallet with an X.509 version 3 certificate, private key, and
list of trusted certificates.

Security administrators use the Oracle Wallet Manager to manage security
credentials on the server. Wallet owners use it to manage security credentials on
clients. Specifically, the Oracle Wallet Manager is used to do the following:

0 Generate a public-private key pair and create a certificate request for
submission to a certificate authority.

O Install a certificate for the identity.

O Configure trusted certificates for the identity.

Note: Installation of Oracle Advanced Security Release 8.1.7 also
installs Oracle Wallet Manager release 2.0 and Oracle Enterprise
Login Assistant release 1.0.

See Also:

« Chapter 18, Using Oracle Wallet Manager

« Creating a New Wallet on page 18-4.

« Managing Trusted Certificates on page 18-12.
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How SSL Works in an Oracle Environment: The SSL Handshake

At the commencement of a network connection under SSL, the client and server
perform a SSL handshake that includes the following principal tasks:

0 The client and server establish which cipher suites to use.

O The server sends its certificate to the client, and the client verifies that the
server’s certificate was signed by a trusted CA.

O Similarly, if client authentication is required, the client sends its own certificate
to the server, and the server verifies that the client’s certificate was signed by a
trusted CA.

O The client and server exchange key information using public key cryptography;
based on this information, each generates a session key. All subsequent
communications between the client and the server is encrypted and decrypted
by using this set of session keys and the negotiated cipher suite.

In an Oracle environment, the authentication process consists of the following basic
steps:

1. The user initiates a Net8 connection to the server by using SSL.
2. SSL performs the handshake between the client and the server.

3. If the handshake is successful, the server verifies that the user has the
appropriate authorization to access the database.

SSL Beyond an Oracle Environment

You can use the Oracle Advanced Security SSL feature to secure connections
between non-Oracle clients and Oracle database servers. For example, SSL can grant
secure access to a client outside an Oracle network to authorized data within the
Oracle network.

Figure 9-2 shows how SSL is used to secure connections between Oracle and
non-Oracle entities over the Internet. In this example, a Web server runs as an
Oracle8i Java client. It receives messages over HTTPS (HTTP secured by SSL), and
sends CORBA requests to the Oracle database server over IIOP/SSL (11OP secured
by SSL). In this example, the Web server passes its own certificate to the Oracle server,
rather than the certificate of the Web client.
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Figure 9-2 Connecting to an Oracle Server over the Internet
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See Also: Oracle8i Enterprise JavaBeans Developer’s Guide and
Reference. for information about using and configuring 11OP/SSL

SSL Combined with Other Authentication Methods

Because of its implementation architecture, you can configure Oracle Advanced
Security to use SSL concurrently with other supported authentication methods,
such as Kerberos, SecurlD, RADIUS, and ldentix—as discussed in the next sections:

O Architecture: Oracle Advanced Security and SSL
O Using SSL with Other Authentication Methods
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Architecture: Oracle Advanced Security and SSL

Figure 9-3 displays the Oracle Advanced Security implementation architecture,
which shows that (i) Oracle Advanced Security operates at the session layer on top
of SSL, which (ii) uses TCP/IP at the transport layer. This separation of
functionality lets you employ SSL concurrently with other supported protocols.

Figure 9-3 SSL in Relation to Oracle Advanced Security
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See Also: Net8 Administrator’s Guide, for information about stack
communications in an Oracle networking environment
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Using SSL with Other Authentication Methods

Figure 9-4 illustrates a configuration in which SSL is used in combination with
another authentication method supported by Oracle Advanced Security. In this
example, SSL is used to establish the initial handshake (server authentication), and
an alternative authentication method is used to authenticate the client.

Figure 9-4 SSL in Relation to Other Authentication Methods
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The client seeks to connect to the Oracle database server.

I

SSL performs a handshake during which the server authenticates itself to the
client and both the client and server establish which cipher suite to use. See
How SSL Works in an Oracle Environment: The SSL Handshake on page 9-6.

3. Once the SSL handshake is successfully completed, the user seeks access to the
database.

4. The Oracle database server exchanges the user’s authentication information
with the authentication server—using a non-SSL authentication method (e.g.,
Kerberos, SecurlD, Indentix, RADIUS).

5. Upon validation by the authentication server, the Oracle database server grants
access and authorization to the user.

6. The user accesses the Oracle database securely using SSL.

Issues When Using SSL

Consider the following issues when using SSL:

0 SSL cannot be proxied through traditional application level firewalls, such as
the CERN proxy server.

Configuring Secure Socket Layer Authentication 9-9



Enabling SSL

O SSL use enables authorization retrieval from an LDAP-based directory service.
Client-side SSL authentication is required in order to manage enterprise users
and their privileges in a directory.

0 Because SSL supports both authentication and encryption, it is somewhat slower
than the standard Net8 TCP/IP transport (using native adapters).

O Oracle Advanced Security SSL requires Oracle8i; it does not work with earlier
database releases.

0 Each SSL authentication mode requires unique configuration settings. See:
Enabling SSL (next section).

Note:

« U.S. government regulations prohibit double encryption.
Accordingly, if you configure Oracle Advanced Security to use SSL
encryption and another encryption method concurrently, the
connection fails (you also cannot configure SSL authentication
concurrently with non-SSL authentication).

« If you configure SSL encryption, you must disable non-SSL
encryption. To disable such encryption, see: Disabling Oracle
Advanced Security Authentication on page 11-3.

Enabling SSL
To enable SSL:
O Task 1: Install Oracle Advanced Security and Related Products
0 Task 2: Configure SSL on the Client
0 Task 3: Configure SSL on the Server
0 Task 4: Log on to the Database

Task 1: Install Oracle Advanced Security and Related Products

Install Oracle Advanced Security on both the client and server. When you do this,
the Oracle Universal Installer automatically installs SSL, Oracle Wallet Manager,
and Oracle Enterprise Login Assistant on your system.

See Also: The Oracle8i installation documentation for your
platform.
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Task 2: Configure SSL on the Client

To configure SSL on the client:

Step 1: Confirm Wallet Creation

Step 2: Specify Required Client Configuration (Wallet Location)
Step 3: Set the SSL Cipher Suites on the Client (Optional)

Step 4: Set the Required SSL Version (Optional)

Step 5: Set SSL as an Authentication Service (Optional)

O 0o o o o o

Step 6: Create a Net Service Name that Uses TCP/IP with SSL in the Connect
Descriptor

See Also: Appendix B, Authentication Parameters, for the
dynamic parameter names.

Step 1. Confirm Wallet Creation

Before proceeding with the next step, you must confirm that a wallet has been
created.

See Also:

« Chapter 18, Using Oracle Wallet Manager, for general
information about wallets

« Opening an Existing Wallet on page 18-5, for information about
opening an existing wallet

« Creating a New Wallet on page 18-4, for information about
creating a new wallet

Step 2: Specify Required Client Configuration (Wallet Location)
To specify required configuration parameters for the client:

1. Start Net8 Assistant:
«  On UNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Inthe Navigator window, expand Local > Profile.
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3. From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

~— Configure S5L for: ® Client © Server
Wallet Directory:

|/home/dblsales/network/ Browse.,

~— Cipher Suite Configuration

P.uthentication|Encryption |Data Integrity |

2
&

add | Remove
Require SSL Yersion:

Mote: In order to use SSLfor client connections, you must choose the
protocal, TCRAP with S5L, when configuring net service names,

4. Choose the SSL tab.
5. Select Configure SSL for Client.

6. Inthe Wallet Directory box, enter the directory in which the Oracle wallet is
located, or click Browse to find it by searching the file system.

Important: There are two occasions during the client and the
server configuration when you set the location of the Oracle wallet.
Be sure to enter the same location on both occasions.

« On the occasion described in this section, you set the location of
the wallet either by using the Net8 Assistant or by modifying
the sql net . or afile.

« Later, you use the Oracle Wallet Manager. See: Step 1: Create a
Database Wallet on page 17-42.

7. Choose File > Save Network Configuration.

The sql net . or a file is updated with the following entries:
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SSL_CLI ENT_AUTHENTI CATI ON =TRLE
CBS. SORCE MY_WALLET =
(SORCE=
(METHCD=F | €)
(METHCD _DATA=
(D RECTCRY=wal | et _| ocation)))

Step 3: Set the SSL Cipher Suites on the Client (Optional)

A cipher suite is a set of authentication, encryption, and data integrity algorithms
used for exchanging messages between network entities. During an SSL handshake,
two entities negotiate to see which cipher suite they will use when transmitting
messages back and forth.

When you install Oracle Advanced Security, several SSL cipher suites are set for
you by default. You can override the default by setting the SSL_CIPHER_SUITES
parameter. For example, if you use Net8 Assistant to add the cipher suite SSL_RSA _
WITH_RC4 128 SHA, all other cipher suites in the default setting are ignored.

You can prioritize the cipher suites. When the client negotiates with servers
regarding which cipher suite to use, it follows the prioritization you set. When you
prioritize the cipher suites, consider the following:

= The level of security you want to use. For example, triple-DES encryption is
stronger than DES.

« The impact on performance. For example, triple-DES encryption is slower than
DES.

« Administrative requirements:

The cipher suites selected for a client must be compatible with those required
by the server. For example, in the case of an Oracle Call Interface (OCI) user, the
server requires the client to authenticate itself. You cannot, in this case, use a
cipher suite employing Diffie-Hellman anonymous authentication which
disallows the exchange of certificates. By contrast, in the case of an Enterprise
JavaBeans (EJB) user, the server does not require the client to authenticate itself.
In this case, you can use Diffie-Hellman anonymous authentication.

You typically prioritize cipher suites starting with the strongest and moving to the
weakest.

Table 9-1 lists the SSL cipher suites supported in the current release of Oracle
Advanced Security. These cipher suites are set by default when you install Oracle
Advanced Security. This table also lists the authentication, encryption, and data
integrity types each cipher suite uses.
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Table 9-1 Oracle Advanced Security Cipher Suites

Data
Cipher Suite Authentication Encryption Integrity
SSL_RSA_WITH_3DES_EDE_CBC_SHA RSA 3DES EDE CBC SHA
SSL_RSA WITH_RC4 128 SHA RSA RC4 128 SHA
SSL_RSA_WITH_RC4 128 MD5 RSA RC4 128 MD5
SSL_RSA_WITH_DES_CBC_SHA RSA DES CBC SHA
SSL_DH_anon_WITH_3DES_EDE_CBC_SHA DH anon 3DESEDECBC  SHA
SSL_DH_anon_WITH_RC4 128 MD5 DH anon RC4 128 MD5
SSL_DH_anon_WITH_DES_CBC_SHA DH anon DES CBC SHA
SSL_RSA_EXPORT WITH_RC4 40 MD5 RSA RC4 40 MD5
SSL_RSA_EXPORT_WITH_DES40 _CBC_SHA RSA DES40 CBC SHA
SSL_DH_anon_EXPORT_WITH_RC4 40 MD5 DH anon RC4 40 MD5
SSL_DH_anon_EXPORT_WITH_DES40 CBC_SHA DH anon DES40 CBC SHA

To specify cipher suites for the client:
1. Start Net8 Assistant:
«  On UNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. In the Navigator window, expand Local > Profile.

3. From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:
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Choose the SSL tab.
Select Configure SSL for Client.

Choose the Add button; a secondary dialog box that lists available cipher suites
appears:

- SUite to enable

Authentication |Encryption |Data Integrity |:
R5A_EXPORT  RC4_40 MD5S
R5A_EXPORT  DES40_CBC SHA
R5A RC4_128 MD5S
R5A MULL SHA
R5A MULL MD5S
R5A 3DES_EDE_CBC SHA
R5A DES_CBC SHA
R5A RC4_128 SHA
DH_anon 3DES_EDE_CBC SHA
DH_anon RC4_128 MD5S
DH_anon DES40_CBC SHA
DH_anon RC4_40 MDS B
O_k] Cancel
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7. Select a suite and choose OK; the Cipher Suite Configuration list is updated.

Oracle Advanced Security -

— Configure S5L for: ® Client © Server
Wallet Directory:

| Browse..,

— Cipher Suite Configuration

Authentication| Encryption Data Integrity |
R5A RC4_128 SHA

2
&

| Remove
Require SSL Yersion:

Mote: In order to use SSLfor client connections, you must choose the
protocaol, TCRAP with S5L, when configuring net service names,

8. Use the up and down arrows to prioritize the cipher suites.

9. Choose File > Save Network Configuration.
The sql net . or a file is updated with the following entry:
SSL APHER SU TES= (SSL_cipher_suitel [, SS. ci pher_suiteZ])

Step 4. Set the Required SSL Version (Optional)
You can set the SSL_VERSION parameter in the sqgl net . or a file. This parameter
defines the version of SSL that must run on the systems with which the client
communicates. You can require these systems to use SSL 3.0, or any valid, future
version. The default setting for this parameter in sqgl net . or a is 0; in Net8 Assistant,
it is Any.
To set the SSL version for the client:
1. Start Net8 Assistant:

« On UNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.
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2. In the Navigator window, expand Local > Profile.

3. From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

~— Configure S5L for: ® Client © Server
Wallet Directory:

| Browse..,

~— Cipher Suite Configuration

Authentication Encryption Data Integrity |

2
&

add | Remove
Require SSL Yersion:

Mote: In order to use SSLfor client connections, you must choose the
protocal, TCRAP with S5L, when configuring net service names,

4. Choose the SSL tab.
5. Select Configure SSL for Client.

6. Inthe Require SSL Version scroll box the default is Any; accept this default or
select the SSL version you want to configure.

7. Choose File > Save Network Configuration.
The sql net . or a file is updated with the following entry:
SSL VERS ON=UNDETERM NED

Step 5: Set SSL as an Authentication Service (Optional)

The SQLNET.AUTHENTICATION_SERVICES parameter in the sqgl net . or a file
sets the SSL authentication service.

Set this parameter only if both of the following conditions apply:

« You want to use SSL authentication in conjunction with another authentication
method supported by Oracle Advanced Security. For example, you want the
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server to authenticate itself to the client by using SSL and the client to
authenticate itself to the server by using Kerberos or SecurlID.

= You are not using Net8 Assistant to configure the client or the server.

If both of the above conditions apply, add TCP with SSL (TCPS) to this parameter in
the sqgl net . or a file by using a text editor. For example:

SQLNET. AUTHENTI CATI ON SERVI GBS = (BEQ TCPS, identix, securid)

If either or both of the above conditions do not apply, do not set this parameter.

Step 6: Create a Net Service Name that Uses TCP/IP with SSL in the Connect
Descriptor

The client must be configured with the location of the listener. For an SSL
connection, the client must be configured with a TCP/IP with SSL listener protocol
address.

See Also: Net8 Administrator’s Guide to create a net service name

Task 3: Configure SSL on the Server

During installation, Oracle sets defaults on both the Oracle database server and on
the Oracle client for all SSL parameters except the location of the Oracle wallet. To
configure SSL on the server, perform these steps:

Step 1: Confirm Wallet Creation

Step 2: Specify Required Server Configuration (Wallet Location)
Step 3: Set the SSL Cipher Suites on the Server (Optional)

Step 4: Set the Required SSL Version (Optional)

Step 5: Set SSL Client Authentication (Optional)

Step 6: Set SSL as an Authentication Service (Optional)

Step 7: Create Listening Endpoint that Uses TCP/IP with SSL

O O o o oo g

See Also: Appendix B, , for the dynamic parameter names
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Step 1: Confirm Wallet Creation

Before proceeding with the next step, you must confirm that a wallet has been
created.

See Also:

« Chapter 18, Using Oracle Wallet Manager, for general
information about wallets

« Opening an Existing Wallet on page 18-5, for information about
opening an existing wallet

« Creating a New Wallet on page 18-4, for information about
creating a new wallet

Step 2: Specify Required Server Configuration (Wallet Location)
To specify required configuration parameters for the server:

1. Start Net8 Assistant:
«  OnUNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. Inthe Navigator window, expand Local > Profile.
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3. From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

~— Configure S5L for: ® Client © Server
Wallet Directory:
|/home/dblsales/network/ Browse.,

~— Cipher Suite Configuration

P.uthentication|Encryption |Data Integrity |

2
&

add | Remove
Require SSL Yersion:

Mote: In order to use SSLfor client connections, you must choose the
protocal, TCRAP with S5L, when configuring net service names,

4. Choose the SSL tab.
5. Select Configure SSL for Server.

6. Inthe Wallet Directory box, enter the directory in which the Oracle wallet is
located, or click the Browse button to find it by searching the file system.

Important: There are two occasions during the client and the
server configuration process when you set the location of the Oracle
wallet. Be sure to enter the same location on both occasions.

« On the occasion described in this section, you set the location of
the wallet either by using the Net8 Assistant or by modifying
the sql net . or afile.

« Later, you use the Oracle Wallet Manager. See: Step 1: Create a
Database Wallet on page 17-42.

7. Choose File > Save Network Configuration.
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Thesqglnet.oraandl i st ener. or a files are updated with the following
entries:

CBS. SORCE MY_WALLET =
(SORCE=
(METHCD=F | €)
(METHCD _DATA=
(D RECTCRY=wual | et _| ocation)))

Step 3: Set the SSL Cipher Suites on the Server (Optional)

A cipher suite is a set of authentication, encryption, and data integrity algorithms
used for exchanging messages between network entities. During an SSL handshake,
two entities negotiate to see which cipher suite they will use when transmitting
messages back and forth.

When you install Oracle Advanced Security, several SSL cipher suites are set for
you by default. You can override the default by setting the SSL_CIPHER_SUITES
parameter. For example, if you use Net8 Assistant to add the cipher suite SSL_RSA _
WITH_RC4 128 SHA, all other cipher suites in the default setting are ignored.

You can prioritize the cipher suites. When the client negotiates with servers
regarding which cipher suite to use, it follows the prioritization you set. When you
prioritize the cipher suites, consider the following:

= The level of security you want to use. For example, triple-DES encryption is
stronger than DES.

« The impact on performance. For example, triple-DES encryption is slower than
DES.

« Administrative requirements:

The cipher suites selected for a server must be compatible with those required
by the client.

You typically prioritize cipher suites starting with the strongest and moving to
the weakest.
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Note: In Oracle Advanced Security Release 8.1.7, if you set a
cipher suite employing Diffie-Hellman anonymous authentication
on the server, you must also set the same cipher suite on the client.
Otherwise, the connection fails.

If you use a cipher suite employing Diffie-Hellman anonymous, you
must set the SSL_CLIENT_AUTHENTICATION parameter to
FALSE. See: Step 5: Set SSL Client Authentication (Optional) on
page 9-25.

Table 9-1 lists the SSL cipher suites supported in the current release of Oracle
Advanced Security. These cipher suites are set by default when you install Oracle
Advanced Security. This table also lists the authentication, encryption, and data
integrity types each cipher suite uses.
To specify cipher suites for the server:
1. Start Net8 Assistant:

« On UNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. In the Navigator window, expand Local > Profile.

3. From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:
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Choose the SSL tab.
Select Configure SSL for Server.
Choose the Add button; a secondary dialog box that lists available cipher suites

appears:

- SUite to enable

Authentication | Encryption

|Data Integrity |

|»

RSA_EXPORT
RSA_EXPORT
RSH

RSH

RSH

RSH

RSH

RSH
DH_anon
DH_anon
DH_anon
DH_anon

RC4_40 MD5S
DES40_CBC SHA
RC4_128 MD5S
NULL SHA
NULL MD5S
3DES_EDE_CBC SHA
DES_CBC SHA
RC4_128 SHA
3DES_EDE_CBC SHA
RC4_128 MD5S
DES40_CBC SHA
RC4_40 MD5S

O_k] Cancel
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7. Selecting a suite and choose OK; the Cipher Suite Configuration list is updated.

Oracle Advanced Security -

— Configure S5L for: © Client

Wallet Directory:
|.-"etchRHCLEJ’WHLLETSIDHTHBHSES Browse..,

Cipher Suite Configuration

P.uthentication|Encryption |Data Integrity |
R5A RC4_128 SHA

=

add | Remove
Require SSL Yersion:

W Require Client Authentication

Mote: In order to use SSLTor seruer connections, You must choose
the protocol, TCPAFR with 551, when configuring the Listener,

8. Use the up and down arrows to prioritize the cipher suites.

9. Choose File > Save Network Configuration.
The sql net . or a file is updated with the following entry:
SSL APHER SU TES= (SSL_cipher_suitel [, SS. ci pher_suiteZ])

Step 4. Set the Required SSL Version (Optional)
You can set the SSL_VERSION parameter in the sqgl net . or a file. This parameter
defines the version of SSL that must run on the systems with which the client
communicates. You can require these systems to use SSL 3.0, or any valid, future
version. The default setting for this parameter in sqgl net . or a is 0; in Net8 Assistant,
it is Any.
To set the SSL version for the server:
1. Start Net8 Assistant:

« On UNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.
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2. In the Navigator window, expand Local > Profile.

3. From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

~— Configure S5L for: ® Client © Server
Wallet Directory:

| Browse..,

~— Cipher Suite Configuration

Authentication Encryption Data Integrity |

2
&

add | Remove
Require SSL Yersion:

Mote: In order to use SSLfor client connections, you must choose the
protocal, TCRAP with S5L, when configuring net service names,

4. Choose the SSL tab.
5. Select Configure SSL for Server.

6. Inthe Require SSL Version scroll box the default is Any; accept this default or
select the SSL version you want to configure.

7. Choose File > Save Network Configuration.
The sql net . or a file is updated with the following entry:
SSLVERS ONFUNDETERM NED

Note: SSL 2.0 is not supported on the server side.

Step 5: Set SSL Client Authentication (Optional)

The SSL_CLIENT_AUTHENTICATION parameter in the sql net . or a file controls
whether the client is authenticated using SSL. The default value is TRUE.
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You must set this parameter to FALSE if you are using a cipher suite that contains
Diffie-Hellman anonymous authentication (DH_anon). Also, you can set this
parameter to FALSE for the client to authenticate itself to the server by using any of
the non-SSL authentication methods supported by Oracle Advanced Security, such
as Kerberos or CyberSafe.

To set this parameter to FALSE:
1. Start Net8 Assistant:
«  OnUNIX, run net asst from $ORACLE_HOVE/ bi n.

« On Windows NT, choose Start > Programs > Oracle - HOME_NAME >
Network Administration > Net8 Assistant.

2. In the Navigator window, expand Local > Profile.

3. From the list in the right pane, select Oracle Advanced Security; the Oracle
Advanced Security tabbed window appears:

Oracle Advanced Security -

— Configure S5L for: O Client ® Server
Wallet Directory:

] [Browse...]

Cipher Suite Configuration

|P.uthentication Encryption Data Integrity ||

[<][¥]

Require SSL Yersion:

M Require Client Authentication

Mote: In order to use SSLTor seruer connections, You must choose
the protocol, TCPAFR with 551, when configuring the Listener,

Choose the SSL tab.

Select Configure SSL for Server.

Deselect Require Client Authentication.

N o &

Choose File > Save Network Configuration.
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The sql net . or a file is updated with the following entry:
SSL QLI ENT_AUTHENTI CATI ON=FALSE

Step 6: Set SSL as an Authentication Service (Optional)

The SQLNET.AUTHENTICATION_SERVICES parameter in the sqgl net . or a file
sets the SSL authentication service.

Set this parameter only if both of the following conditions apply:

= You want to use SSL authentication in conjunction with another authentication
method supported by Oracle Advanced Security. For example, you want the
server to authenticate itself to the client by using SSL and the client to
authenticate itself to the server by using Kerberos or SecurlID.

= You are not using Net8 Assistant to configure the client or the server.

If both of the above conditions apply, add TCP with SSL (TCPS) to this parameter in the
sqgl net . or a file by using a text editor.

For example:
SQLNET. AUTHENTI CATI ON SERM CES = (BEQ TCOPS, identi x, securi d)

If either or both of the above conditions do not apply, do not set this parameter.

Step 7: Create Listening Endpoint that Uses TCP/IP with SSL

Configure the listener with a TCP/IP with SSL listening endpoint in the
li stener.ora file. Oracle Corporation recommends a port number 2484 for typical
Net8 clients and 2482 for client connections to Oracle8i JServer.

See Also: Net8 Administrator’s Guide.

Task 4: Log on to the Database

If you are using SSL authentication, launch SQL*Plus and enter the following:
QONNECT/ @Inet _servi ce_nane

If you are not using SSL authentication, launch SQL*Plus and enter the following:

QONNECT  user nane/ passvor d@et _ser vi ce_nane
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Configuring Entrust-Enabled SSL
Authentication

This chapter describes how to configure and use Entrust-enabled Oracle Advanced
Security for Secure Socket Layer (SSL) authentication. It contains the following

topics:

O Overview

0 System Components

O Entrust Authentication Process
O Enabling Entrust Authentication
O Issues and Restrictions
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Overview

A public-key infrastructure (PKI) includes various elements, such as a public key,
bound into a digital certificate, a private key, and certain other security credentials.
These credentials can be used for secure authentication over Secure Sockets Layer
(SSL), to generate and process digital certificates—including digital signatures. A
complete PKI includes the following:

0O Certificate revocation status checking

0 Easy management of user keys and certificates

0 Easy deployment, hiding PKI complexity from users

This section describes how PKI elements are provided by the following:
O Oracle Advanced Security

O Entrust/PKI

0 Entrust-Enabled Oracle Advanced Security

Oracle Advanced Security

Oracle Advanced Security includes elements of a PKI, such as Oracle Wallet
Manager, which creates and securely stores a user's public/private key pair, as well
as the trust points (the list of root certificates the user trusts). The user's PKI
credentials, stored in Oracle Wallet Manager, can be used to create a secure,
authenticated session over SSL. However, Oracle Advanced Security does not
provide certificate creation or certificate revocation status checking, which are
important elements of a complete PKI.

For example, although Oracle Wallet Manager can generate a PKCS#10 certificate
signing request, users must obtain certificate fulfillment from a certificate authority
and load the resulting certificate into an Oracle wallet. Oracle wallets only support
authentication to Oracle applications.

Entrust/PKI

Entrust/PKI is a PKI product provided by Entrust Technologies, Inc. that provides
certificate generation, certificate revocation, and key and certificate management.
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Entrust-Enabled Oracle Advanced Security

The integration of Oracle Advanced Security with Entrust/PKI enables users of
both Entrust and Oracle to utilize the extensive PKI capabilities of Entrust to
enhance the security of their Oracle environment.

Entrust-enabled Oracle Advanced Security provides:
0 Enhanced X.509-Based Authentication and Single Sign-On
O Integration with Entrust/PKI Key Management

O Integration with Entrust/PKI Certificate Revocation

Note: This release of Oracle Advanced Security is undergoing
Entrust-Ready certification by Entrust Technologies, Inc. To check
the status of Entrust-Ready certification of Oracle Advanced
Security, refer to the Entrust Web site:

htt p: //wan ent rust. com

Enhanced X.509-Based Authentication and Single Sign-On

Entrust-enabled Oracle Advanced Security supports the use of Entrust credentials
for X.509-based authentication and single sign-on. Instead of using an Oracle wallet
to hold user PKI credentials, Oracle Advanced Security can access PKI credentials
created by Entrust/Authority and held in an Entrust profile (an. epf file). Users
who have deployed Entrust software within their enterprise are thus able to use it
for authentication and single sign-on to Oracle8i.

Integration with Entrust/PKI Key Management

Entrust-enabled Oracle Advanced Security uses the extensive key management and
rollover functionality provided by Entrust/PKI, which shield users from the
complexity of a PKI deployment. For example, users are automatically notified
when their certificates are expiring, and certificates are reissued according to
administrator-configurable preferences.

Integration with Entrust/PKI Certificate Revocation

Entrust provides a certificate authority component, which natively checks certificate
revocation status and enables the revocation of certificates.
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Users using Entrust credentials for authentication to Oracle are assured that the
revocation status of the certificate is checked, and connections are prevented if the
certificate is revoked.
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System Components

This section describes the system components required for using Entrust-enabled
Oracle Advanced Security:

O Entrust/PKI 5.0.2 for Oracle
O Entrust/Toolkit Server Login
0 Entrust IPSEC Negotiator Toolkit

Note: In the following sections, the term client refers to a client
connecting to an Oracle database, and the term server refers to the
host on which the Oracle database resides.

Entrust/PKI 5.0.2 for Oracle can be downloaded from the Entrust Web site:
http: //wan ent rust. com
Entrust/Toolkit Server Login and Entrust IPSEC Negotiator Toolkit can be

downloaded from the Entrust Developer Network by registered members. Users
can register for membership at:

htt p: // devel oper . ent rust . con neniper shi ps/regi strati on. ht m
The URLs for downloading the Entrust/Toolkit Server Login and Entrust IPSEC

Negotiator Toolkit from the Entrust Developer Network are provided in the related
sections.

Entrust/PKI 5.0.2 for Oracle

Entrust/PKI 5.0.2 for Oracle requires a database for storing information about
Entrust users and the infastructure, and a Lightweight Directory Access Protocol
(LDAP)-compliant directory for information such as user names, public certificates,
and certificate revocation lists.

Entrust/PKI 5.0.2 for Oracle is comprised of the following software components:
O Entrust/Authority

O Entrust/RA

0 Entrust/Entelligence
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Entrust/Authority

Entrust/Authority is the centerpiece of Entrust/PKI. It performs core certificate
authority, certificate, and user management functions, such as creating users and
user profiles containing the user’s credentials.

Note: Oracle Corporation only supports the use of
Entrust-enabled Oracle Advanced Security with versions of
Entrust/Authority that run on Oracle8i.

See Also: Chapter 9, Configuring Secure Socket Layer
Authentication, for information about certificate authorities.

Entrust/Authority supports unattended login, also called Server Login, which
eliminates the need for a Database Administrator (DBA) to repeatedly enter a
password for the Entrust profile on the server. With unattended login, the DBA
need only enter a password once to open the Entrust profile for the server to
authenticate itself to multiple incoming connections.

Entrust/RA
Entrust/RA is the administrator’s secure interface to Entrust/Authority.

Entrust/Entelligence

Entrust/Entelligence provides support for user key management and single sign-on
functionality on both clients and server by enabling Oracle8i server process access
to incoming SSL connections.

Entrust/Toolkit Server Login

Entrust/Toolkit Server Login Toolkit Release 5.0.2 is required for single sign-on
functionality on servers operating on UNIX platforms.

Entrust/Server Login Toolkit provides single sign-on by enabling Oracle8i server
process access to incoming SSL connections. Without this capability, a database
administrator or other privileged user would have to enter the password for the
Entrust profile on the server for every incoming connection.

Entrust Developer Network members can download Entrust/Toolkit Server Login
from the Entrust Web site:
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htt p: // devel oper. entrust. com software/ fil es/ desc_serverl ogi n. cf m

Entrust IPSEC Negotiator Toolkit

The Entrust IPSEC Negotiator Toolkit Release 5.0.2 is required on both clients and
servers for integrating the Oracle Advanced Security SSL stack with Entrust/PKI,
enabling SSL authentication to use Entrust profiles.

Entrust Developer Network members can download the IPSEC Negotiator Toolkit
from the Entrust Web site:

htt p: // devel oper. ent rust . cond sof t war e/ i ndex. ht m
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Entrust Authentication Process
Figure 10-1 illustrates the following Entrust authentication process:

1. The Entrust user on the Oracle client establishes a secure connection with the
server using SSL and Entrust credentials.

2. The Oracle SSL adapter on the server communicates with the Entrust Authority
to check the certificate revocation status of the Entrust user.

Note: Figure 10-1 does not include client and server profiles
creation, which is presumed.

Figure 10-1 Entrust Authentication Process

Entrust
Authority
and
Administration

User's R L7 Server's
EntrL_Jst N , Entrust
Profile Credentials

Oracle
Server

See Also: How SSL Works in an Oracle Environment: The SSL
Handshake on page 9-6
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Enabling Entrust Authentication

This section describes the following tasks that enable Entrust-enabled Oracle
Advanced Security SSL authentication:

O 0o o o o o

Creating Entrust Profiles

Installing Oracle Advanced Security and Related Products
Configuring SSL on the Client and Server

Configuring Entrust on the Client

Configuring Entrust on the Server

Creating Database Users

Creating Entrust Profiles

This section describes how to create Entrust profiles. Entrust profiles can be created
by either administrators or users.

Administrator-Created Entrust Profiles
Administrators create Entrust profiles as follows:

1.

The Entrust administrator adds the Entrust user using the New User dialog box
with the Create Profile option selected.

See Also: The Entrust administration documentation for
information on creating Entrust Users

The administrator enters the user’s name and password.

The Entrust Authority creates the profile, or. epf file.

The administrator securely sends all profile-related files to the user with a
preset password.

User-Created Entrust Profiles
Entrust users create their own Entrust profiles as follows:

1.

The Entrust administrator adds the Entrust user using the New User dialog box
with the Create Profile option deselected.

The user receives a secure e-mail notification from the administrator that
contains a reference number, authorization code, and expiration date.
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3. The user navigates to the Create Entrust Profiles screen in Entrust/Entelligence
as follows:

Start>Programs>Entrust>Entrust Profiles>Create Entrust Profiles

4. The user enters the reference number, authorization code, and expiration date
provided in the e-mail notification, creating a profile, or . epf file, and the
Entrust initialization file.

Installing Oracle Advanced Security and Related Products

Use the Custom installation option to install Oracle Advanced Security on both the

client and server. Select the Entrust adapter from the Authentication Methods
screen.

See Also: The Oracle8i installation documentation for your
platform.

Note: After the Entrust adapter is installed, the Net8 SSL protocol
adapter does not operate with Oracle wallets.

Configuring SSL on the Client and Server

Configure SSL on the client and server.

See Also: Chapter 9, Configuring Secure Socket Layer
Authentication, for information about configuring SSL on the client
and server; skip the section that describes the Oracle wallet
location.

Configuring Entrust on the Client

The steps for configuring Entrust on the client vary according to the type of
platform:

O Configuring Entrust on a UNIX Client

O Configuring Entrust on a Windows Client

Configuring Entrust on a UNIX Client
If the client resides on a non-Windows platform, perform the following steps:
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1. Setthe JAVA HOME variable to JDK or JRE location.
For example:
>set env JAVA HOVE $ORACLE_HOVWE/ JRE

2. Either set the CLASSPATH environment variable or set the ssl _ent rust _
cl asspat h parameter in the sql net . or a file to specify the required jar files
for displaying the graphic user interface.

For example:
Set the CLASSPATH environment variable as follows:

>set env CLASSPATH $ORACLEHOVE/ JRE/ i b/ rt.jar: $ORACLE_
HOVE/ JRE/ | i b/i18n.j ar

3. Use SQL*Plus to connect to the Oracle instance as follows:
sql plus / @ns_service_nane
where t ns_ser vi ce_nane is the service name of the Oracle instance.
The Entrust_Login dialog box appears.
4. Enter the path to the profile and the password, as well as the path to the Entrust
initialization file.

Configuring Entrust on a Windows Client

If the client resides on a Windows platform, ensure that the Entrust/Entelligence
component is installed on the client and perform the following steps.

1. Choose the Entrust icon on the system tray to open the Entrust_Login dialog
box.

2. Log on to Entrust by entering the profile name and password.
3. Use SQL*Plus to connect to the Oracle instance as follows:
sql plus / @ns_servi ce_name

where t ns_ser vi ce_nane is the service name of the Oracle instance.

Configuring Entrust on the Server

The steps for configuring Entrust on the client vary according to the type of
platform:
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O Configuring Entrust on a UNIX Server

O Configuring Entrust on a Windows Server

Configuring Entrust on a UNIX Server

If the server is a UNIX platform, ensure that the Entrust/Server Login Toolkit
component is installed on the server and perform the following steps:

See Also: System Components on page 10-5 for information
about downloading the Entrust/Toolkit Server Login.
1. Stop the Oracle database instance.

2. Setthessl _entrust_profileandssl_entrust_ini_fil e parametersin
thesgl net. ora andl i st ener. or a files to specify the paths to the server’s
profile and the Entrust initialization file.

3. Enter the binder command to create unattended login credentials, or . ual files.
For example:

bi nder _sun

4. Enter the path to the profile, the password, and the path to the Entrust
initialization file. A message informs you that you have successfully created a
credential file.

5. Start the Oracle database instance.

Configuring Entrust on a Windows Server

If the server is a Windows platform, ensure that the Entrust/Entelligence
component is installed on the client and perform the following steps:

See Also: System Components for information on downloading
Entrust/Entelligence.
1. Stop the Oracle database instance.

2. Choose the Entrust icon on the system tray to open the Entrust_Login dialog
box.

3. Log on to Entrust by entering the profile name and password.

4. Start the Oracle database instance.
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Creating Database Users

Create global user in the database based on the distinguished name (DN) of each
Entrust user.

For example:

SQL> create user jdoe identified globally as
‘ch=jdoe,o=oracle,c=us’;

where "cn=jdoe, o=oracle, c=us" is the Entrust distinguished name of the
user.

See Also: Chapter 17, Configuring Entrust-Enabled SSL
Authentication, for information about creating database users.
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Issues and Restrictions

The Entrust-ready designation from Entrust typically requires that a partner
product integration with Entrust is done using an Entrust toolkit. This means that
an application must be specifically modified to work with Entrust.

For example, Oracle has modified its SSL libraries to access an Entrust profile
instead of an Oracle wallet. Accordingly, the Entrust profile is not accessible from
standard SSL libraries.

In addition, the following restrictions apply:

O The use of Entrust components for digital signatures in applications based on
Oracle is not supported.

0 The Entrust-enabled Oracle Advanced Security integration is only supported
with versions of Entrust/PKI Release 5.0.2 running on Oracle8i.

O The use of earlier releases of Entrust/Authority with Entrust-enabled Oracle
Advanced Security is not supported.

Interoperability between Entrust and non-Entrust PKIs is not supported.

Entrust has certified Oracle Internet Directory version 2.1 for 8.1.7
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Configuring Multiple Authentication
Methods

This chapter describes how to configure multiple authentication methods under
Oracle Advanced Security Release 8.1.7, and how to use conventional user name
and password authentication, even if you have configured another authentication
method. In addition, this chapter describes how to configure your network so that
Oracle clients can use a specific authentication method, and Oracle servers can
accept any method specified.

This chapter contains the following topics:

0 Connecting with User Name and Password

0 Disabling Oracle Advanced Security Authentication
O Configuring Multiple Authentication Methods
g

Configuring Oracle8i for External Authentication
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Connecting with User Name and Password

To connect to an Oracle database server using a user name and password when an
Oracle Advanced Security authentication method has been configured, disable the
external authentication (See: Disabling Oracle Advanced Security Authentication,
below).

With the external authentication disabled, a user can connect to a database using the
following format:

%sql pl us user nane/ passwor d@et _ser vi ce_nane

For example:

%sql pl us scott/tiger@np
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Disabling Oracle Advanced Security Authentication

To disable authentication methods:
1. Start Net8 Assistant:
«  On UNIX:
Run net asst from $ORACLE_HOME/bin
«  On Windows NT:

Select Start>Programs>QOracle-HOME_NAME>Network
Administration>Net8 Assistant

2. In the Navigator window, expand Local > Profile.

3. From the list in the right window pane, select Oracle Advanced Security; the
Oracle Advanced Security tabbed window appears:

Oracle Advanced Security -

Available Methods: Selected Methods:
[ —
KERBEROSS

IDENTIX
CYBERSAFE

>
SECURID <
Promote|

—_——

NTS
RADIUS Promote

Demote

4. Choose the Authentication tab.

5. Sequentially move all authentication methods from the Selected Method list to
the Available Methods list by selecting a method and choosing the left arrow

[<].

6. Choose File > Save Network Configuration.
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The sql net . or a file is updated with the following entry:
SQLNET. AUTHENTI CATI ON_SERVI CES = ( NONE)
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Configuring Multiple Authentication Methods

Many networks use more than one authentication method on a single security
server. For this reason, Oracle Advanced Security lets you configure your network
so that Oracle clients can use a specific authentication method, and Oracle database
servers can accept any method specified.

You can set up multiple authentication methods on both client and server systems
either by using the Net8 Assistant, or by using any text editor to modify the
sql net . or a file.

To add authentication methods to both clients and servers:
1. Start Net8 Assistant:
= OnUNIX:
Run net asst from $ORACLE_HOME/bin
=  On Windows NT:

Select Start>Programs>QOracle-HOME_NAME>Network
Administration>Net8 Assistant

2. In the Navigator window, expand Local > Profile.

3. From the list in the right window pane, select Oracle Advanced Security.
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The Oracle Advanced Security tabbed window appears:

KERBEROSS
IDENTIX

4. Choose the Authentication tab.
5. Select a method listed in the Available Methods list.

6. Sequentially move selected methods to the Selected Methods list by choosing
the right arrow [>].

7. Arrange the selected methods in order of desired use. To do this, select a
method in the Selected Methods list, and choose Promote or Demote to position
it in the list.

8. Choose File > Save Network Configuration.

The sql net . or a file is updated with the following entry, listing the selected
authentication methods:

SQLNET. AUTHENTI CATI ON_SERVI CES =
( RADI US| CYBERSAFE| KERBEROS5| SECURI D| | DENTI X)
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Configuring Oracle8i for External Authentication

This section describes the parameters you must set to configure Oracle8i for
network authentication, using the following tasks:

0 Setting the SQLNET.AUTHENTICATION_SERVICES Parameter in sglnet.ora
O Verifying that REMOTE_OS_AUTHENT Is Not Set to TRUE
O Setting OS_ AUTHENT_PREFIX to a Null Value

See Also:

« The corresponding chapter in this guide for information about
configuring a particular authentication method

«  Appendix B, Authentication Parameters

Setting the SQLNET.AUTHENTICATION_SERVICES Parameter in sqlnet.ora

The following parameter must be set in the sqgl net . or a file for all clients and
servers to enable each to use a supported authentication method:

SQLNET. AUTHENTI CATI ON_SERM CES=( or acl e_aut hent i cat i on_net hod)
For example, for all clients and servers using Kerberos authentication, the
sqgl net. ora parameter must be set as follows:

SQLNET. AUTHENTI CATI N SERVI CES=( KERBERCSS)

Verifying that REMOTE_OS_AUTHENT Is Not Set to TRUE

To verify that REMOVE_OS_AUTHENT is not set to TRUE, add the following

parameter to the initialization file—in each database instance—when you configure
the authentication method:

REMOTE_C5_AUTHENT=FALSE

Attention: Setting REMOTE_OS_AUTHENT to TRUE can cause a
security exposure, because it lets someone using a non-secure
protocol, such as TCP, perform an operating system-authorized
login (formerly referred to as an OPS$ login).
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If REMOTE_OS_AUTHENT is set to FALSE, and the server cannot support any of
the authentication methods requested by the client, the authentication service
negotiation fails and the connection terminates.

If the parameter is set as follows in the sql net . or a file on either the client or server,
the database attempts to use the supplied user name and password to login the
user:

SQLNET. AUTHENTI CATI ON_SERV CES=(NONB)

If REMOTE_OS_AUTHENT is set to FALSE, however, the connection fails.

Setting OS_AUTHENT_PREFIX to a Null Value

Authentication service-based user names can be long, and Oracle user names are
limited to 30 characters. Oracle Corporation strongly recommends that you enter a
null value for the OS_ AUTHENT_PREFIX parameter in the initialization file used
for the database instance as follows:

OB AUTHENT PREFI X=""

Note: The default value for OS_ AUTHENT_PREFIX is OPSS$;
however, you can set it to any string.

Attention: If a database already has the OS_ AUTHENT_PREFIX
set to a value other than NULL (" "), do not change it, since it can
inhibit previously created, externally identified users from
connecting to the Oracle server.

To create a user, launch SQL*Plus and enter the following:

SQA > CREATE USER os_aut hent_prefi x username | DENTI Fl ED EXTERNALLY;

When OS_AUTHENT _PREFIX is set to a null value (" "), enter the following to
create the user king:

SQA> CREATE USER ki ng | DENTI FI ED EXTERNALLY;

The advantage of creating a user in this way is that the administrator no longer

needs to maintain different user names for externally identified users. This is true
for all supported authentication methods.
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See Also:
«  Oracle8i Administrator’s Guide

«  Oracle8i Distributed Database Systems
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Oracle DCE Integration

This part describes Oracle Distributed Computing Environment Integration (DCE),
in the following sections:

0

O o o O

Chapter 12, Overview of Oracle DCE Integration

Chapter 13, Configuring DCE for Oracle DCE Integration
Chapter 14, Configuring Oracle8i for Oracle DCE Integration
Chapter 15, Connecting to an Oracle Database in DCE
Chapter 16, DCE and Non-DCE Interoperability

Note: Check the platform-specific installation documentation to
verify that Oracle Advanced Security supports Oracle DCE
integration on your platform.
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Overview of Oracle DCE Integration

Oracle DCE Integration enables Oracle applications and tools to access Oracle8i
servers in a distributed computing environment. This chapter briefly describes the
Distributed Computing Environment (DCE) and the Oracle DCE Integration
product. It contains the following sections:

O

O 0o o O

Oracle DCE Integration Requirements
The Distributed Computing Environment
Components of Oracle DCE Integration
Flexible DCE Deployment

Release Limitations

See Also:  Related Documents on page -xxv.
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Oracle DCE Integration Requirements

System Requirements

Oracle DCE Integration requires Net8 and Oracle8i. It is based on the Open
Software Foundation (OSF) DCE protocol (V1.1 and later).

Note that OSF has merged with X/OPEN, another standards group, to form The
Open Group. This group is committed to continuing DCE support.

Backward Compatibility

Oracle servers running DCE Integration 2.3.2 and later are backward compatible
with clients running SQL*Net/DCE 2.1.6 or 2.2.3; however, Release 2.1.6 clients
cannot take advantage of external roles.

A client running DCE Integration 2.3.2 or later cannot connect to a SQL*Net/DCE
2.1.6 or 2.2.3 server. A DCE Integration Release 2.3.2 or later client requires a
Release 2.3.2 or later server in order to connect to a database.
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The Distributed Computing Environment

The Distributed Computing Environment (DCE) from the Open Group is a set of
integrated network services that works across multiple systems to provide a
distributed environment. The network services include remote procedure calls
(RPCs), directory service, security service, threads, distributed file service, diskless
support, and distributed time service.

DCE is the middleware between distributed applications and the operating
system/network services and is based on a client/server model of computing. By
using the services and tools that DCE provides, users can create, use, and maintain
distributed applications that run across a heterogeneous environment.
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Components of Oracle DCE Integration

Oracle DCE Integration has two components: DCE Communication/Security and
DCE CDS Native Naming.

0 DCE Communication/Security
0 DCE Cell Directory Services Native Naming

DCE Communication/Security
This component has three principal features:

Authenticated RPC

Oracle DCE Integration provides authenticated Remote Procedure Call (RPC) as the
transport mechanism that enables multi-vendor interoperability. RPC also uses
some of the other DCE services, including directory and security services, to
provide location transparency and secure distributed computing.

Integrated Security and Single Sign-On

Oracle DCE Integration works with the DCE Security service to provide security
within DCE cells. It enables a user logged onto DCE to securely access any Oracle
database without having to specify a user name or password. This is sometimes
called external authentication to the database, or single sign-on. Clients and
servers that are not running DCE authentication services can interoperate with
systems that have DCE security by specifying an Oracle password.

Data Privacy and Integrity

Oracle DCE Integration uses the multiple levels of security that DCE provides to
ensure data authenticity, privacy, and integrity. Users have a range of choices, from
no protection to full encryption for each connection, with a guarantee that no data is
modified in transit.
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Note: For parts of the network that do not use DCE, you can use
the other security and authentication services that are part of Oracle
Advanced Security. These services work with SQL*Net release 2.1
and above or with Net8. They provide message integrity and data
encryption services in non-DCE environments, allowing
administrators to ensure that all network traffic is protected against
unauthorized viewing or modification, regardless of the start or
end point.

DCE Cell Directory Services Native Naming

The DCE Cell Directory Service (CDS) Native Naming component includes naming
and location transparency.

DCE Integration registers Oracle8i connect descriptors in the DCE CDS, allowing
them to be transparently accessed across the entire DCE environment. Users can
connect to Oracle database servers in a DCE environment using familiar Oracle
service names.

The DCE Cell Directory Service offers a distributed, replicated repository service for
name, address, and attributes of objects across the network. Because servers register
their name and address information in the CDS, Oracle clients can make
location-independent connections to Oracle8i servers. Services can be relocated
without any changes to the client configuration. An Oracle utility is provided to
load the Oracle service names with corresponding connect descriptors into CDS.
After this is done, Oracle connect descriptors can be viewed from a central location
with standard DCE tools.

For location of services across multiple cells, either of the following options can be
used:

0 DCE Global Directory Service (GDS)

O Internet Domain Naming Service (DNS)
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See Also:

= To configure DCE to use CDS naming, see Chapter 13,
Configuring DCE for Oracle DCE Integration.

« To configure Oracle clients and servers to use CDS, see
Chapter 14, Configuring Oracle8i for Oracle DCE Integration.

« Forinformation on how Oracle Native Naming works with
other Oracle name services, see the Net8 Administrator’s Guide.
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Flexible DCE Deployment

Oracle Advanced Security provides flexibility in your use of DCE services. You
have the following options:

O

O

You can use full DCE integration in your environment to integrate with all the
DCE Secure Core services (RPC, directory, security, threads).

You can use only the DCE directory services by using the DCE CDS Native
Naming adapter, along with any conventional protocol adapter, such as
TCP/IP.

You can use only DCE authentication services by using the DCE GSSAPI
authentication method described in Chapter 9, Configuring DCE GSSAPI
Authentication, of this guide. This option requires OSF DCE 1.1.
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Release Limitations
The following are limitations in Release 8.1.7 of Oracle Advanced Security:
O Only one listener address that uses the DCE protocol is allowed per node.
0 Database links must specify a user name and password to connect.

O This release of DCE Integration does not support the Oracle Multi-Protocol
Interchange.

O This release does not work with the Oracle Multi-Threaded Server (MTS).
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Configuring DCE for Oracle DCE Integration

This chapter describes how to configure the Distributed Computing Environment
(DCE) to use Oracle DCE Integration—after Oracle DCE Integration has been
installed.

See Also: Chapter 12, Overview of Oracle DCE Integration
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To Configure DCE for Oracle DCE Integration:

The following tasks, performed by the DCE cell administrator, assume that a DCE
cell has been configured and the systems being used are part of that cell:

0 Task 1: Create New Principals and Accounts
0 Task 2: Install the Key of the Server into a Keytab File
0 Task 3: Configure DCE CDS for Use by Oracle DCE Integration

Task 1: Create New Principals and Accounts
Use the following procedure model to add server principals:

%dce_| ogi n cell _adnmin password

%rgy_edit

Qurrent site is: registry server at /.../cell 1/ subsys/dce/ sec/ nast er
rgy_edit=>do p

Donai n changed to: princi pal

rgy_edit=> add oracl e

rgy_edit=>do a

Donai n changed to: account

rgy_edit=> add oracle -g none -0 none -pw oracl e_password -np cell _admn_
passwor d

rgy_edit=> quit

bye

In this example, a DCE principal named or acl e is created. The principal has a
corresponding account with a password set to password. The account does not
belong to any DCE group or DCE profile.

Note: Perform this task on the server only once after DCE
Integration has been installed; do not perform this task on client
systems.

Task 2: Install the Key of the Server into a Keytab File

Install the key of the server into a keytab file, dcepa. key. This file contains the
password of the principal under which the Net8 listener starts. The Net8 listener
reads this file to authenticate itself to DCE. To generate the keytab file, enter the
following:

%dce_| ogi n cell _adnmin password
%rgy_edit
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Qurrent site is: registry server at /.../cell 1/ subsys/dce/ sec/ nmaster
rgy_edit=> ktadd -p oracle -pw Qacl e_password -f

$CRACLE_HOWE dcepa/ admi n/ dcepa. key

rgy_edi t=>quit

bye

Note:

« Perform this task on the server only once after DCE Integration
has been installed; do not perform this task on client systems.

= Remember to substitute the full pathname for the $SORACLE_
HOME variable. If the specified directories do not exist, create
them before running the command; to create the directories.
enter the following:

nkdi r $CRACLE_HOMH dcepa
nkdi r $CRACLE_HOME dcepa/ admi n

Task 3: Configure DCE CDS for Use by Oracle DCE Integration

Step 1: Create Oracle Directories in the CDS Namespace

Enter the following after installing DCE Integration for the first time in a cell; create
directories on all CDS replicas:

%dce_| ogi n cell _adnin

Ent er Password: (password not di spl ayed)

$ cdscp

cdscp> create dir /.:/subsys/oracl e

cdscp> create dir /.:/subsys/oracl e/ nanes

cdscp> create dir /.:/subsys/oracl e/ service_registry
cdscp> exit
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Note:

« Thedirectory/.:/subsys/ oracl e/ nanes contains objects
that map Net8 service names to connect descriptors, which are
used by the CDS naming adapter.

« Thedirectory /.:/subsys/oracl e/ service_registry
contains objects that map the service name in DCE addresses to
the network endpoint that is used by both DCE protocol
adapter clients and servers.

Step 2: Give Servers Permission to Create Objects in the CDS Namespace
Enter the following to add the principal or acl e to the CDS-server group:

$ dce login cell _adnin

Enter Password: (password not displ ayed)
$rgy edit

rgy_edi t=> donai n group

Donai n changed to: group

rgy_edi t => nenber subsys/dce/cds-server -a oracle
rgy_edit=> exit

Step 3: Load Oracle Service Names into CDS

Load Oracle service names into the Cell Directory Service, as described in
Chapter 14, Configuring Oracle8i for Oracle DCE Integration.
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Configuring Oracle8/ for Oracle DCE
Integration

This chapter describes how to configure Oracle8i and Net8 to use Oracle DCE
Integration after it has been successfully installed.
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DCE Address Parameters

DCE addresses inthe | i st ener. ora and t nsnanes. or a configuration files are
defined by DCE parameters, illustrated below:

ADDRESS=( PROTGO0L=DCE) ( SERVER PR N PAL=ser ver_nane) (CELL_NAME=cel | _nane)
(SERVI CE=dce_servi ce_nane) )

These parameters are described by Table 14-1:

Table 14-1 DCE Address Parameters and Definitions

Component

Description

PROTOCOL

A mandatory field that identifies the DCE RPC protocol.

SERVER_PRINCIPAL

A mandatory field for the server and an optional field for the
client. The server authenticates itself to DCE as this principal.
This field is mandatory in the listener configuration file

(I'i st ener. or a) and specifies the principal the server will
start under. This field is optional in your local naming
configuration file (t nsnanes. or a) and specifies the principal
of the server the client must connect to. If not specified, then
one-way authentication is used. In this case, the client does not
care what principal the server is running under.

CELL_NAME

An optional parameter. If present, it specifies the DCE cell
name of the database. If this parameter is not set, the cell name
defaults to the local cell (useful for single-cell environments).
Optionally, the SERVICE parameter (described below) may
specify the complete path (including the cell name) to the
service, making this parameter unnecessary.

SERVICE

A mandatory field for both server and client. For the server,
this is the service registered with CDS. For the client, this is the
service name used when querying CDS for the location of the
Oracle DCE servers. The default directory for storing service
namesin CDSis /.. ./cel | nane/ subsys/ oracl e

/ servi ce_regi stry. This service name can fully specify the
path in CDS.
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You can specify a service as follows:

SERV CE=/ .. ./ cel | _nane/ subsys/ or acl e/ servi ce_regi stry/ dce_servi ce_nane

Alternatively, you can specify:

SERV CE=dce_ser vi ce_nane

provided that CELL_NAME=cel | _namre is also specified.

In this case, the cell name defaults to the local cell. However, this way of specifying
service names only works if you are operating within a single cell.

Note: The dce_servi ce_nane in the service field might not be
the same as that used by Net8. The service name used by Net8 is
mapped to the connect descriptor in a local naming configuration
file (t nsnanes. ora). The dce_servi ce_nane is part of the
address within the connect descriptor.
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Configuring Oracle 8i and Net8:

To configure Oracle 8i and Net8 to use Oracle DCE Integration, perform the
following tasks:

O

g
U
U

Task 1: Configure the Server
Task 2: Create and Name Externally-Authenticated Accounts
Task 3: Set up DCE Integration External Roles

Task 4: Configure DCE for SYSDBA and SYSOPER Connections to Oracle
Databases

Task 5: Configure the Client
Task 6: Configure Clients to Use DCE CDS Naming

Task 1: Configure the Server
To configure a server for DCE Integration, do the following:

14-4

1.

Configure the listener configuration file (I i st ener. or a) with DCE address
information for all servers.

For servers in distributed systems that require database link connections to
other servers, configure the sql net . or a and pr ot ocol . or a files with DCE
address information.

Note: In this release, the configuration files | i st ener. ora,
sql net.ora, tnsnanes.ora, and protocol . ora are located
in the SORACLE_HOME/nnetwork/admin directory.

For a database server to receive connections from Net8 clients in a DCE
environment, there must be a Net8 listener active on the server platform. This
process listens for connections on a network address that is defined in the

l'i stener. ora configuration file.

The SERVER_PRINCIPAL parameter designates what DCE principal the
listener should be running under. In the sample below, the listener is running
under principal oracle.
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The following is a sample DCE address as it would appear inthe | i st ener. ora
file.

LS\R DCE=
( ADDRESS=

( PROTCOCL=DCE)
(SERVER_PR N PAL=or acl e)
(CELL_NAME=cel | 1)
(SERVI CE=dce_svc))

S D LIST_LS\R DCE=
(SI D DESC=
(SI D_NAME=CRASI D)

(ORACLE_HOME=/ pri vat e/ or acl €8))

Task 2: Create and Name Externally-Authenticated Accounts

To use DCE authentication for logging onto an Oracle database, you must create
database accounts that are authenticated externally. To enable secure external
authentication, do the following:

Note: The privileges shown in this this section are the minimum
access privileges necessary. The actual set of privileges needed
depends upon the instance or application.

1. Verify that these lines are in the initialization parameter file:

REMOTE_COS_AUTHENT=FALSE
OS_AUTHENT_PREFI X=""

2. Verify that the initialization parameter file does not have a multi-threaded
server (MTS) entry for DCE. For example, an entry such as the following is not
allowed:

nt s_di spat cher s=" ( PROTOCOL=dce) ( DI SPATCHERS=3) "

3. Ensure that you are logged on as a member of the DBA group. Restart the
database instance for the changes to take effect.

4. Atthe SQL*Plus prompt, define users. Before doing so, decide whether you are,
or ever will be, operating in a multi-cell DCE environment in which you allow
Oracle access across cell boundaries. The way you define users depends on
whether they are connecting within a single cell or across cell boundaries.
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Local Cell:

If users are connecting within a local cell, use the following format:

SQL> CREATE USER server _principal |DENTIFI ED EXTERNALLY;
SQL> GRANT CREATE SESSI ON TO server _princi pal ;

For example:
SQ.> CREATE USER oracl e | DENTI FI ED EXTERNALLY;
SQ.> GRANT CREATE SESSI ON TO or acl e;

The entire CELL_NAME/SERVER_PRINCIPAL string must be 30 characters or
les (this is an Oracle8i restriction—not a restriction of the DCE adapter).

For example:

SQ.> CREATE USER "CELL1/ ORACLE" | DENTI FI ED EXTERNALLY;
SQ.> GRANT CREATE SESSI ON TO "CELL1/ ORACLE";

Multiple Cells:

If connecting to the database across multiple cells, specify both the cell_name and
the server_principal, as illustrated below:

SQL> CREATE USER " CELL_NAME/ SERVER_PRI NCI PAL" | DENTI FI ED
EXTERNALLY;

SQL> CGRANT CREATE SESSI ON TO " CELL_NAME/ SERVER_PRI NCI PAL";

You must enclose the externally-identified account name in double quotation
marks, because the slash is a reserved character. Also, if the account (user) name
is double-quoted, it must be capitalized.

For example:
SQL> CREATE USER " CELL1/ ORACLE" | DENTI FI ED EXTERNALLY;
SQL> CGRANT CREATE SESSI ON TO " CELL1/ ORACLE";
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When using this format, set the following parameter in the pr ot ocol . ora
configuration file to FALSE:

dce. |l ocal _cell _usernanmes=fal se

References to an Oracle account created in this manner must include the
schema/account in the correct format. Consider requests for access to tables
from another account. When a user references the tables in another account
created within a local cell, the command might appear as follows:

SQL> SELECT * FROM oracl e. enp

If a user wants to access tables in another account created for connections across
cells, the command might appear as follows:

SQ.> SELECT * FROM " CELL1/ ORACLE" .enp

See Also:  Oracle8i Distributed Database Systems, for more
information about external authentication

Task 3: Set up DCE Integration External Roles

To set up external roles for DCE Integration, and enable connection to an Oracle
database as SYSOPER or SYSDBA with DCE credentials, do the following:

1.

Set the following parameter in the initialization parameter file:
OS_ROLES=TRUE
Restart the database.

Ensure that the DCE groups that map to Oracle roles adhere to the following
syntax:

ORA gl obal _name_role[ [a][d]]

Table 14-2 describes the syntax components:

Table 14-2 Setting Up External Role Syntax Components

Component Definition

ORA Designates that this group is used for Oracle purposes
GLOBAL_NAME The global name for the database

ROLE The name of the role, as defined in the data dictionary
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Table 14-2 Setting Up External Role Syntax Components

Component Definition

Aora Optional character indicating that the user has admin
privileges for this role

Dord Optional character indicating the role is to be enabled by
default at connect time

See Also:  Oracle8i Administrator’s Guide for more information about
external roles

4. Authenticate to DCE a user who is a member of a DCE group by entering the
following commands:

dce_l ogin
kli st
Sample Output:
% dce_l ogi n oracle
Enter Password:
% kl i st
dce identity information:
Warning: ldentity information is not certified

G obal Principal: /.../ilabl/oracle

Cel | : 001c3f 90- 01f 5- 1f 72- ba65- 02608c2c84f 3
/...lilabl

Princi pal : 00000068- 0568- 2f 72- bd00- 02608c2c84f 3 oracl e
G oup: 0000000c- 01f 5- 2f 72- ba01- 02608c2c84f 3 none

Local G oups:
0000000c- 01f 5- 2f 72- ba01- 02608c2c84f 3 none

0000006a- 0204- 2f 72- b901- 02608c2c84f 3
subsys/ dce/ cds- server

00000078- daf 4- 2f e1l- a201- 02608c2c84f 3 ora_dce222 dba
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00000084- 89c8- 2f €8- a201- 02608c2c84f 3 ora_dce222 connect _
d

00000087- 8a13- 2f €8- a201- 02608c2c84f 3 ora_dce222 resource_d
00000080- f 681- 2f e1- a201- 02608c2c84f 3 ora_dce222 rol el _ad

Connect to the database as usual.

The following sample output lists external roles (DBA, CONNECT,
RESOURCE, and ROLE1) that have been mapped to DCE groups:

SQL> SELECT * FROM session_rol es;

SQL> SET RCLE all;
Rol e set.

SQL> SELECT * FROM session_rol es;

DBA
EXP_FULL_DATABASE
| MP_FULL_DATABASE
CONNECT

RESOURCE

ROLE1

6 rows sel ected.
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SQL> EXIT

Task 4: Configure DCE for SYSDBA and SYSOPER Connections to Oracle Databases

To configure DCE so that you can connect to an Oracle database as SYSOPER or
SYSDBA with DCE credentials, do the following:

1.

Create DCE groups that map to Oracle DBA and OPERATOR roles. DCE group
names should adhere to the syntax described by Task 3: Set up DCE Integration
External Roles on page 14-7. Add the externally authenticated user or acl e as a
member of the group(s).

$ dce_login cell _admn cell _adm n_passwor d

$rgy edit

rgy_edi t=> donai n group

Donai n changed to: group

rgy_edit=> add ora_dce222_dba_ad

rgy_edi t=> add ora_dce222_operat or_ad

rgy_edi t=> nenber ora dce222 dba_ad -a oracle
rgy_edi t=> nenber ora_dce222 operator_ad -a oracl e

Add the GLOBAL_NAME parameter to the DCE address or TNS service name
in the local configuration file t nsnanes. or a.

CQRADCE=
( ADDRESS=
(PROTOOL=DCE)
(SERVER PR N PAL=or acl e)
(CALL_NAME=cel | 1)
(SERV CE=dce_svc))
( CONNECT_DATA=
(S D=CRASI D)
(Q.CRAL_NAME=dce222)))

Create the database user or acl e as described by Task 2: Create and Name
Externally-Authenticated Accounts on page 14-5.

Get DCE credentials for the externally authenticated user:

$ dce_l ogi n oracl e oracl e _passvord

$kl i st

DCE I dentity I nformation:
Warning: ldentity information is not certified
Qobal Principal: /.../dce.dl sun685. us. oracl e. conoracl e
Gll: 00af 8052- 7€94- 11d2- h261- 9019b88baa77
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/...ldce.dl sun685. us. ora

cle.com
Princi pal : 0000006d- 88b9- 21d2- 9300- 9019h88baa77 or acl e
G oup: 0000000c- 7e94- 21d2- b201- 9019b88baa77 none
Local G oups:

0000000c- 7€94- 21d2- b201- 9019b88baa77 none

0000006a- 7€94- 21d2- ad01- 9019b88baa77 subsys/ dce/ cds- ser ver
00000076- 8b53- 21d2- 9301- 9019b88baa77 or a_dce222_dba_ad
00000077- 8b53- 21d2- 9301- 9019b88baa77 or a_dce222_operat or _ad

Identity Info Expires: 1999-12-04-10: 28: 22
Account Expires: never
Passwd Expi res: never

Ker ber os Ti cket | nfornation:
Ti cket cache: /opt/dcel ocal / var/security/ creds/ dcecr ed_43ae2600
Defaul t principal: oracl e@ce. dl sun685. us. oracl e. com
Server: krbtgt/dce. dl sun685. us. or acl e. con@lce. dl sun685. us. or acl e. com
val i d 1999- 12- 04-00: 28: 22 to 1999- 12- 04- 10: 28: 22
Server: dce-rgy@ce. dl sun685. us. or acl e. com
valid 1999- 12- 04-00: 28: 22 to 1999- 12- 04- 10: 28: 22
Server: dce-pt gt @ce. dl sun685. us. oracl e. com
val i d 1999- 12- 04-00: 28: 26 to 1999- 12- 04- 02: 28: 26
Qient: dce-ptgt@ece.dl sun685. us. oracl e. com Server:
kr bt gt / dce. dl sun685. us. o
racl e. con@lce. dl sun685. us. or acl e. com
val i d 1999- 12- 04-00: 28: 26 to 1999- 12- 04- 02: 28: 26
Qient: dce-ptgt@ce.dl sun685. us. oracl e. com Server:
dce-r gy@ice. dl sun685. us.
oracl e.com
val i d 1999- 12- 04-00: 28: 27 to 1999- 12- 04- 02: 28: 26

Note: List output shows the DCE group membership of or acl e.

Connect to the Oracle database as SYSBDA or SYSOPER.
For example:
SQ.> connect / @radce as SYSDBA

Configuring Oracle8i for Oracle DCE Integration 14-11



Configuring Oracle 8i and Net8:

Task 5: Configure the Client

To configure a client for DCE Integration, you must configure the following Net8
files with DCE address and parameter information:

= protocol.ora
« sqglnet.ora

Typically, CDS is used for name resolution. Thus, a local naming configuration file
(t nsnanes. or a) is not used, except when loading names and addresses into CDS.

Parameters in protocol.ora

There are four DCE parameters located in the pr ot ocol . or a file. Each parameter
begins with the prefix DCE. to distinguish it from parameters relevant to other
protocols. If default values are used for these four parameters, DCE Integration
does not require a pr ot ocol . or a file. The parameters and their current defaults
follow:

« DCEAUTHENTICATION=dce_secret

« DCE.PROTECTION=pkt_ integ

« DCE.TNS_ADDRESS 0OID=1.3.22.1.5.1

« DCE.LOCAL_CELL_USERNAMES=TRUE

Configuration parameters are not case-sensitive: you can enter them in either
uppercase or lowercase.

DCE.AUTHENTICATION

The DCE.AUTHENTICATION parameter is optional. It indicates the authentication
value to be used for each DCE RPC. The client DCE_ AUTHENTICATION value
must be the same as the server DEC_AUTHENTICATION value. If this entry is not
specified, cell-wide default authentication is used. The options follow:

Option Description

NONE No authentication

DCE_SECRET DCE shared-secret key authentication (Kerberos)
DCE_SECRET Default authentication level and recommended value
DEFAULT Cell default
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DCE.PROTECTION

DCE.PROTECTION is an optional field that specifies the data integrity protection
levels for data transmission. The client DCE_PROTECTION level must be equal to
or greater than the server DCE_PROTECTION level. If this entry is not specified,
cell-wide default protection is used. The options follow:

Option Description

NONE Perform no protection for the current connection

DEFAULT Use the default cell-wide protection level

CONNECT Perform protection only when the client establishes a
relationship with the server

CALL Perform protection only at the beginning of each remote
procedure call when the server receives the request

PKT Ensure that all data received is from the expected client

PKT_INTEG Ensure and verify that none of the data transferred between the
client and server has been modified

PRIVACY Perform protection as specified by all of the previous levels and
also encrypt each RPC argument value and all user data in each
call

DCE.TNS_ADDRESS_OID

DCE.TNS_ADDRESS_OID is an optional parameter that enables you to specify an
alternative to the default value as follows:

DCE. TNS_ADDRESS O D=1. 3. 22. 1. x. x

See Also:  Step 2: Modify the CDS Attributes File and Restart the

CDS on page 14-

15.

DCE.LOCAL_CELL_USERNAMES

DCE.LOCAL_CELL_USERNAMES is an optional parameter that defines the format
used to specify the principal name (username), with or without the cell name. The
choice you make for this parameter should be determined by whether or not users
are making connections across cells—with unique names. The default for

DCE. LOCAL_CELL_USERNANMES is now TRUE (it was set to FALSE in the DCE

Integration 2.1.6 release).
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The associated options follow:

Option

Description

TRUE

The default value. Select TRUE if using just the SERVER _
PRI NCI PAL format, without the CELL_ NAME.

An example of a user specified in this format is as follows:
oracl e

TRUE is an appropriate option if users are making connections
within a single cell, or if naming conventions in the network
assure that users in different cells do not have duplicate names.

FALSE

Select FALSE when using the CELLNAME/ SERVER_PRI NCI PAL
format. An example of a user specified in this format is as
follows:

CELL1/ ORACLE

FALSE is an appropriate option if users are making connections
across cells and there can be users in different cells with
identical name

Task 6: Configure Clients to Use DCE CDS Naming

Clients typically use CDS to resolve Oracle service names to addresses. Perform the
following steps to configure CDS:

0 Step 1: Enable CDS for use in Performing Name Lookup
0 Step 2: Modify the CDS Attributes File and Restart the CDS

O Step 3: Create a tnsnames.ora File for Loading Oracle Connect Descriptors into

CDS

Step 4: Load Oracle Connect Descriptors into CDS

Step 5: Delete or Rename the tnsnames.ora File

Step 6: Modify the sglnet.ora File to Resolve Names in CDS

14-14 Oracle Advanced Security Administrator's Guide




Configuring Oracle 8i and Net8:

Note: Upon completion of this task, you can connect to an Oracle
database in your DCE environment.

Step 1: Enable CDS for use in Performing Name Lookup

To use CDS for name resolution, the DCE Integration CDS Naming Adapter must
be installed on all clients and servers that use CDS. Also, the CDS namespace must
have been configured for use by DCE Integration.

See Also: DCE Integration installation instructions, and Task 3:
Configure DCE CDS for Use by Oracle DCE Integration on
page 13-3.

For example, a service name such as ORADCE and its network address can be stored
in DCE CDS.

Users can typically connect to Oracle services using the familiar Oracle service
name if there are no domains or the database is in the user’s default domain, as in
the following example:

sql pl us / @DRADCE

This example assumes that DCE externally-authenticated accounts are in use.

As an alternative name resolution service, use a local naming configuration file,
t nsnanes. or a, when CDS is inaccessible. To do so, locate names and addresses of
all Oracle servers in the local t nsnanes. or a file.

Step 2: Modify the CDS Attributes File and Restart the CDS

On all DCE machines where CDS naming will be used, add the object ID (OID) for
the CDS attribute TNS_Address to the CDS attributes file. (The object ID must be
the same across all machines.)

1. Add aline in the following format to the / opt / dcel ocal / et ¢/ cds_
attributes file:

1.3.22.1.5.1 TNS_Addr ess char
The first four digits of this TNS_Address attribute value, 1. 3. 22. 1. x. y, are
fixed, under DCE naming conventions. If the default TNS_Address object ID

value 1. 3. 22. 1. 5. 1 already exists in the cds_at t ri but es file, you must
specify a value for the object ID that is not already in use.
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If you are unable to use the default value for the Object ID, you must specify the
object ID in the pr ot ocol . or a file on the client.

If you had to specify a value other than the default value 1. 3. 22. 1. 5. 1, you
must add the following parameter to the pr ot ocol . or a file;

DCE. TNS ADDRESS A D=1.3.22. 1. x.y

Make sure that the object ID value in the cds_attributes file matches the value
specified in the DCE. TNS_ADDRESS O D parameter in the pr ot ocol . or a file.

2. Restart CDS on the system.

The command to restart CDS varies between different operating systems. On
the Solaris platform, for example, you can use the following command to restart
CDs:

/opt/dcelocal/etc/rc.dce restart

Step 3: Create a tnsnames.ora File for Loading Oracle Connect Descriptors into
CDS

To load the Oracle service names and addresses into CDS, create or modify a local
naming configuration file, t nsnanes. or a. This file is used to map service names to
addresses for use by Net8.

This section describes the parameters that must be included in the t nsnanes. ora
file. The file contains a list of Oracle service names mapped to connect descriptors
of destinations or endpoints in the network. The sample DCE address below shows
a network address for an Oracle server with the Oracle service name CRADCE. It is
used to connect to the service registered as DCE_SVC in the CDS directory

/.../cell _nane/subsys/oracl e/ nanes.

CRADCE=( DESCR PTI ON=( ADDRESS=( PROTQ00L=DCE) ( SERVER PR NO PAL=or acl €) ( CELL
NAME=cel | 1) ( SERV CE=DCE_SVC) ) ( GCONNECT _DATA=( S| D=CRASI D)) )

Note: In this example, the Oracle service name and the DCE
service name are different, although they are frequently the same.
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Parameter
Name Type Mandatory ? | Description
PROTOCOL=DCE keyword Yes Appears in the address sections of (i)
value pair |'i stener. or a, alistener configuration
file, and (ii) t nsnanes. or a, alocal
naming configuration file.
SERVER DCE No Appears int nsnanes. or a
PRI NCI PAL Parameter
SERVI CE DCE Yes The value given for the DCE parameter
Parameter (SERVI CE=dce_service_name) must be the
sameinli stener.ora and
t nsnanes. ora
SID Oracle Yes Identifies the Oracle system ID; each SID
Parameter value must be unique on a node. This
parameter is used locally only, and is not
used in DCE CDS.

See Also:  Net8 Administrator’s Guide, for information on
t nsnanes. or a, the local naming configuration file.

Step 4: Load Oracle Connect Descriptors into CDS

A separate utility called t nnf g is provided with Oracle DCE Integration to load
connect descriptors into CDS. If you configure a new service name and address in
t nsnanes. or a, t nnf g adds the new service name and address to CDS. If you
change the address for a particular service name, t nnf g updates the address for a
particular service name.

To load the Oracle service names or aliases from t nsnanes. or a into CDS, enter
the following at the system prompt:

%dce_| ogi n cell _adnin
%tnnfg dcel oad full _pat hnane_t o_t nsnanes. ora
% Enter Password: (password will not display)

Be sure to enter the full pathname of the t nsnanes. or a file, and ensure that the
sql net . or afile exists in the same directory as the t nsnanes. or afile.

Step 5: Delete or Rename the tnsnames.ora File

You can keep t nsnanes. or a available as a backup in case CDS becomes
unavailable. To assure that CDS is routinely searched instead of t nsnanes. or a,
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configure the NAVES. DI RECTORY_PATH parameter in a profile (sql net . or a), as
described by Step 6: Modify the sqglnet.ora File to Resolve Names in CDS (the next
section).

Step 6: Modify the sqlnet.ora File to Resolve Names in CDS

The parameters required in a profile (sqgl net . or a) depend upon the version of
SQL*Net or Net8 you are using.

For a client or server to use DCE CDS Naming, the administrator must do the
following:

1. Ensure that the CDS Naming Adapter has been installed on that node.
2. Add the following parameter to the sqgl net . or a file:

NAMES. D RECTCRY_PATH=(dce, tnshames, onanes)

The first name resolution service listed as a value for this parameter is used. If it
is unavailable for any reason, the next name resolution service is used, and so
forth.
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Connecting to an Oracle Database in DCE

This chapter describes how to connect to an Oracle database after having installed

Oracle DCE Integration and having configured both DCE and Oracle to use Oracle
DCE Integration.

This chapter contains the following sections:

O Starting the Listener

O Connecting to an Oracle Database Server in the DCE Environment
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Starting the Listener
To start the listener, do the following:
1. Enter the following commands:
%dce_| ogi n princi pal _nane password
%I snrctl start |istener_nane
For example, if the listener name is LSNR_DCE in the | i st ener . or a file, enter
the following:

%dce_| ogi n oracl e orapwd
%Il snrctl start LS\R DCE

2. Verify that the server has registered its binding handler with rpcd:
%r pccp show nappi ng
Look for the line that includes the dce_ser vi ce_nane that is part of the
listener address.

3. Verify that the service has been created by searching for the dce_servi ce_
narre as follows:

% cdscp show obj ect "/.:/subsys/oracl e/ servi ce_regi stry/ dce_servi ce_nane"

For example:

The following command shows you the mapping in the CDS namespace that
the listener has chosen for the endpoint:

% cdscp show obj ect "/.:/subsys/oracl e/ servi ce_registry/ dce_svc"

SHOV
CBIECT /...l subsys/ oracl e/ service_regi stry/ dce_svc
AT 1999-05- 15- 17: 10: 52
RPC d assVersi on = 0100

DS _CTS = 1999- 05- 16- 00: 05: 01. 221106100/ aa- 00- 04- 00- 3e- 8¢
S _UTS = 1999- 05- 16- 00: 05: 01. 443343100/ aa- 00- 04- 00- 3e- 8¢
(s d ass = RPC Server
s dassVersion = 1.0
S Towers =
Tower = ncacn_i p_tcp: 144. 25. 23. 57[ ]
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Connecting to an Oracle Database Server in the DCE Environment

Method 1

Method 2

Connect to an Oracle server in the DCE environment using one of the following
methods:

0 Method 1
0 Method 2

After externally-identified accounts have been set up, you can take advantage of
DCE authentication to log into Oracle without providing any user name/password
information. To use this single sign-on capability, just log in to DCE using a
command like the following:

%dce_| ogi n princi pal _nane password

For example:

%dce_| ogi n oracl e orapwd

Note: You only need to enter the dce_| ogi n command once. If
you are already logged into DCE, you do not need to log in again.

You can now connect to an Oracle server without using a user name or password.
Enter a command like the following:

% sql pl us / @et _service_name

where net_service_name is the database service name.
For example:

% sql pl us / @RADCE

From a client, you can still connect with a user name/password:

%sql pl us user nane/ passwor d@et _ser vi ce_nane

where net_service_name is the Net8 net service name.

For example:
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%sql pl us scott/tiger @RADCE
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DCE and Non-DCE Interoperability

This chapter describes how clients outside DCE can connect to Oracle servers in
DCE, and how t nsnanes. or a, a local naming configuration file, can be used for
name lookup when CDS is accessible.

This chapter contains the following sections:
O Connecting Clients Outside DCE to Oracle Servers in DCE
O Sample Parameter Files

O Using tnsnames.ora for Name Lookup When CDS Is Inaccessible
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Connecting Clients Outside DCE to Oracle Servers in DCE

Clients without access to DCE and CDS can still connect to Oracle servers in DCE
using TCP/IP or some other protocol if a listener is configured to do this. If a
listener has been configured in the | i st ener . or a file on the server, non-DCE clients
can use normal Oracle8i and Net8 procedures to connect to an Oracle server in
DCE.

Note: In this case, DCE security would not be available to clients.
Also, service names would be located and resolved to network
addresses in at nsnanes. or a file on the client, not using the CDS
name server.

The following section includes samples of | i st ener . ora and t nsnanes. or a files as
they would be configured if a client from outside of DCE wanted to connect to
Oracle database servers in a DCE environment.

Sample Parameter Files

At least the following two Oracle parameter files are needed for successful
client/server communications; create and modify these files using a text editor:

The parameter files are described in the following sections:
O The listener.ora File

O The tnsnames.ora File

The listener.ora File

The | i st ener. or a file resides on the listener node. It defines listener characteristics
and the addresses at which the listener listens.

In the following example, each element is displayed on a separate line, to show the
file’s structure. This is the recommended format, but you do not have to put each
element on a separate line. Be sure to include all the appropriate parentheses, and to
indent if you must continue an element on the next line.

This example assumes the UNIX operating system and the TCP/IP protocol for one
listener, and the DCE protocol for another listener. A single listener can have
multiple addresses. For example, instead of having two separate listeners for
different database instances on a server node, you could have one listener for both,
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listening on both TCP/IP and on DCE. However, performance is improved with

separate listeners.

LS\R TCP=
(ADDRESS LI ST=

( ADDRESS=
(PROTCOOL=I PO
(KEY=DBL)

)

( ADDRESS=
(PROTQOCL=t cp)
(HOBT=r os€)
(PCRT=1521)

))

SIDLIST LS\R TCP=
(S D DESC=
(S D NAME=CRASI D)
(QRACLE_HOME=/ usr/ j prod/ or acl e8i )
)
LS\R DCE=
( ADDRESS=
( PROTOOOL=DCE)
(SERVER PR N PAL=or acl )
(CELL_NAME=cel | 1)
(SERV CE=dce_svc))
S D LI ST LS\R D=
(S D CESG=
(S| D NAME=CRASI D)
(ORACLE_HOME=/ usr / prod/ or acl €8) )
#For all listeners, the follow ng paraneters |ist sanple
#def aul t val ues.

PASSWIRDS LI STENER=

STARTUP_ WAl T_TI ME_LI STENER=0

GONNECT_TI MEQUT_LI STENER=10

TRACE LEVEL_LI STENER=CFHF

TRACE D RECTCRY_LI STENER=/ usr/ prod/ or acl e8i / net wor k/ t race
TRACE File LI STENER=l i stener.trc

LGG D RECTCRY_LI STENER=/ usr / pr od/ or acl e8i / net wor k/ | og
LGG FI LE LI STENER=I i st ener. | og
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The tnsnames.ora File

This file resides on both the client and the server nodes. It lists the service names
and addresses of all services on the network.

The following sample t nsnanes. or a file maps the service name ORATCP to the
connect descriptor that includes a TCP/IP address and the service name ORADCE to
a connect descriptor that includes a DCE address.

CRATCP = (DESCR PTI ON\=
( ADDRESS=
(PROTGOOL=TCP)
(HCOBT=r 0se)
(PCRT=1521)
)
( CONNECT_DATA=
(S D=DBL)
))
CRADCE=( DESCR PTI ON=
( ADDRESS=
(PROTGOCL=DCE)
(SERVER PR N PAL=or acl e)
(CELL_NAME=cel | 1)
(SERVI CE=dce_svc)

)

( CONNECT_DATA=
(SID=CRASI D)

)

)

A user who wants to access the DB1 database can use ORATCP to identify the
appropriate connect descriptor.

For example:

SQPLUS SQOTT/ Tl GERA@RATCP
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Using tnsnames.ora for Name Lookup When CDS Is Inaccessible

Typically, names are resolved into network addresses by CDS. Although the main
purpose of the t nsnanes. or a file (in the context of native naming adapters) is to
load Oracle service names and network addresses into CDS, it could be used
temporarily as a backup name resolution service if CDS is inaccessible.

SQL*Net Release 2.2 and Earlier

To use the t nsnanes. or a file for name lookup and resolution, remove (or comment
out) the "native name" parameters from the sql net . or a file on the client. To
comment out the lines, add a pound sign (#) at the beginning of each line.

For example:

#nat i ve_nanes. use_nhati ve=true
#nati ve_nanes. di rect ory_pat h=(dce)

SQL*Net Release 2.3 and Net8

You can use t nsnanes. or a for name lookup and resolution when DCE CDS is
unavailable if you have TNSNAMES listed as a value for the NAMES. DI RECTORY _
PATH parameter in the sql net . or a file on the client.

For example:

nanes. di rectory_pat h=(dce, tnsnanes)

This parameter enables you to list more than one names resolution method. The
methods are tried in order. In this example, DCE is attempted first. If it is
unsuccessful, TNSNAMES is tried next.
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Part V

Oracle8/ Enterprise User Security

This part describes Oracle8i directory and security integration functionality, which
enables single sign-on in a client/server environment.

This part contains the following chapters, which describe how to set up enterprise
user security in an Oracle database environment:

0 Chapter 17, Managing Enterprise User Security

O Chapter 18, Using Oracle Wallet Manager

O Chapter 19, Using Oracle Enterprise Login Assistant
O Chapter 20, Using Oracle Enterprise Security Manager






17

Managing Enterprise User Security

Enterprise user security management lets you create and administer large numbers
of users in a secure, LDAP-compliant directory service. This chapter describes the
configuration and setup of enterprise user security management, in the following
sections:

Part I: Overview / Concepts:

O

g
g
g

Overview of Enterprise User Security
Shared Schemas
Current User Database Links

Oracle Enterprise User Security Components

Part II; Procedure

g
g

Installing and Configuring Enterprise User Security

Troubleshooting Enterprise User Login

See Also: Chapter 20, Using Oracle Enterprise Security Manager
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Part I. Overview / Concepts
O Overview of Enterprise User Security
O Shared Schemas
O Current User Database Links
g

Oracle Enterprise User Security Components
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Overview of Enterprise User Security

This section describes fundamental concepts related to enterprise user security
management:

O Introduction to Enterprise User Security

O About Directories

O Elements of Enterprise User Security Management
O

The Enterprise User Security Process

Introduction to Enterprise User Security

Administrators must manage complex user information, keeping it current and
secure. These tasks become all the more challenging with increased use of
technology and a high user turnover in enterprises. For example, in a typical
enterprise, individual users can have multiple accounts on multiple databases. This
can produce too many passwords for users to remember, and too many accounts for
administrators to manage.

There are security problems as well. For example, any time a user leaves a company
or changes jobs, that user’s privileges should be changed the same day in order to
guard against misuse of that user’s accounts and privileges. However, in a large
enterprise, with user accounts and passwords distributed over multiple databases,
an administrator may not be able to make the timely changes required by good
security practices.

Enterprise user security management addresses these user, administrative, and
security challenges by centralizing storage and management of user-related
information in an LDAP-compliant directory service. When an employee changes
jobs in such an environment, the administrator need only modify information in
one location—the directory—to make effective changes in multiple databases and
systems. This centralization lowers administrative costs and improves enterprise
security.

Enterprise user security provides single sign-on to Oracle8i using interoperable
X.509 v3 certificates over Secure Sockets Layer (SSL) v3, and supports the following
LDAP-compliant directory services:

O Oracle Internet Directory Release 2.0.5 or later

0 Microsoft Active Directory
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It also provides a tool, Oracle Enterprise Security Manager, to create user entries in
the directory and manage authorizations for those users.

See Also: Chapter 20, Using Oracle Enterprise Security Manager

About Directories

A directory is an index to information, organized so that you can find it easily. It
lists objects—for example, people, books in a library, merchandise in a department
store—and gives details about each one. Examples of directories include a
telephone book, a library card catalog, and a department store catalog.

In a computerized environment, a directory is a specialized database that stores
collections of information about objects. The information in such a directory might
represent any resources that require management—for example, employee names,
titles, and security credentials, information about e-commerce partners, or about
shared network resources such as conference rooms and printers.

Some of the key concepts for understanding directories include:
O Entries

O Distinguished Names and Directory Information Trees

O Naming Contexts
g

Authorization and Access Control

Entries

In a directory, each collection of information about an object is called an entry. Just
as a telephone directory includes entries for people, an online directory might
include entries for employees, conference rooms, e-commerce partners, or shared
network resources such as printers.

Distinguished Names and Directory Information Trees

Each entry in a directory is uniquely identified by a distinguished name (DN). The
distinguished name tells you where the entry resides in the directory’s hierarchy;,
called a directory information tree (DIT), illustrated by Figure 17-1:
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Figure 17-1 A Directory Information Tree

o=acme

ou=Server Development

cn=Anne Smith

The DIT in Figure 17-1 is structured along geographical and organizational lines.
The branch on the right represents the entry for Anne Smith, who works in the
organizational unit (ou) Server Development, in the country (c) of Great Britain
(uk), in the organization (0) Acme.

The DN for this Anne Smith entry is:

cn=Anne Smth, ou=Server Devel opnent, c=uk, o=acne.

Note that the conventional format of a distinguished name starts with the least
significant component (that naming the entry itself) and proceeds to the most
significant component (that just below the root).

Note: The example in Figure 17-1 uses the following notation to
define distinguished name components:

« 0=organization

= Cc=country

=« Ou=organizational unit

= cn=common name

Naming Contexts

A directory’s information is divided into units called directory naming contexts. A
directory naming context is a subtree that resides entirely on one server. It must be
contiguous, beginning at an entry that serves as the top of the subtree, and
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extending downward to either leaf entries or references to subordinate naming
contexts. It can range in size from a single entry to the entire DIT.

With Oracle8i Release 8.1.7, as described later in this chapter, you choose one or
more naming contexts to contain Oracle enterprise information. These are called
administrative contexts, and within each one, you can create a container to hold
Oracle enterprise information—called an Oracle Context.

Authorization and Access Control

The authorization process ensures that a user has access to only that information
for which that user has privileges. When directory operations are attempted within
a directory session, the directory server ensures that the user has the required
permissions to perform those operations. Otherwise, the operation is disallowed.
Through this mechanism, the directory server protects directory data from
unauthorized operations by directory users. This mechanism is called access
control.

Access control policies are captured in an Access Control List (ACL). An ACL is
associated with each directory object and governs the access policies for that object.

ACLs specify the following:
0 The users who can access objects in the directory
0 The objects each user can access

0 The access rights, or what the user can do with the object—for example, read or
write

Oracle Internet Directory

Combining the flexibility of the Internet’s LDAP standard with the robustness of the
Oracle8i platform, the Oracle Internet Directory provides a scalable, reliable and
secure LDAPv3 directory service for mission critical applications.

Oracle Internet Directory is an LDAP Version 3 service that combines the mission
critical strength of Oracle's database technology with the flexibility and
compatibility of the LDAP directory standard. Oracle Internet Directory is tightly
integrated with the Oracle management environment, making it the enterprise
directory of choice for Oracle using organizations. Its scalability, high availability
and security features make it the ideal customer choice for internet service provider
(ISP) and telecommunications carrier implementations.

The Oracle Internet Directory server is implemented as an application running on
an Oracle8i database. Through its tight integration, Oracle Internet Directory
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effectively leverages the features of the Oracle platform to make it the compelling
choice for mission-critical applications.

Oracle Internet Directory provides comprehensive and flexible support for LDAP
v3 directory access control. This includes entry level, attribute level, and
prescriptive access controls to provide varying levels of security to custom fit
enterprise and service provider needs. An administrator can grant or control access
to a specific directory object or an entire directory subtree. Oracle Internet Directory
implements three levels of user authentication: anonymous, password-based, and
certificate-based, using the Secure Socket Layer (SSL) v3 protocol for authenticated
access and data privacy.

Oracle Internet Directory and Oracle Enterprise Manager both include Oracle
Directory Manager, a graphical directory administrative tool for managing and
administering directory information from anywhere in the distributed environment.
It also manages directory schema, replication agreements, and access control
information. Oracle Directory Manager provides administrative transparency for
Oracle using organizations deploying both Enterprise Manager and Oracle Internet
Directory. Written entirely in Java, Oracle Directory Manager is portable to all
Oracle platforms.

See Also: Oracle Internet Directory Administrator’s Guide

Elements of Enterprise User Security Management

The principal directory entries that relate to enterprise user security management
include the following:

O Enterprise Users

Enterprise Roles and Global Roles
Local Roles and Privileges
Enterprise Domains

Oracle Context

Administrative Context

Administrative Groups

O O o o oo g

Server-Related Objects
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Enterprise Users

An enterprise user is one that is defined and managed in a directory. Each
enterprise user has a unique identity across an enterprise.

Enterprise Roles and Global Roles

Enterprise users can be assigned enterprise roles, which determine their access
privileges on databases. These enterprise roles are also stored and managed in a
directory.

An enterprise role consists of one or more global roles. A global role includes
privileges contained in a database, but the global role is managed in a directory. An
enterprise role is thus a container of global roles. For example, the enterprise role
CLERK could contain the global role HRCLERK with its unique privileges on the
Human Resources database, and the ANALYST role with its unique privileges on the
Payroll database.

An enterprise role can be granted to or revoked from one or more enterprise users.
For example, you could grant the enterprise role CLERK to a number of enterprise
users who hold the same job. This information is protected in the directory, and
only the administrator can manage users and grant and revoke their roles. A user
can be granted local roles and privileges in a database in addition to enterprise
roles.

An enterprise domain subtree includes an enterprise role object that contains
information about global roles for each server and enterprise roles for the domain.
These are created and managed by the Domain Administrator by using Oracle
Enterprise Security Manager.

See Also: Creating an Enterprise Role within an Enterprise
Domain on page 20-17.

Note: The database obtains a user’s global roles when the user
logs in. If you change a user’s global roles, those changes do not
take effect until the next time the user logs in.

Local Roles and Privileges

Local roles are stored in the database, and can be used in combination with
enterprise roles. Local roles and privileges can also be created in the database. They
can be granted directly to a shared schema, or they can be granted to a global
role—that is part of an enterprise role and granted to a user.
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See Also:
« Shared Schema Functionality And SSL on page 17-18.
« Note on page 17-20.

Enterprise Domains

An enterprise domain is a group of databases and enterprise roles. An example of
a domain could be the engineering division in an enterprise or a small enterprise
itself. It is here, at the enterprise domain level, that the Domain Administrator,
using Oracle Enterprise Security Manager, allocates enterprise roles to users and
manages enterprise security. An enterprise domain subtree in a directory is
composed of two objects: enterprise role objects (discussed by Enterprise Roles and
Global Roles on page 17-8), and mapping objects.

Each mapping object contains mapping information between a full or partial DN
and an Oracle database user name. Mapping objects are created by the Domain

Administrator for a particular domain. Mapping objects also reside under server
objects, and are created by the Database Administrator for a particular database.

See Also: Mapping an Enterprise User to a Shared Schema on
page 17-21.

Oracle Context

An Oracle Context (cn=0r acl eCont ext ) is a special entry in the directory that
contains various Oracle entries to support directory naming and enterprise user
security. An Oracle Context contains three administrative groups and a product
subtree, and can also include server and Net8 objects.

The Oracle Context also contains the database security subtree under the
ch=product s and cn=Or acl eDBSecuri ty container objects. This subtree contains
enterprise domains, which are the groups of database servers and enterprise roles.
The Oracle Context subtree is created by Oracle Net8 Configuration Assistant
(Net8CA), and is populated with server entries by Oracle Database Configuration
Assistant (DBCA) during the database install, and by Oracle Enterprise Security
Manager during administration. Databases (and other Oracle LDAP clients) refer to
entries in the context to determine enterprise user authorization at login.

During database installation, a default enterprise domain
(cn=0r acl eDef aul t Domai n) is established. The domain administrator can later add

Managing Enterprise User Security 17-9



Overview of Enterprise User Security

additional enterprise domains (represented in Figure 17-2 as cn=Donwi n1) by using
Oracle Enterprise Security Manager.

Note: Do not remove the default enterprise domain
(cn=OracleDefaultDomain); it is required when using the Oracle
Database Configuration Assistant to register a database.

See Also: Creating an Enterprise Domain on page 20-15.

Administrative Context

The administrative context is the location for an Oracle Context. It can be any
directory entry. During directory access configuration, which is completed with
Oracle Net8 Configuration Assistant during or after installation, you select an
administrative context. An administrative context, an Oracle Context, and its
subtrees are illustrated by Figure 17-2:

Figure 17-2 An Administrative Context

Administrative Context

Oracle Context

©60600

O o=acme @ cn=OracleNetAdmins
@ cn=OracleContext @ cn=OracleDBCreators
@ cn=serverl @ cn=OracleDBSecurity
@ cn=mapping2 m cn=OracleDefaultDomain
@ Net8 objects Q cn=Domainl

e OracleDBSecurityAdmins @ cn=mappingl

© cn=products @ cn=EntRolel
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Note: Do not modify the ACLs for the objects contained in an
Oracle Context; doing so breaks the security configuration for
these objects—and may break enterprise user functionality as

well.

Administrative Groups

The Oracle Context contains three administrative groups, each with its associated
ACL. The user who creates the Oracle Context with Net8CA automatically becomes
the first member of each of these groups. The three administrative groups in an
Oracle Context are described in Table 17-1:

Table 17-1 Administrative Groups in an Oracle Context

Administrative Group

Description

OracleNetAdmins

Members of the OracleNetAdmins group

(cn=Cr acl eNet Admi ns, cn=0r acl eCont ext ) have
creat e, nodi fy, and r ead access to Net8 objects and
attributes. Net8CA establishes these access rights for this
group during Oracle Context creation.

In addition to the Oracle Context creator, other users can be
added to this group by members of the
OracleDBSecurityAdmins group or the OracleNetAdmins

group.

OracleDBCreators

Members of the OracleDBCreators group

(cn=Cr acl eDBCr eat or s, ch=0r acl eCont ext ) are in
charge of creating new databases, and this includes registering
each database in the directory by using the Oracle Database
Configuration Assistant. They have cr eat e and nodi fy
access to database service objects and attributes. They can also
modify the Default Domain.

Net8CA establishes these access rights during Oracle Context
creation.

In addition to the Oracle Context creator, other users can be
added to this group by members of the
OracleDBSecurityAdmins group by using Oracle Enterprise
Security Manager.
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Table 17-1 Administrative Groups in an Oracle Context

Administrative Group Description

OracleDBSecurityAdmins | Members of OracleDBSecurityAdmins

(cn=Cr acl eDBSecuri t yAdm ns, cn=0r acl eCont ext)
have root privileges for the Oracle Context. They have

creat e, nodi fy, and r ead access for enterprise user security.
They have permissions on all of the domains in the enterprise
and are responsible for:

« Administering the OracleDBSecurityAdmins and
OracleDBCreators groups

«  Creating new enterprise domains

«  Moving databases from one domain to another within the
enterprise

Net8CA sets up these access rights during Oracle Context
creation.

In addition to the Oracle Context creator, members of this
group can add other users to this group by using Oracle
Enterprise Security Manager.

You can also have a Domain Administrator responsible for managing a single
domain. This administrator is less privileged than the Database Security
Administrator. Similarly, you can have a Database Administrator responsible for a
single database directory entry.

See Also: Net8 Administrator’s Guide for information about adding
members to the OracleNetAdmins group

Server-Related Objects

In addition to server-related objects, an Oracle Context may also include other types
of objects (Table 17-2):
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Table 17-2 Server-Related Objects in an Oracle Context

Object

Description

Database server object

A database server object (represented as cn=server 1in
Figure 17-2) contains information about a database server. It is
created by the Oracle Database Configuration Assistant during
the database installation (or later, using the DBCA Modify
Database command) and can be added later by members of
the OracleDBCreators group by using Oracle Enterprise
Security Manager. A database server object is the parent of
database level mapping objects that contain mapping
information between full or partial DNs and Oracle shared
schema names. Database level mapping objects are created by
the Database Administrator by using Oracle Enterprise
Security Manager.

Net service name object

Net service name objects can be created during the database
installation by using the Net8 Assistant. They can also be
created later by members of the OracleNetAdmins group.
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Overview of Enterprise User Security Management

Figure 17-3 provides an overview of the Enterprise User Security Management

process:

Figure 17-3 Overview of Enterprise User Security
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The Enterprise User Security Process

Figure 17-4 describes the operation of the Enterprise User Security Management
process, assuming:

O Awallet has been set up and configured for the user.

O The user is authenticated to the database through SSL.

Figure 17-4 How Enterprise User Security Management Works
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1. Anadministrator uses Net8CA to (i) select the administrative context in the
directory, and (ii) and create an Oracle Context.

2. A member of the OracleDBCreators group uses the Oracle Database
Configuration Assistant to register the database with the directory.

3.  Anadministrator uses Oracle Enterprise Security Manager to set up both
enterprise users and enterprise roles in the directory and relevant domains.

4. A user initiates an SSL connection to the database (logs on), and the database
uses SSL to authenticate the user.
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5. The database retrieves the user’s enterprise roles from the directory, and
authorizes any associated global roles applicable to that database.
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Shared Schemas

Overview

The following sections describe shared schema features, and how to set them up:
Overview

Setting Up Shared Schemas

Shared Schema Functionality And SSL

Creating a Shared Schema

Creating an Enterprise User in the Directory

O 0o o o o o

Mapping an Enterprise User to a Shared Schema

Users do not necessarily require individual accounts or schemas set up in a
database they wish to access. Alternatively, they can be granted access to common,
shared schemas (also called user/schema separation) associated with target
applications. For example, suppose that users Tom, Dick, and Harriet require access
to the Payroll application on the Finance database. They do not need to create
unique objects in the database, and therefore do not need their own schemas—they
do need access to the Payroll schema.

Oracle8i Release 8.1.7 supports mapping multiple users stored in an enterprise
directory to shared schema on an individual database. This separation of users from
schemas reduces administration costs by reducing the number of user accounts. It
means that you do not need to create an account for each user—a user schema—in
multiple databases, in addition to creating the user in the directory. Instead, you can
create a user in one location, the enterprise directory, and map the user to a shared
schema that other enterprise users can also be mapped to. For example, if Tom, Dick
and Harriet all access both the Sales and the Finance databases, you do not need to
create an account for each user on each of these databases. Instead, you can create a
single shared schema on each database, such as SALES _APPLI CATI ON and

FI NANCE_APPLI CATI QN, respectively, that all three users can access. A typical
environment might have some 5,000 enterprise users mapped to just one of three or
four shared schemas.

Summary:

0 Shared schemas eliminate the need to have a dedicated database schema on
each database for each enterprise user.
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0 Each enterprise user can be mapped to a shared schema on each database the
user needs to access. The user is granted access to each such shared schema
when the user connects to a database.

O Shared schemas lower the cost of managing users in an enterprise.

Setting Up Shared Schemas

To configure shared schemas, the local Database Administrator must create at least
one database schema in a database. Enterprise users can be mapped to this schema.

In the following example, the administrator creates a shared schema and maps
users to it:

O The administrator creates a global shared schema called EMPLOYEE and the
global role HRMANAGER on the HR database.

0 The administrator uses Oracle Enterprise Security Manager to create and
manage enterprise users and roles in the directory. For example, the
administrator creates enterprise user Harriet and an enterprise role named
MANACGER. The administrator then assigns the global role HRMANAGER to the
enterprise role MANAGER

O The administrator assigns enterprise roles to enterprise users in the directory.
For example, the administrator assigns the enterprise role MANAGER to Harriet.

0 The administrator uses Oracle Enterprise Security Manager to map the user
Harriet in the directory to the shared schema EMPLOYEE on the HR database.

When Harriet connects to the database, she is automatically connected to the
EMPLOYEE schema and is given the global role HRMANAGER. Multiple enterprise
users can be mapped to the same shared schema. For example, the enterprise
security administrator can create another enterprise user Scott and map Scott to the
EMPLOYEE schema. From that point on, both Harriet and Scott automatically use the
EMPLOYEE schema when connecting to the HR database, but each can have
different roles—and can be individually audited.

Shared Schema Functionality And SSL

Shared schema functionality relies on SSL for authentication to the database. SSL
authentication occurs as follows:

O Prior to connecting to a database, an enterprise user opens a wallet by
providing a password to Oracle Wallet Manager or Oracle Enterprise Login
Assistant.
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O When connecting, Oracle Advanced Security performs an SSL handshake with
the database, during which it passes the user’s unique certificate to the server;
this handshake authenticates the user to the server.

O The database extracts the user’s DN from the user’s certificate and looks it up in
the database.

O If the database does not find the DN locally, it looks up the appropriate DN
mapping in the directory. This DN mapping object in the directory associates a
user with a database schema. The database may find:

« Full DN (entry-level) mapping

This method associates the DN of a single directory user with a particular
schema on a database. It results in one mapping entry per user.

When using full DN mapping, each enterprise user can be mapped either to
a unique schema, or to a shared schema.

« Partial DN (subtree-level) mapping

This method lets multiple enterprise users share part of their DN to access
the same shared schema. This method is useful if multiple enterprise users
are already grouped under some common root in the directory tree. The
subtree that these users share can be mapped to a shared schema on a
database. For example, you can map all enterprise users in the subtree for
the engineering division to one shared schema, BUG_APPLI CATI ON, on
the bug database.

« No mapping at all

O If the database does not find either the DN locally or an appropriate DN
mapping object in the directory, it refuses the user’s connection to the database.

If the database does find either the DN locally or the appropriate DN mapping
object in the directory, the database allows the user to log on.

0 The database maps the user to the associated schema.

For example, suppose that Harriet is trying to connect to the HR database, but
the database does not find Harriet’s DN. In this case, the HR database looks up
the Harriet’s DN in the directory. The directory has a mapping of Harriet to the
shared schema EMPLOYEE and returns this schema. The database logs Harriet in
and maps her to the EMPLOYEE schema.

Managing Enterprise User Security 17-19



Shared Schemas

0 The database retrieves this user’s global roles for this database from the
directory.

The database also retrieves from its own tables any local roles and privileges
associated with the database schema to which the user is mapped.

The database uses both the global and the local roles to determine the
information that the user can access.

Note: You can configure the database so that it uses local roles only
and does not look up global roles in the directory. To do this, do not
register the database in the directory with the Oracle Database
Configuration Assistant. If this configuration is set, the database
uses only local roles to determine what the user can access. This lets
customers use SSL for client authentication, without having to
manage user privileges centrally. This configuration does not work
with mapped users and shared schemas—because the mapping
information must be shared in the directory.

See Also:

« Chapter 9, Configuring Secure Socket Layer Authentication, for
information about SSL

« Chapter 18, Using Oracle Wallet Manager, for information
about wallets and Oracle tools for managing them

Continuing this example, assume that the enterprise role MANAGER contains the
global roles ANALYST on the HR database, and CLERK on the Payroll database.
When Harriet, who has the enterprise role MANAGER, connects to the HR database,
she uses the schema EMPLOYEE on that database. Her privileges on that database
are determined by:

0 The global role ANALYST

O Any local roles and privileges associated with the EMPLOYEE schema on the
HR database

When Harriet connects to the Payroll database, her privileges are determined by:
O The global role CLERK

O Any local roles and privileges associated with the EMPLOYEE schema on the
Payroll database
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Creating a Shared Schema
The syntax for creating a shared schema is:

CREATE USER [ shared schena nane] | DENTI FI ED Q.GBALLY AS '’

For example, the administrator for the HR database creates a shared schema for the
user SALES APPLI CATI ONas follows:

CREATE USER sal es_appl i cation | DENTI F ED QLCBALLY AS '’

Note: There is no space between the single quotation marks in the
syntax for creating a shared schema.

Creating an Enterprise User in the Directory

To load entries one at a time, you can use Oracle Enterprise Security Manager. To
load large numbers of entries, use other LDAP processes such as the Oracle Internet
Directory bulk load tool.

See Also:
« Chapter 20, Managing Enterprise User Security.

= Your LDAP directory documentation (such as for Oracle
Internet Directory or Microsoft Active Directory)

Mapping an Enterprise User to a Shared Schema

The mapping between enterprise users and a schema can be done in either the
database or the directory.

The mapping is done in the directory by means of one or more mapping objects. A
mapping object is used to map the Distinguished Name (DN) of a user, contained in
a user’s X.509 certificate, to a database schema that the user will access. You create a
mapping object by using Oracle Enterprise Security Manager. This mapping can be
either of the following:

O AFull DN (entry-level) mapping
O Partial DN (subtree-level) mapping

When determining the schema to which it should connect the user, the database
uses the following precedence rules:

O It first looks for that schema locally.
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O Ifitdoes not find it locally, it searches the directory. Within the directory, it
looks under the server object, first for a full DN mapping, then for a partial DN
mapping.

O Ifitdoes not find a mapping object under the server object, it looks under the
domain object, first for a full DN mapping, then for a partial DN mapping.

O Ifitdoes not find a mapping object in the domain object, the database refuses
the connection.

You can grant privileges to a specified group of users by granting roles and
privileges to a database schema. Every user sharing such a schema gets these local
roles and privileges in addition to personal enterprise roles. However, you should
exercise caution when doing this, because every user who is mapped to this shared
schema can exercise the privileges assigned to it.
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Current User Database Links

Oracle8i supports current user database links, which let you make a procedural
connection to a second database as another user and with that user’s
privileges—though it does not require that the second user's credentials be stored in
the database link definition. Such access is limited to the scope of the database link
procedure.

For example, a current user database link lets Harriet, a user of the Accounts
Payable database, procedurally access the Human Resources database by
connecting as Scott, and using Scott's credentials.

For Harriet to access a current user database link to connect to the schema Scott,
Scott must be a schema created as | DENTI FI ED GLOBALLY in both databases.
Harriet, however, can be a user identified in one of three ways:

0 By apassword
O GLOBALLY
O EXTERNALLY

To create Scott as a global user in both the Accounts Payable and Human Resources
databases, you must enter the following command in each database:

CREATE USER Scott | DENTI FI ED GLOBALLY AS
" CN=Scot t, OESal es, C=US, O=Acne’

Note that the syntax for creating this kind of schema is slightly different from the
syntax for creating a shared schema described in Creating a Shared Schema on
page 17-21. In this case, the schema is Scott’s alone. In order for the current user
database link to work, the schema created for Scott cannot be shared with other
users.

Current user database links operate only between databases within a single
enterprise domain, and only if that domain is trusted. You specify a domain as
trusted by using Oracle Enterprise Security Manager. To specify a database as
untrusted that is part of a trusted enterprise domain, use the PL/SQL package
DBVMS_DI STRI BUTED _TRUST_ADM N. To obtain a list of trusted servers, use the
TRUSTED_SERVERS view.
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See Also:

«  Oracle8i Distributed Database Systems, for additional information
about current user database links

« Oracle8i SQL Reference, for more information about syntax

«  Oracle8i Supplied PL/SQL Packages Reference, for information
about the PL/SQL package DBVS DI STRI BUTED TRUST _
ADM N

«  Oracle8i Reference, for information about the TRUSTED _
SERVERS view
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Oracle Enterprise User Security Components
Oracle enterprise user security functionality uses the following administration tools:
O Oracle Wallet Manager
O Oracle Enterprise Login Assistant

O Oracle Enterprise Security Manager

Oracle Wallet Manager

Oracle Wallet Manager is a standalone Java application that wallet owners and
security administrators use to manage and edit the security credentials in their
Oracle wallets. Wallet Manager tasks include:

O Generating a public/private key pair
Creating a certificate request for submission to a certificate authority (CA)
Installing a certificate for the entity

Configuring trusted certificates for the entity

O O o O

Creating a wallet that can be opened later using the Oracle Enterprise Login
Assistant

0 Opening a wallet to enable access to PKI-based services

See Also: Chapter 18, Using Oracle Wallet Manager, for detailed
information about using this application

Oracle Enterprise Login Assistant

Use Oracle Enterprise Login Assistant to open and close a user wallet in order to
enable or disable secure SSL-based communications for an application. A functional
subset of Oracle Wallet manager, this easy-to-use tool lets users connect to multiple
services with a single sign-on. Oracle Enterprise Login Assistant masks the
complexity of SSL, wallets, enterprise users, and the process of authenticating to
multiple databases. It lets users securely access multiple databases and applications
using a single password, entered only once per session.

See Also: Chapter 19, Using Oracle Enterprise Login Assistant,
for additional information about this tool
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Oracle Enterprise Security Manager

Oracle Enterprise Security Manager is an administration tool that provides a
graphical user interface to help you manage enterprise users, enterprise domains,
databases, and enterprise roles that are stored in a directory server. Use Oracle
Enterprise Security Manager to:

O Administer databases

Administer enterprise domains

Administer enterprise users

Administer database, security, and domain administrators

Manage the administration groups in the Oracle Context

O O o o O

Create new user-schema mappings

See Also: Chapter 20, Using Oracle Enterprise Security Manager,
for detailed instructions about using this application
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Part Il: Procedure
O Installing and Configuring Enterprise User Security

O Troubleshooting Enterprise User Login
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Installing and Configuring Enterprise User Security

This section describes how to set up enterprise user security. The required tasks
follow:

0 Task 1: Install or Identify a Certificate Service
Task 2: Install and Configure a Directory Service
Task 3: Install and Configure the Database

Task 4: Configure the Database for SSL

Task 5: Create and Configure the Wallet

Task 6: Create Global Schemas and Roles

Task 7: Configure Database Clients

Task 8: Configure an Enterprise Domain

Task 9: Configure Enterprise Users

O 0o oo ooogoogod

Task 10: Log In as the Enterprise User

Task 1: Install or Identify a Certificate Service

Oracle Wallet Manager requires you to have a certificate authority (CA) in your
environment. You can use a CA vendor’s certificates, or you can use your own CA
that can process PKCS#10 certificate requests in Base 64 format and return X509v3
certificates—also in Base 64 format.

See Also: Chapter 18, Using Oracle Wallet Manager, for a
description of certificate authorities and Oracle Wallet Manager

Task 2: Install and Configure a Directory Service

Conceptually, there are four major prerequisites for an Oracle RDBMS to
communicate with the directory:

« The Oracle Schema must be installed in the directory, if it is not there already.
This includes all the Oracle-specific objectclasses and attributes, but no specific
objects. Oracle Internet Directory comes with the Oracle Schema pre-installed.

= An Oracle Context must be created in the directory, if one does not already
exist. This is the subtree where all the Oracle-specific objects are stored. Oracle
Internet Directory does NOT currently come with a pre-installed Oracle
Context.
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« There must be a local file (I dap. or a) that tells the RDBMS how to connect to
the directory, including host, port, and directory type— and the location in the
directory of the Oracle Context.

« There must be an entry in the directory representing the database, so it can bind
(log in) to the directory.

Net8CA performs the first three steps (called directory service access configuration),
and the Oracle Database Configuration Assistant (DBCA) performs the fourth. Note
that you must create the Oracle Context once per directory, but you need to create
an | dap. or a file for each ORACLE_HOME used to access the directory. If there is no
context, Net8CA asks if you want to create one; if one already exists, it asks which
one you want to use. If there is no Oracle schema installed in the directory (which is
done automatically for Oracle Internet Directory), Net8CA prompts you to install it.

If you run the recommended custom database install, Net8CA and DBCA
automatically complete the directory-related configuration.

If you install the Oracle8i database using a typical install, Net8CA and DBCA do not
complete the directory-related configuration. In this case, you must run both
Net8CA and DBCA in standalone mode.

To install and configure a directory service:

Step 1: Install an LDAP v3-Compliant Directory Service

Step 2: Set Up the Directory for Two-way SSL Authentication
Step 3: Start the Directory

Step 4: Create Directory Naming Contexts

Step 5: Create Administrative Contexts

Step 6: Create Administrative Users

O 0o o o oo g

Step 7: Create Oracle Contexts

Step 1: Install an LDAP v3-Compliant Directory Service
Oracle8i Release 8.1.7 supports the following:

« Oracle Internet Directory Release 2.0.5 or later

=  Microsoft Active Directory
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Step 2: Set Up the Directory for Two-way SSL Authentication

This requires the creation of an Oracle wallet for the directory. If you are using
Oracle Internet Directory, use Oracle Wallet Manager and Oracle Directory Manager
to create a wallet for the directory and to configure SSL. If you are using Microsoft
Active Directory, see the product-specific documentation for instructions about
enabling two-way SSL authentication.

Step 3: Start the Directory
Step 4: Create Directory Naming Contexts

Step 5: Create Administrative Contexts
Create administrative contexts beneath the directory naming contexts in the DIT.

For example:

If your naming context is dc=my_conpany, dc=com Yyou can enter
dc=us, dc=ny_conpany, dc=comas an administrative context.

Step 6: Create Administrative Users
Create administrative users—especially those authorized to register databases.

Step 7: Create Oracle Contexts
If you are using Oracle Internet Directory, use Net8CA to create Oracle Contexts
(the Oracle schema is installed automatically).

If you are not using Oracle Internet Directory, you can use Net8CA later to install
the Oracle schema and create Oracle Contexts.

See Also:

« Administrative Context on page 17-10

« The chapter about configuring naming methods in Net8
Administrator’s Guide for instructions about installing the Oracle
directory schema into the directory and creating an Oracle
Context

«  Oracle Internet Directory Administrator’s Guide for instructions
about using Oracle Wallet Manager and Oracle Directory
Manager to create a wallet for the directory
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Task 3: Install and Configure the Database
To install and configure one or more databases:

0 Step 1: Install Oracle8i Release 8.1.7 Database Software
0 Step 2: Set Up Directory Access for ORACLE_HOME

0 Step 3: Authorize Users for Administrative Functions
O

Step 4: Use Oracle Database Configuration Assistant to Register the Database in
the Directory

Step 1: Install Oracle8i Release 8.1.7 Database Software

Use the Oracle Universal Installer to install Oracle8i databases. Before installation,
obtain the following from the directory administrator:

« Adirectory login name and password. The login name must belong to someone
in the OracleDBCreators group (See: Note on page 17-34). The user who created
the Oracle Context is automatically a member of this group.

«  Either of the following:

— An administrative context that holds the Oracle Context that serves as the
location in the directory for this database’s future entry

— Anadministrative context in which to create a new Oracle Context
During installation, select Oracle8i Enterprise Edition and the Custom installation
type with Oracle Advanced Security.

See Also: Oracle8i Release 8.1.7 installation documentation for
your platform, for detailed instructions about how to install and
create a database.

Net8CA runs automatically at the end of the Oracle8i installation process; see Step 2
for related instructions.

Step 2: Set Up Directory Access for ORACLE_HOME
To configure directory service access configuration, use Net8CA:

1. Run Net8CA:

« Microsoft NT: Select Start—>Programs—>Oracle -
OraHome81—>Network Administration—>Net8 Configuration
Assistant
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« UNIX: Type net 8ca at the command line.
2. SelectDirectory Service Access Confi guration;choose Next .

3. SelectPerformdirectory access configuration for a server;
choose Next .

4. Inthe Directory Type window, select your Directory Type (Oracle Internet
Directory, for example).

5. Inthe Directory Location window:
« Enter the name of your directory host system in the Hostname field.
« Enter the non-SSL port number in the Port field; the default is 389.
« Enter the SSL port number in the SSL Port field; the default is 636.
» Choose Next .

6. If an Oracle Context already exists in the directory, select it—and proceed to

Step 11.

7. Inthe next window, Net8 Configuration Assistant: Directory Access, No Oracle
Context: choose Yes, | want to create a new Oracl e Context;
choose Next .

8. The next window, Net8 Configuration Assistant: Directory Access, Create
Oracle Context, asks where to create your context, and presents a list of the
known naming contexts in the directory.

Either select an existing nhaming context, or enter the distinguished name (DN)
of a directory entry under which you want to create your new context; choose
Next .

9. Inthe next window, Net8 Configuration Assistant: Directory Access,
Credentials, enter the directory credentials (User DN, Password) of a user
authorized to create objects under the chosen administrative context in the
directory; choose Next .

10. These steps create a complete Oracle Context in the directory, and a local
| dap. or a file that tells the database where to find the context and the
directory, and which port to use. Choose Fi ni sh to exit Net8CA.

11. Verify that an | dap. or a file is located in one of the following directory paths:
« Microsoft NT: X: \ Or acl e\ Or a81\ net wor k\ adni n (Figure 17-5)
«  UNIX: $SORACLE_HQOVE/ net wor k/ admi n
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Figure 17-5 Example: The Idap.ora File (Microsoft NT)

E Idap.ora - Notepad M= 3
File Edit Search Help
it LDAP_ORA Network Configuration File: D:\Dracle\Ora81\networkiadminildap.ora =]

# Generated by Oracle configuration tools.
DEFAULT_ADHIN_CONTEXT = "o=nmt,c=us"
DIRECTORY_SERVERS= (meyoung-lap:389:636) [}S

DIRECTORY_SERVER_TYPE = 0ID

|

12. Use Oracle Directory Manager to verify that there is a new Oracle context
subtree in your directory. In the example (Figure 17-6), it is rooted at
cn=0r acl eCont ext, o=nnt, c=us.

Figure 17-6 Example: Oracle Context Subtree
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See Also: Net8 Administrator’s Guide, for instructions about setting
up directory access for the database (Configuring Naming Methods).
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Step 3: Authorize Users for Administrative Functions

To register your database in the directory (using DBCA), you must provide
directory credentials for either (i) a user in the database Installation Administrator’s
group, or (ii) the directory superuser. If you choose the first approach, you may
need to add appropriate users to that group before running DBCA. Use Oracle
Enterprise Security Manager to put the appropriate directory users into the Database
Installation Admin group—so they can register the database in the directory.

Note: This group is called the Database Installation Admin group
by Oracle Enterprise Security Manager, but the actual group name
in the directory is ORACLEDBCREATORS.

See Also: Chapter 20, Managing Enterprise User Security

To authorize users for administrative functions:
1. Start Oracle Enterprise Security Manager:

« Microsoft NT: Select Start—>Programs—>Oracle -
OraHome81—>Extended Administration—>Enterprise Security
Manager .

«  UNIX: Type oemapp esm at the command line.
2. Logout:

« Microsoft NT: Select Directory—>Logout

« UNIX: Select Directory—>Logout

This step is necessary because Oracle Enterprise Security Manager logs you into the
directory anonymously by default.

3. Log back in. Select Directory—>Login and log in as a directory
administrator, or as a user with permission to modify the context. If it is a new
context, this user is the one who created the context. If it is a pre-existing
context, any user in the database security admin group is acceptable; the
Directory Server Login window appears (Figure 17-7); choose Logi n.
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Figure 17-7 Example: The OID Directory Server Login Window
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Use the User Search Base window to define the entry the directory is to search
under (See: Chapter 20, Managing Enterprise User Security for details).

Using Oracle Enterprise Security Manager, add appropriate users to the

following groups:

« Database Installation Administrators

« Database Security Administrators

Step 4: Use Oracle Database Configuration Assistant to Register the Database in
the Directory
If you performed a typical database installation, start DBCA in standalone mode

1.

as follows:

«  Microsoft NT: Select Start—>Programs—>Oracle -
OraHome81—>Database Administration—>Database

Configuration Assistant

=  UNIX: Enter dbassist

at the command line.

If you performed a custom database installation, Oracle Database Configuration
Assistant asks if you want to register the database in the directory. Choose Yes.
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3. Ifyou are running DBCA in a standalone mode, select Change dat abase
confi gurati on and choose Next .

« Select a database and choose Next (this process typically takes about a
minute to complete).

« Accept the correct server mode and choose Next .

« Selectany option and choose Next ; the final Oracle Database Configuration
Assistant window appears (Figure 17-8):

Figure 17-8 Oracle Database Configuration Assistant Window (Finish)

Wiould you like to register this database with the directory service?

® Yeg, register the database

This will allow client machines to be able to connect to this database
without needing any lacal naming dnsnames.ora) file and will alsa
allow them to use the Enterprise User Security feature that is part of
ASO.

Frovide a user DM {distinguished name) and password for the
directory service in order to register the database service with the
directary service.

UserDN . |en=dbcreator,c=us

Password : |a-a-a-a-a-a—x

" Mo, don't register the database

Cancel )l Help )l % Back [t

« Choose Yes, Regi ster the Database, and enter the directory
credentials for a user in the Database Installation Administrators group.

« Choose Fi ni sh; the Locate Initialization File window appears
(Figure 17-9):
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Figure 17-9 DBCA Locate Initialization File Window

Locate Initialization File

Locate Initialization File

Filename: |D:10racIe‘tadmin‘toe‘tpﬂle‘tinit.ora _I
%]

= Select the appropriate initialization file and choose OK. Oracle Database
Configuration Assistant creates a new database service object underneath
your chosen Oracle Context in the directory. The credentialed user is the
one with the correct access permissions to create the new database entry in
the directory. This user obtained these permissions by being placed into the
Database Installation Administrators group by Oracle Enterprise Security
Manager. When DBCA registers the database in the directory, it also adds
the RDBMS_SERVER DNinitialization parameter to the i ni t . or a file for
the database. This parameter represents the distinguished name (DN) of
the database as registered in the directory.

Notes:

« Do not modify the RDBM5_SERVER DN parameter manually by
editing the i ni t . or a file; this can make the locally stored DN
for the database inconsistent with the actual DN in the
directory. If this happens, change the i ni t . or a parameter to
match the DN for the database in the directory.

« Use your directory administration tool to verify that a database
entry exists under your Oracle context in the directory.

« If you get an error message, use Oracle Enterprise Security
Manager to check that the user you are providing credentials
for is in the Database Installation Administrators group.

Task 4: Configure the Database for SSL
To configure the database for SSL.:

O Step 1: Configure Net8 for Listener and Database SSL Support
0 Step 2: Configure SSL Service Name
0 Step 3: Configure the Listener
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0 Step 4: Review the .ORA Files

Step 1: Configure Net8 for Listener and Database SSL Support

If you are using an LDAP directory service for enterprise security, you can use Net8
directory naming. This lets the client connect to the database using the database
entry registered with the directory by Oracle Database Configuration Assistant. You
can alternatively use one of the other Net8 naming methods, such as local nhaming
(t nsnanes. or a file), to configure a net service name for the database. See the
Oracle Net8 Administrator’s Guide for more information.

Net8 must be configured for SSL on both the listener and the database. The listener
must have a listening endpoint that is configured for the TCP/IP with SSL protocaol,
and the location of the database wallet must be specified. Use Net8 Assistant to do
this (See: Enabling SSL on page 9-10):

1. Run Net8 Assistant:

« Microsoft NT: Select Start—>Programs—>QOracle -
OraHome81—>Network Administration—>Net8 Assistant.

« UNIX: Enter netasst at the command line.
2. Configure Profile:
« Select Profile

= Select Oracle Advanced Security from the drop-down list at the top
of the right window region.

« Choose the SSL tab.
« Choose the Server button.
« Add the database name to the end of the wallet location.

« Select File—>Save the network configuration ; your sqglnet.ora
file is updated.
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Suggested Wallet Locations for a database:

«  Microsoft NT:
C:AWINNT\Profiles\DATABASES\database _name

= UNIX: /etc/ORACLE/WALLETS/DATABASES/database_
name

Step 2: Configure SSL Service Name
To configure the SSL service name:

1.

In the Net8 Assistant Service Naming window, select the Service Naming icon
and choose the Create icon (the big green plus sign at the upper-left side of the
window).

In the Net8 Service Name Wizard window (Welcome), enter your chosen Net
Service Name; this is the name you use to access your database as an enterprise
user. Choose Next .

In the Net8 Net Service Name Wizard window (page 2 of 5: Protocol), select
TCP/ I P wi th SSL; choose Next .

In the Net8 Net Service Name Wizard window (page 3 of 5: Protocol Settings),
enter your database Host Name and Port Number—that you will use for the
SSL connection.

In the Net8 Net Service Name Wizard window (page 4 of 5: Service), enter the
Oracle 8i Service Name; choose Next .

Do not test this connection when asked. It will fail because (i) you have not set
up the listener to listen for SSL connections, and (ii) you have not set up the
database wallet; choose Fi ni sh.

In the Net8 Assistant window, select File—>Save the network
configuration ; your TNSNAMES.ORAile is updated, and can be reviewed
later.

Step 3: Configure the Listener
To configure the listener:

1.

In the Net8 Assistant window, expand Listeners  and select Listener  (in the
expandable tree menu on the left side of the window).
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2. SelectLi steni ng Locations from the drop-down menu at the top right side
of the window.

3. Choose the Add Addr ess button at the bottom right side of the window.

4. Using the Protocol drop-down list, select TCI/IP with SSL; enter your host
name and your chosen SSL port number.

5. Select File—>Save Network Configuration ; your listener.ora file is
updated. Exit Net8 Assistant.

Notes:

« Do not attempt to start the listener—until you have set up a
wallet for SSL connections.

« Do not modify the value of SSL_CLI ENT_AUTHENTI CATI ON
inli stener. ora, which should be FALSE (the listener is not
doing the authentication—the database uses SSL to authenticate the
client).

6. For Microsoft NT only: you must manually edit tnsnames.ora  for the client;
edit SORACLE_HOME/network/admin/tnsnames.ora by adding the
following to your SSL service name:

SECURITY = (AUTHENTICATION_SERVICE = TCPS)

Step 4: Review the .ORA Files
To facilitate review of your .ora files, some Microsoft NT examples follow:

Example: The SQLNET.ORA File

NAMES. DEFAULT_DOVAIN = WRLD
CBS. SORCE W_WALLET =

(SORCE =
(METHD = FILE)
(METHOD DATA =

(D RECTCRY = C\WNNN Prof i | es\ DATABASES) oe)

)
)

SQLNET_AUTHENTI CATI ON_SERVI CES = (TCPS, NTS)
SSL_ QLI ENT_AUTHENTI CATI ON = TRUE

17-40 Oracle Advanced Security Administrator's Guide



Installing and Configuring Enterprise User Security

SSLVERS QN =0

SQLNET. CRYPTO SEED = 4f hf quweot cadsf dsaf j kdsf qp5f 201p45nxskdl f dasf

Note: The wallet location matches the one you entered in Net8
Assistant for the database.

Example: The TNSNAMES.ORA File:

CESSL. WRD =
(DESORPTICN =
(ADDRESS LI ST =
(ADDRESS = (PROTQ0QL = TCPS) (HOBT = host 1) (PCGRT = 5000)
)
(CONNECT_DATE =
(SERVI CE_NAME = oe. wor | d)
)
(SEAR TY = (AUTHENTI CATI ON_SERM CE = TCPY))
CE WRD =
(DESCRPTICN =
(ADDRESS LI ST =
(ADDRESS = (PROTGOCL = TGP) (HOST = host1l) (PORT = 1521)
)
(OONNECT_DATA =
(SERVI CE_NAME = oe. wor | d)
)
)

Example: The LISTENER.ORA File:

GBS SORCE WY_WALLET =
(SORCE =
(METHD = FI LE)
( METHCD _DATA =
(D RECTCRY = C \WNNN Prof i | es\ DATABASES) oe)
)

LI STENER =
(DESCR PTI QN LI ST =
(DESCR PTI ON =
(ADDRESS = (PROTGOL = TGP) (host = HOBTL1) (port = 1521)
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)
(DESCRPTICN =
(ADDRESS = (PROTGOCL = TAPS) (HCBT = host 1) (PCRT = 5000))
)
)
S D LIST LI STENER =
(SDLIST =
(S DDESC =
(ACRAL_DBNAME = oe. worl d)
(CRACLE_ HOME = D\ O acl e\ O a81)
(S D_NAME = oe)
)
)

SSL_CLI ENT_AUTHENTI CATI ON = FALSE

Note: SSL client authentication is FALSE because the listener does
not need to authenticate the client; the database authenticates the
client.

Task 5: Create and Configure the Wallet

To create and configure the wallet:

0 Step 1: Create a Database Wallet

0 Step 2: Open the Wallet

O Step 3: Perform Database Logout for Security
O Step 4: Verify Database Installation

Step 1: Create a Database Wallet
To create a database wallet:

1. Create a directory for the wallet for the location you specified in Step 1 on
page 17-38.

2. Run Oracle Wallet Manager to create a new wallet for the database:
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= Microsoft NT: Select
Start—>Programs—>QOracle-OracleHome81—>Network
Administration—>Wallet Manager

«  UNIX: Enter owmat the command line.

Select Newfrom the wallet menu. Do not create a new default directory when
asked—this is for user wallets. During certificate request creation, type the
distinguished name (DN) of the database exactly:

cn=dat abase_nane, cn=0Cr acl eCont ext, adni ni strati ve_cont ext
It is found in the initialization parameter file, in the parameter
RDBMS_SERVER_DN.

Note: The Distinguished Name is case-sensitive.

For example:

If the global database name chosen during installation is sal es. us. acre. com
and the administrative context selected within Net8CA is

ou=di vi si onl, c=us, o=acne, the complete DN of the database that you enter
into Oracle Wallet Manager is:

cn=sal es, cn=0r acl eCont ext, ou=di vi si onl, c=us, o=acne

Note: cn=0r acl eCont ext must be included in the DN
immediately after the simple database name.

Send the certificate request to your certificate authority (CA).

Get the certificate text for the CA trusted certificate. The CA trusted certificate
is sometimes called a root key certificate.

The certificate text includes the lines BEG N CERTI FI CATE and END
CERTI FI CATE and the text between them.

Import or paste the trusted certificate into the database wallet using the Oracle
Wallet Manager Import Trusted Certificate function.

Get the certificate text for the database certificate. The certificate text includes
the lines BEG N CERTI FI CATE and END CERTI FI CATE and the text between
them.
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8.

Import or paste the database certificate text into the wallet using the Oracle
Wallet Manager Import User Certificate function.

Step 2: Open the Wallet

For users to access the database using two-way SSL authentication, the database
wallet must be open, and the listener must be running. To open the wallet and run
the listener:

1.

Shut down the listener. The listener needs to read the database’s open wallet, so
the database must log on before the listener can be started. Enter the following
at the command line:

« Microsoft NT: I snrctl stop
« UNIX:Isnrctl stop

Note for NT: You can alternatively stop Oracle Listener Services in
the Services Control Panel. See: Notes on page 17-46.

In the Oracle Wallet Manager, select the Autologin check box under the Wallet
menu to enable Autologin and to be able to start the listener on the database.

Save the wallet to the directory you set up when you completed Step 1 on
page 17-38. For verification, check that there isa cwal | et . sso file in the
wallet directory.

Note: End users never have to use Oracle Wallet Manager,
because Oracle Enterprise Login Assistant can be used to enable
and disable autologin.

Change Oracle Services Login (Microsoft NT only). Because the database and
the listener services are running as system (with few privileges in NT), and the
wallets are opened under your user name, the database and the listener are not
able to read the wallet. In order for them to read their wallet, they must be
changed to log on as the user who enabled autologin for the database wallet.

To change the Oracle Services login:

« Shut down the database by opening the Services control panel and selecting
O acl eServi ce <dat abase nanme>; choose the St op button; choose
Yes to confirm.
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« Choose the St ar t up button.
« InthelLog On As region of the Service Window (Figure 17-10):

Figure 17-10 The Oracle Service Window

Service [ %]
Service: OracleServiceOE
— Startup Type
. ok

& Automatic

 Marwal Cancel |

" Disabled Help |
—Log On As:

 System Account
™ Allow Service to Interact with Desktop

& This Account: IMEYDUNG-LAF'\meyoung |_|

Password: I ******

LConfirm I xxxxxx
Password:

Choose Thi s Account and enter <domai n>\ < NT user | ogi n> for the
user who enabled autologin for the database wallet; alternatively, you can
choose the browse button (...) to select from a list; enter your password in the
Passwor d and Confi rm Passwor d fields; choose OK.

« Choose St art to start up the Oracle database.

« Repeat these steps (starting with Choose the Startup Button) for
O acl eOraHome81TNSLi st ener ; do not start the listener service.

« Close the Services window.
5. Restart the listener by entering the following at the command line:
« Microsoft NT: I snrctl start

= UNIX:Isnrctl start
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Notes:

« If the Listener starts correctly, it confirms that it is listening on
TCPS, on the command line.

« If there are errors when you attempt to start the Listener, you
may not have selected Autologin , or the wallet may be in the
wrong location.

= Under Microsoft NT, you can also run the OracleListener
Service under the services control panel to start and stop the
listener—but without the command line response that confirms
listener activity.

The database wallet is now open, and the database is able to participate in
authenticated communications using SSL; the Or acl eTNSLi st ener service is
also started.

See Also: Chapter 18, Using Oracle Wallet Manager, for detailed
instructions about creating a wallet.

Step 3: Perform Database Logout for Security

Important: If the database will be shut down for an extended
period of time, perform a database logout and close the wallet for
security purposes.

To log out of the database:

1. Stop the listener by entering the following at the command line
« Microsoft NT: I snrctl stop
« UNIX:Isnrctl stop

2. Start Oracle Wallet Manager by entering:

«  Microsoft NT: Select
Start—>Programs—>Oracle-OraHome81—>Network
Administration—>Wallet Manager

= UNIX: Enter owmat the command line.
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Clear the Autologin check box.

Save your changes.

Restart the listener by entering the following at the command line:
«  Microsoft NT: | snrctl start

« UNIX:Isnrctl start

Step 4: Verify Database Installation
To verify that the database was successfully installed:

1.

Verify that there isa cwal | et . sso file located in the database wallet directory. If
not, Autologin was not successfully enabled. If this happens, go back to the
Oracle Wallet Manager, open the wallet, select the Autologin check box, and
save the wallet.

Verify that there is an | dap. or a file located in
$ORACLE_HOVE/ net wor k/ adni n

If there is no | dap. or a file, the Net8CA failed. Verify that the ORACLE_HQOVE is
set and TNS_ADM Nis not set. Rerun Net8CA.

Use the directory administration tool to verify that a database entry exists
under the Oracle Context you specified when you ran the Net8CA. If you do
not find the database entry, verify that the directory is running, the Oracle
Context is set up, and the | dap. or a file exists and is correct. Then register the
database again, using DBCA.

Task 6: Create Global Schemas and Roles

Although this step can be completed using Oracle Enterprise Manager, the following
procedures use SQL*Plus directly.

To create global schemas and roles:

0

U
g
g

Step 1: Create a Shared Schema
Step 2: Grant a Create Session Privilege
Step 3: Create Global Roles

Step 4: Associate Privileges
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Step 1: Create a Shared Schema

Using SQL*Plus, create a shared schema (called Guest, for example) for enterprise
users by entering:

CREATE USER guest IDENTIFIED GLOBALLY AS

Note the two single quotation marks with no space between them at the end of the line. If
you enter a specific distinguished name (DN) between the quotation marks, only
that user is able to connect to that schema.

Step 2: Grant a Create Session Privilege

Users connecting to this schema require a CREATE SESSIONprivilege. You can
grant a CREATE SESSIONprivilege either to the guest schema, or to a global role
which you grant to specific users though an enterprise role.

Step 3: Create Global Roles

Create global roles for the database to hold relevant privileges. These roles are
associated with enterprise roles to be created later. Enterprise roles are allocated to
users.

For example:
CREATE ROLE emprole IDENTIFIED GLOBALLY;
CREATE ROLE custrole IDENTIFIED GLOBALLY;

Step 4: Associate Privileges
Associate privileges with the new global roles.

For example:

GRANT select ON products TO custrole, emprole;

Task 7: Configure Database Clients

Once you have installed Oracle8i clients, configure Net8 on the clients by using
Net8 Assistant. You may complete this step during or after installation of Oracle8i
Release 8.1.7.

Because you will be using an LDAP directory service for enterprise security, you
may also want to use Net8 directory naming. Net8 directory naming lets the client
connect to the database using the database entry registered with the directory by
Oracle Database Configuration Assistant. Alternatively, you can use one of the

17-48 Oracle Advanced Security Administrator's Guide



Installing and Configuring Enterprise User Security

other Net8 naming methods, such as local naming (t nsnanes. or a file), to configure
a net service name for the database.

Use SSL to enable clients to connect and authenticate to a database. Use Net8
Assistant to configure SSL on UNIX; configure an SSL net service hame, as
described by Step 2 on page 17-39 and Table 17-2. Do not enter a wallet location
when configuring a client profile. The lack of a specific wallet location indicates that
SSL should find the default wallet for the current OS user. In this way, the

sql net . or a file can be shared by enterprise users, providing easier administration
and deployment. If you use a non-default wallet location, you must create separate
sql net . or a files for each user.

Note: If you do not install clients, and ORACLE_HOME is set to a
database server ORACLE HOVE, you must create at least one new
TNS_ADM Ndirectory with asql net . or a file—with no wallet
location. This ensures that SSL uses the default location of the
wallet for the operating system user.

To Create Wallet Directories for the User Wallets:

Microsoft NT:

c:\winnt\profiles\<user>\ ORACLE\ WALLETS
UNIX:

/ et ¢/ ORACLE/ WALLETS/ <CS user nane>

Note: Wallets for specific users are set up when you create
enterprise users. See Chapter 20, Using Oracle Enterprise Security
Manager, for instructions about creating enterprise users.

See Also:
= Net8 Administrator’s Guide

« Chapter 9, Configuring Secure Socket Layer Authentication, for
information about configuring SSL
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Task 8: Configure an Enterprise Domain

Oracle Enterprise Security Manager is installed automatically as part of the Oracle8i
installation, and can be used to configure an enterprise domain. Note that the
Oracle default domain is created by default when the Oracle Context is created in
the directory, and databases are automatically added as members of that domain
when they are registered by DBCA. Table 17-3 lists the steps required to set up an
enterprise domain, and cross-references related instructions. If you are using the
Oracle default domain, you can skip steps 1 and 4.

Table 17-3 Setting up an Enterprise Domain

Step Related Instructions

1. Create an enterprise domain. Creating an Enterprise Domain on
page 20-15.

2. Make the enterprise domain Creating an Enterprise Domain on

trusted/untrusted. Only a trusted domain | page 20-15
permits current user database links
between member databases.

3. Create enterprise roles in the domain. Creating an Enterprise Role within an
Enterprise Domain on page 20-17

4. Use Oracle Enterprise Security Manager | Adding a Database to an Enterprise
to make the database a member of the Domain on page 20-16
desired enterprise domain.

5. Create global roles on the databases. The |«  Oracle8i SQL Reference
*| e
SQL*Plus command is: « See Also: Step 3: Create Global Roles

CREATE ROLE rol enane | DENTI FI ED on page 17-48

GLOBALLY

6. Assign a global role to each enterprise Creating an Enterprise Role within an
role. Enterprise Domain on page 20-17

Task 9: Configure Enterprise Users
To create a new enterprise user:
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0 Step 1: Add a New Enterprise User to the Directory
O Step 2: Create a User Wallet
O Step 3: Authorize the User

Step 1: Add a New Enterprise User to the Directory

Any directory user can be an enterprise user. You can add users to the directory by
using one of the following tools:

« Oracle Enterprise Security Manager
« The administration tool for your directory service
» Thestandard LDAP command line tools

You may want to populate the directory with users before using Oracle Enterprise
Security Manager.

See Also:

« Administering Enterprise Databases, Domains, and Users on
page 20-28 for instructions about adding new enterprise users
to the directory by using Oracle Enterprise Security Manager

« Documentation for your directory service for information about
using the directory administration tools

Step 2: Create a User Wallet
To create a user wallet, refer to Chapter 18, Using Oracle Wallet Manager.

Note: Store the user wallet in the default user wallet location:

« Microsoft NT: x: \ wi nnt\ profil es\ <os
user >\ ORACLE\ WALLETS

= UNIX:/ et c/ ORACLE/ WALLETS/ <os user >

Step 3: Authorize the User
You can do either or both of the following:

= Local Oracle role authorization:

Use Oracle Enterprise Manager or SQL*Plus to grant local roles and privileges
to the database user or schema; this step is optional.
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Enterprise role authorization:

Use Oracle Enterprise Security Manager to grant enterprise roles to the
enterprise user in the directory.

If you are using a shared schema, use Oracle Enterprise Security Manager to map
the user to a schema. You can choose either of the following mapping options:

Database:

Applies to one database.

Domain:

Applies to all databases in the domain.
For example:

If you are creating a domain mapping from three users to a shared schema
called guest, and you have more than one database in the domain, each database
must have a shared schema (called guest) for the users to connect to. These
three users will not be able to connect to any database in the domain that does
not have a shared schema called guest.

Alternatively, you can create a mapping under a particular database. If you do it
this way, the mapping applies only to that database, and not to all databases in
the domain. If you have mappings in both places, the database mapping takes
precedence.

See Also:

« Task 8: Configure an Enterprise Domain, for information about
setting up an enterprise domain

« Administering Enterprise Users on page 20-24

17-52 Oracle Advanced Security Administrator's Guide



Installing and Configuring Enterprise User Security

Task 10: Log In as the Enterprise User
To log in as the Enterprise User:

O Step 1: Open the User Wallet
O Step 2: Connect to the Database

Step 1: Open the User Wallet

The enterprise user must open the wallet created in Task 9 in order to log in to the
database. Use Oracle Enterprise Login Assistant to open or close the wallet.
Opening a user wallet generates a single sign-on file and allows authentication to
the SSL adapter.

To open a user wallet:
1. Log in to the operating system as the appropriate user.

2. To open the user wallet, run Oracle Enterprise Login Assistant by entering one
of the following commands:

« Microsoft NT: Start—>Programs—>Oracle - OraHome81—>Network
Administration—>Enterprise Login Assistant

«  UNIX: Enter elogin  at the command line

The Oracle Enterprise Login Assistant window appears (Figure 17-11):

Figure 17-11 The Oracle Enterprise Login Assistant Window

1: Oracle Enterprize Login Assistant

ORACLE

agin... Cirl+]
LLogaut Cirlw

Change Fassword... Clil+E

Exit

Autologin not enahled
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3. Avred light indicates that you have not logged into the enterprise; select
AutoLogin—>Login , and enter the wallet password.

4. The green light should now be on; save your changes. Your wallet is open, and
you have authenticated access using the SSL adapter.

5. Set ORACLE_HOME.

If the ORACLE_HOMIE set to a server ORACLE_HOMBou must set the TNS_
ADMINenvironment variable to address the directory where you placed the
sqgl net . or a file—that you created in Task 7: Configure Database Clients on
page 17-48.

If you have a separate client ORACLE_HQOVE, you do not need to set the TNS_
ADM N environment variable.

Step 2: Connect to the Database
Launch SQL*Plus and enter:

sql pl us/ @onnect _i dentifier

where connect _i denti fi er isthe net service name you set up in Task 7:
Configure Database Clients on page 17-48. If you are using Net8 directory naming,
the connect identifier is the simple database name.

The system should respond Connect ed t o: ...; this is the principal confirmation
of a successful connection and setup. If an error message is displayed, see:
Troubleshooting Enterprise User Login on page 17-55.

If you do connect successfully, check that the appropriate global roles were
retrieved from the directory by entering:

select * from session _roles

In the Oracle Enterprise Login Assistant, select Aut ol ogi n > Logout to disable
authentication with the SSL adapter.

See Also: Chapter 19, Using Oracle Enterprise Login Assistant,
for instructions about using Oracle Enterprise Login Assistant.
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Troubleshooting Enterprise User Login

This section describes potential problems and associated corrective actions.

No Global Roles

The following tips help you verify that the user has been allocated the correct global
roles upon database login and, if necessary, help determine the cause of failure:

1.

Check for the existence of global roles. Enter the following, including the
semi-colon (;):

SELECT * FROM session_rol es;

If there are no roles, one of the following applies:

The roles were not allocated to an enterprise role in Oracle Enterprise
Security Manager.

The enterprise role was not assigned to the user in Oracle Enterprise
Security Manager.

The database and Oracle Enterprise Security Manager have different values
for the database domain; shut down and restart the database to update the
database internal value.

Your database does not have proper permissions in the directory to see the
roles. These permissions are created automatically, so it is possible that the
distinguished name (DN) in the database certificate does not match the
distinguished name registered for the database. In this case, the directory
does not recognize the database as the proper entity, and denies access.

Do an LDAP search to display the appropriate roles by entering the
following:

| dapsearch -h <directory hostname> P <SSL directory port
nurmber> -U 3

-W"file:<walletpath>" -P [database wallet password]

-b "[n=oracl eDBSecurity, cn=Products, cn=0racl eContext,
[admin context]"

"obj ect cl ass=or cl DBent er pri sedonai n"
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If you do not see the roles, the database is not in the correct domain—or
there is an incorrect distinguished name (DN) in the database wallet
certificate. If the database appears to be receiving information from the
wrong domain, try restarting the database to update its internal domain
membership information.

TNS Lost Connection

This error may indicate that you attempted to configure a domestic cipher suite.
Run the Net8 Assistant again, and be sure that you choose the Show Domestic
Cipher Suites button.

ORA-1004: Default username feature not supported

This error indicates that the connection was not over SSL. Look at the
t nsnanes. or a file to verify the protocol value of the net service name that you are
using. The value must be TCPS and not TCP.

ORA-1017: Invalid username/password

The distinguished name that the wallet uses to connect does not match the DN in
the CREATE USER statement for any schema in the database, and it does not match
the DN in any relevant mapping.

1.

Check the DN of the user in the mapping created using Oracle Enterprise
Security Manager.

Also check that your directory is actually listening properly for incoming SSL
connections. From a command prompt, enter:

set NLS_LANG=AVERI CAN AMERI CA. UTF8

| dapbi nd -h <directory hostname> -p <directory SSL port
nunber> -U 3 -W"file:[database wallet path]" -P [database
wal | et password]

Bi nd successful should be displayed. If the bind fails, try restarting the SSL
instance of your directory.

Then try the bind again.

If it still doesn’t work, carefully check the wallet location in the configuration
set via Oracle Directory Manager. Make sure that it is set to the proper path
name.
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Microsoft NT Example: Set the wallet location path name to:
file:c:\winnt\profiles\oid

where oid represents your directory mnemonic.

Important: You must get this Idapbind  to work. If it does not
work, do not continue.

3. If the prior steps do not work, circumvent the user-schema mapping step by
altering the user guest to be a non-shared schema. In sqlplus as

4. systenl manager @at abase_nane, enter:
alter user guest identified globally as 'cn=0e20emp,c=us’;

and then try the connect /@connect_identifier again. If this succeeds,
the problem is associated with the mapping of the user to the schema; use
Oracle Enterprise Security Manager to check that mapping in the directory.

Alter this user back to a shared schema by entering:

alter user guest identified globally as ;

ORA-12560: Protocol adapter error

This error usually means that something is wrong with the wallet. Look in the

sqgl net . | og file in the current operating system directory for more information.
Also, on Microsoft NT, this can mean that the Oracle service has stopped; check the
Services control panel.

Decryption of Encrypted Private Key Fails

This error occurs when you attempt to open a wallet that you are not allowed to
open.

For Example:

= You are logged into the system as user-x , but you do not have a local
sqglnet.ora file that identifies
c:\winnt\profiles\user-x\oracle\wallets as your wallet location.
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« SSL uses the sql net . or a file in the default location to find the wallet location,
and then tries to open the database wallet to get your login credentials.

« This attempt fails, because user - x does not have permission to open the
database wallet.

ORA-28030

This is a catch-all Oracle8i error that indicates something unanticipated went wrong
with the RDBMS to LDAP directory query.

Tracing

You can use tracing to help debug. This is appropriate if the Idapbind (See:
ORA-1017: Invalid username/password) fails, indicating that the directory’s SSL
instance is not working properly.

Oracle Internet Directory

If you are using Oracle Internet Directory as your ldap directory, use the following
tracing procedure:

1. Turnon tracing in Oracle Internet Directory.

2. At the command line, stop the SSL Oracle Internet Directory instance, and
restart it with debug flags ON:

oi dctl conn=o0i ddbl server=oi dl dapd i nstance=2 stop
oi dctl conn=o0i ddbl server=oi dl dapd i nstance=2 conf=1
fl ags="debug=65535" start

This starts up the SSL Oracle Internet Directory instance in full debug mode.
Log files will be written to $ORACLE_HOVE\ | dap\ | og. Look at the file with
an 02 and an s in its filename, because it is for the instance 2 server. The log
files without the s are for the monitor process (oi dnon) and the dispatcher.
Look at the end of the log file immediately after you have tried your connect
/ @onnect _identifier.Onethingto look foris the string Di sti ngui shed
Nane to ensure that it matches the DN of your user.

To turn off Oracle Internet Directory tracing, restart via oi dct | without the
f | ags parameter.
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Using Oracle Wallet Manager

Security administrators use Oracle Wallet Manager to manage public-key security
credentials on Oracle clients and servers. The wallets it creates are opened by using
either the Oracle Enterprise Login Assistant or the Oracle Wallet Manager.

This chapter describes the Oracle Wallet Manager, in the following sections:
O Overview
0 Managing Wallets
0 Managing Certificates
See Also: Chapter 19, Using Oracle Enterprise Login Assistant,

for information about how to open and close wallets for secure SSL
communications using Oracle Enterprise Login Assistant
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Overview

Traditional private-key or symmetric-key cryptography requires that entities
desiring to establish secure communications possess a single secret key known only
to them. Harriet and Dick, for example, could agree to shift each letter in their
private messages by two character positions (A becomes C, B becomes E, and so on)
to encrypt the message text. Using this method, a HELLO message from Harriet to
Dick would read JGNNP. The actual encryption methods in current use are much
more complex and significantly more secure, but an underlying problem
remains—sending messages encrypted with a single key requires prior, secure
distribution of the key to each participating party. Otherwise, a malicious third
party might obtain the key, intercept communications, and compromise security.
Public-key cryptography addresses this problem, by providing a secure method for
key distribution.

Public-key cryptography requires a party to possess a public/private key pair. The
private key is kept secret and is known only to that party. The public key, as the
name implies, is freely available. To send a secret message to this party requires that
a third party sender encrypt the message with the public key. Such a message can
only be decrypted by a party holding the associated private key.

For example, when Dick wants to send a secure message to Harriet, he first asks
Harriet for her public key (or obtains it from another, public source). Harriet gives
Dick the public key, but Tom, a malicious eavesdropper, also obtains the public key.
Nevertheless, when Dick sends Harriet a message encrypted with her public key,
Tom cannot decrypt it; the message can only be decrypted with Harriet’s private
key.

Public-key algorithms thus guarantee the secrecy of a message, but they don’t
guarantee secure communications because they don’t verify the identities of the
communicating parties. In order to establish secure communications, it is important
to verify that the public key used to encrypt a message does in fact belong to the
target recipient. Otherwise, a third party can potentially eavesdrop on the
communication and intercept public key requests, substituting its public key for a
legitimate key.

If Tom, for example, is able to substitute his public key for Harriet’s public key and
send it to Dick, Dick might then send a message to Harriet encrypted with Tom’s
public key—believing he was using Harriet’s public key. Tom could then decrypt a
subsequent intercepted message from Dick using his private key, re-encrypt it with
Harriet’s public key and re-transmit it to Harriet. Harriet could then decrypt the
incoming message using her private key, and never know that it had been
intercepted by Tom—the man-in-the-middle.
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In order to avoid such a man-in-the-middle attack, it is necessary to verify the
owner of the public key, a process called authentication. This authentication can be
accomplished through a certificate authority (CA).

A CA is a third party that is trusted by both of the parties attempting secure
communication. The CA issues public key certificates that contain an entity’s name,
public key, and certain other security credentials. Such credentials typically include
the CA name, the CA signature, and the certificate effective dates (From Date, To
Date).

The CA uses its private key to encrypt a message, while the public key is used to
decrypt it, thus verifying that the message was encrypted by the CA. The CA public
key is well known, and does not have to be authenticated each time it is accessed.
Such CA public keys are stored in an Oracle wallet.

Oracle Wallet Manager is a stand-alone Java application that wallet owners use to
manage and edit the security credentials in their Oracle wallets. These tasks include
the following:

O Generating a public/private key pair and creating a certificate request for
submission to a CA.

Installing a certificate for the entity.
Configuring trusted certificates for the entity.

Opening a wallet to enable access to PKI-based services.

O 0o o o

Creating a wallet that can be accessed by using either Oracle Enterprise Login
Assistant or Oracle Wallet Manager.
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Managing Wallets

This section describes how to create a new wallet and perform associated wallet
management tasks, such as generating certificate requests, exporting certificate
requests, and importing certificates into wallets, in the following subsections:

Starting Oracle Wallet Manager

Creating a New Wallet

Opening an Existing Wallet

Closing a Wallet

Saving Changes

Saving the Open Wallet to a New Location
Saving in System Default

Deleting the Wallet

Changing the Password

Using Auto Login

O 0o o ooo0ooogoogoogd

Using Oracle Wallet Manager with Oracle Application Server

Starting Oracle Wallet Manager

To start Oracle Wallet Manager:

O Microsoft NT: Select Start—>Programs—>Oracle-OraHome81—>Network
Administration—>Wallet Manager

O UNIX: Enter owmat the command line.

Creating a New Wallet

18-4

Create a new wallet as follows:

1. Choose Wallet > New  from the menu bar; the New Wallet dialog box
appears.

2. Read the recommended guidelines for creating a password and enter a
password in the Wallet Password field.

Because an Oracle wallet contains a user’s credentials that can be used to
authenticate the user to multiple databases, it is especially important to choose
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a strong password for the wallet. A malicious user who guesses the password to
a user’s wallet can access all the databases that the user can access.

Oracle Corporation recommends that you choose a password that is not too
short, not easily guessed, and is reasonably complex. A reasonably complex
password has at least six characters, and contains at least one symbol or
number—so that it will not be found in a dictionary.

Example: gol 8f er

It is also a prudent security practice for users to change their passwords
periodically, such as once a month, or once a quarter.

3. Re-enter that password in the Confirm Password field.
4. Choose OK to continue.

5. An Alertis displayed, and informs you that a new empty wallet has been
created. It prompts you to decide whether you want to create a certificate
request. See: Creating a Certificate Request on page 18-9.

If you choose Cancel, you are returned to the Oracle Wallet Manager main
window. The new wallet you just created appears in the left window pane. The
certificate has a status of Enpt y, and the wallet displays its default trusted
certificates.

6. Select\Vll et > Save I n System Def aul t to save the new wallet.

If you do not have permission to save the wallet in the system default, you can
save it to another location.

A message at the bottom of the window informs you that the wallet was
successfully saved.

Opening an Existing Wallet

Open a wallet that already exists in the file system directory as follows:

1. Choose Wal | et > QOpen from the menu bar; the Select Directory dialog
box appears.

2. Navigate to the directory location in which the wallet is located, and select
the directory.

3. Choose OK; the Open Wallet dialog box appears.

4. Enter the wallet password in the Wallet Password field.
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5. Choose OK.

6. The message WAl | et opened successful | y appears at the bottom of
the window, and you are returned to the Oracle Wallet Manager main
window. The wallet’s certificate and its trusted certificates are displayed in
the left window pane.

Closing a Wallet

To close an open wallet in the currently selected directory:
« ChooseWal |l et > C ose.

« Themessage Wl | et cl osed successful | y appears at the bottom of the
window, to confirm that the wallet is closed.

Saving Changes
To save your changes to the current open wallet:

« ChooseWal | et > Save.

« A message at the bottom of the window confirms that the wallet changes were
successfully saved to the wallet in the selected directory location.

Saving the Open Wallet to a New Location
Use the Save As option to save the current open wallet to a new directory location:

1. ChooseWal | et > Save As; the select directory dialog box appears.
2. Select a directory location to save the wallet.
3. Choose K.

The following message appears if a wallet already exists in the selected
directory:

A wallet already exists in the selected path. Do you
want to overwite it?.

Choose Yes to overwrite the existing wallet, or No to save the wallet to
another directory.

A message at the bottom of the window confirms that the wallet was
successfully saved to the selected directory location.
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Saving in System Default

Use the Save i n Syst em Def aul t menu option to save the current open wallet
to the system default directory location. This makes the current open wallet the
wallet that is used by SSL:

« ChooseVllet > Save in System Default.

« A message at the bottom of the window confirms that the wallet was
successfully saved in the system default wallet location.

Deleting the Wallet

To delete the current open wallet:

1.
2.

Choose Wl | et > Del et e; the Del et e Wl | et dialog box appears.

Review the displayed wallet location to verify you are deleting the correct
wallet.

Enter the wallet password.

Choose OK; a dialog panel appears to inform you that the wallet was
successfully deleted.

Note: Any open wallet in application memory will remain in
memory until the application exits. Therefore, deleting a wallet that
is currently in use does not immediately affect system operation.

Changing the Password

A password change is effective immediately. The wallet is saved to the currently
selected directory, with the new encrypted password.To change the password for
the current open wallet;

1.

a > DN

Choose Wl | et > Change Password; the Change Wall et
Passwor d dialog box appears.

Enter the existing wallet password.
Enter the new password.

Re-enter the new password.
Choose OK.

Using Oracle Wallet Manager 18-7



Managing Wallets

A message at the bottom of the window confirms that the password was
successfully changed.

Using Auto Login

The Oracle Wallet Manager Auto Login feature opens a copy of the wallet and
enables PKI-based access to secure services—as long as the wallet in the specified
directory remains open in memory.

You must enable Auto Login if you want single sign-on access to multiple Oracle
databases.

Enabling Auto Login
To enable Auto Login:

1. Choose Wl | et from the menu bar.

2. Choose the check box next to the Auto Login menu item; a message at the
bottom of the window displays Aut ol ogi n enabl ed.

Disabling Auto Login
To disable Auto Login:

1. Choose Wl | et from the menu bar.

2. Choose the check box next to the Auto Login menu item; a message at the
bottom of the window displays Aut ol ogi n di sabl ed.

Using Oracle Wallet Manager with Oracle Application Server

When using the Oracle Application Server (OAS), you must install the Oracle Wallet
Manager on a primary node and on each remote node in a multi-node
configuration. After you install the product on each node you must then copy the
wallet from the primary node to each of the remote nodes.
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Managing Certificates

Oracle Wallet Manager uses two kinds of certificates: user certificates and trusted
certificates. This section describes how to manage both certificate types, in the
following subsections:

O Managing User Certificates
0 Managing Trusted Certificates

Note: You must first install a trusted certificate from the certificate
authority before you can install a user certificate issued by that
authority. Several trusted certificates are installed by default when
you create a new wallet.

Managing User Certificates
Managing user certificates involves the following tasks:

O Creating a Certificate Request

0 Exporting a User Certificate Request

O Importing the User Certificate into the Wallet
O

Removing a User Certificate from a Wallet

Creating a Certificate Request

The actual certificate request becomes part of the wallet. You can reuse any
certificate request to obtain a new certificate. However, you cannot edit an existing
certificate request; store only a correctly filled out certificate request in a wallet.

To create a PKCS #10 certificate request:

1. Choose Operations > Create Certificate Request;theCreate
Certificate Request dialog box appears.

2. Enter the following information (Table 18-1):

Table 18-1 Certificate Request: Fields and Descriptions

Field Name Description

Common Name Mandatory. Enter the name of the user’s or service’s identity.
Enter a user’s name in first name /last name format.
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Table 18-1 Certificate Request: Fields and Descriptions

Field Name

Description

Organizational Unit

Optional. Enter the name of the identity’s organizational unit.
Example: Finance.

Organization

Optional.Enter the name of the identity’s organization.
Example: XYZ Corp.

Locality/City

Optional. Enter the name of the locality or city in which the
identity resides.

State/Province

Optional. Enter the full name of the state or province in which
the identity resides.

Enter the full state name, because some certificate authorities do
not accept two-letter abbreviations.

Country Mandatory. Choose the drop-down list to view a list of country
abbreviations. Select the country in which the organization is
located.

Key Size Mandatory. Choose the drop-down box to view a list of key
sizes to use when creating the public/private key pair.

Advanced Optional. Choose Advanced to view the Advanced Certificate

Request dialog panel. Use this field to edit or customize the
identity’s distinguished name (DN). For example, you can edit
the full state name and locality.

3. Choose OK. An Oracle Wallet Manager dialog box informs you that a
certificate request was successfully created. You can either copy the
certificate request text from the body of this dialog panel and paste it into
an e-mail message to send to a certificate authority, or you can export the
certificate request to a file.

4. Choose OK. You are returned to the Oracle Wallet Manager main window;
the status of the certificate is changed to Request ed.
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Exporting a User Certificate Request

Save the certificate request in a file system directory when you elect to export a
certificate request:

1.

Choose Operati ons > Export Certificate Request fromthe
menu bar; the Export Certificate Request dialog box appears.

Enter the file system directory in which you want o save your certificate
request, or navigate to the directory structure under Folders.

Enter a file name to save your certificate request, in the Enter File Name
field.

Choose OK. A message at the bottom of the window confirms that the
certificate request was successfully exported to the file. You are returned to
the Oracle Wallet Manager main window.

Importing the User Certificate into the Wallet

You will receive an e-mail notification from the certificate authority informing you
that your certificate request has been fulfilled. Import the certificate into a wallet in
either of two ways: copy and paste the certificate from the e-mail you receive from
the certificate authority, or import the user certificate from afile.

Pasting the Certificate

To paste the certificate:

1.

Copy the certificate text from the e-mail message or file you receive from
the certificate authority. Include the lines Begi n Certifi cate and End
Certificate.

Choose Operati ons > I nport User Certificate fromthe menu
bar; the Import Certificate dialog box appears.

Choose the Past e the Certi fi cat e button, and choose OK; an Import
Certificate dialog box appears with the following message:

Pl ease provide a base64 fornat certificate and paste it
bel ow.

Paste the certificate into the dialog box, and choose OK. A message at the
bottom of the window confirms that the certificate was successfully
installed. You are returned to the Oracle Wallet Manager main panel, and
the wallet status changes to Ready.
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Selecting a File that Contains the Certificate

To select the file:

1.

Choose Operations > Inport User Certificate fromthe menu
bar.

Choose the Sel ect a file... certificate button, and choose OK; the
Import Certificate dialog box appears.

Enter the path or folder name of the certificate location.
Select the name of the certificate file (for example, cert . t xt).

Choose OK. A message at the bottom of the window appears, to inform you
that the certificate was successfully installed. You are returned to the Oracle
Wallet Manager main panel, and the wallet status is changes to Ready.

Removing a User Certificate from a Wallet

1.

Choose Oper ati ons > Renmove User Certifi cate;adialog panel
appears and prompts you to verify that you want to remove the user
certificate from the wallet.

Choose Yes; you are returned to the Oracle Wallet Manager main panel,
and the certificate displays a status of Request ed.

Managing Trusted Certificates
Managing trusted certificates includes the following tasks:

O O o o O

Importing a Trusted Certificate

Removing a Trusted Certificate

Exporting a Trusted Certificate

Exporting All Trusted Certificates

Exporting a Wallet

Importing a Trusted Certificate

You can import a trusted certificate into a wallet in either of two ways: paste the
trusted certificate from an e-mail that you receive from the certificate authority, or
import the trusted certificate from afile.

Oracle Wallet Manager automatically installs trusted certificates from \VeriSign,
RSA, and GTE CyberTrust when you create a new wallet.
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Pasting the Trusted Certificate To paste the trusted certificate:

1.

Choose Operations > Inport Trusted Certificate fromthe
menu bar; the Import Trusted Certificate dialog panel appears.

Choose the Past e the Certi fi cat e button, and choose OK. An Import
Trusted Certificate dialog panel appears with the following message:

Pl ease provide a base64 fornat certificate and paste it
bel ow.

Copy the trusted certificate from the body of the e-mail message you
received that contained the user certificate. Include the lines Begi n
Certificateand End Certificate.

Paste the certificate into the window, and Choose OK. A message at the
bottom of the window informs you that the trusted certificate was
successfully installed.

Choose OK; you are returned to the Oracle Wallet Manager main panel, and
the trusted certificate appears at the bottom of the Trusted Certificates tree.

Selecting a File that Contains the Trusted Certificate

To select the file:

1.

Choose Operati ons > Inport Trusted Certificate fromthe
menu bar. The Import Trusted Certificate dialog panel appears.

Enter the path or folder name of the trusted certificate location.
Select the name of the trusted certificate file (for example, cert. txt).

Choose OK. A message at the bottom of the window informs you that the
trusted certificate was successfully imported into the wallet.

Choose OK to exit the dialog panel; you are returned to the Oracle Wallet
Manager main panel, and the trusted certificate appears at the bottom of
the Trusted Certificates tree.

Removing a Trusted Certificate
To remove a trusted certificate from a wallet:

1.
2.

Select the trusted certificate listed in the Trusted Certificates tree.

Choose Oper ati ons > Renmove Trusted Certificate fromthe
menu bar.
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A dialog panel warns you that your user certificate will no longer be
verifiable by its recipients if you remove the trusted certificate that was
used to sign it.

3. Choose Yes; the selected trusted certificate is removed from the Trusted
Certificates tree.

Note: A certificate that is signed by a trusted certificate is no
longer verifiable when you remove it from your wallet.

Also, you cannot remove a trusted certificate if it has been used to
sign a user certificate that is still present in the wallet. To remove
such a trusted certificate, you must first remove the certificates
that it has signed.

Exporting a Trusted Certificate
To export a trusted certificate to another file system location:

1. Select Operations > Export Trusted Certifi cate;the Export
Trusted Certificate dialog box appears.

2. Select afile system directory to save your trusted certificate, or choose
Br owse to display the directory structure.

3. Enter a file name to save your trusted certificate.

4. Choose OK; you are returned to the Oracle Wallet Manager main window.

Exporting All Trusted Certificates
To export all of your trusted certificates to another file system location:

1. Choose Operations > Export Al Trusted Certificates.The
Export Trusted Certificate dialog box appears.

2. Select the file system directory to save your trusted certificates, or choose
Br owse to display the directory structure.

3. Enter a file name to save your trusted certificates.

4. Choose OK; you are returned to the Oracle Wallet Manager main window.
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Exporting a Wallet

You can export a wallet to text-based PKI formats. Individual components are
formatted according to the following standards (Table 18-2):

Table 18-2 PKI Wallet Encoding Standards

Component

Encoding Standard

Certificate chains

X509v3

Trusted certificates

X509v3

Private keys

PKCS5
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Using Oracle Enterprise Login Assistant

Use the Oracle Enterprise Login Assistant to open and close existing wallets, and to
enable or disable secure SSL-based communications.

This chapter describes Oracle Enterprise Login Assistant, in the following sections:

O

O O o O

About Oracle Enterprise Login Assistant
Starting Oracle Enterprise Login Assistant
Enabling Automatic Login

Disabling Automatic Login

Changing a Wallet Password

See Also: Chapter 18, Using Oracle Wallet Manager, for
information about managing wallets with Oracle Wallet Manager.
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About Oracle Enterprise Login Assistant

Oracle Enterprise Login Assistant (ELA) simplifies the use of wallets and certificates
created by Oracle Wallet Manager. This login tool provides easy access to existing
wallets and certificates, while masking their underlying complexity. Once users
securely open their wallets using ELA, they can connect to multiple databases using
SSL, without providing additional passwords. This provides strong authentication
as well as single sign-on (SSO) capability.

Starting Oracle Enterprise Login Assistant

Refer to your platform-specific documentation for instructions about how to start
Oracle Enterprise Login Assistant.

Enabling Automatic Login

The ELA Automatic Login feature enables applications running on a server or a
client to revalidate themselves to the other end of the connection without user
intervention. Users can thus obtain SSO capability, using the credentials contained
in their wallets to authenticate multiple applications using SSL.

To enable secure SSL-based communications using the default wallet:

1. Choose Aut oLogi n > Logi n from the menu bar; the login dialog box
appears.

2. Enter the wallet password.
3. Choose K.

4. ELA creates an obfuscated copy of the wallet on the file system, and you are
returned to the ELA window. An Aut ol ogi n enabl ed message confirms
successful connection.

Disabling Automatic Login

19-2

Use the ELA to disable single sign-on communications from server side applications
to the client. To log out:

1. Choose Aut oLogi n > Logout from the menu bar; a dialog box displays
the following warning:

If you |l og out, your applications will no | onger use the
security credentials of your wallet.
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2. Choose Yes to continue; you are returned to the ELA window. The message
Aut ol ogi n not enabl ed appears at the bottom of the window.

Changing a Wallet Password

Change a wallet password according to company policy, or whenever a password
has been compromised. This procedure changes the password only for the wallet
that is stored in the default wallet location. It will not change the password for the
current open wallet used for SSO communication.

To change a wallet password:

1. Choose Aut oLogi n > Change Passwor d from the menu bar; the
Change Password dialog box appears.

2. Enter the existing password in the Old Password field.

3. Read the text that describes how to create more secure passwords, and enter
the new password in the New password field.

4. Enter the new password again in the Confirm password field.

5. Choose OK to continue; a dialog box displays the message Passwor d
changed successful ly.

6. Choose OK to exit this dialog box.
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Using Oracle Enterprise Security Manager

This chapter describes how to use Oracle Enterprise Security Manager to administer
database security in an enterprise domain of Oracle8i databases. It contains the
following sections:

O

O O o O

Introduction

Installing and Configuring Oracle Enterprise Security Manager
Navigating Oracle Enterprise Security Manager

Administering Enterprise Databases, Domains, and Users

Managing Security Administrators
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Introduction

Oracle Enterprise Security Manager is an administration tool that provides a
graphical user interface to manage enterprise users, enterprise domains, databases,
and enterprise roles that are held in a directory server.

Installing and Configuring Oracle Enterprise Security Manager

The following tasks describe how to use Oracle Enterprise Security Manager to
install Oracle Management Server and Oracle Enterprise Manager:

0 Task 1: Install Oracle Enterprise Security Manager

0 Task 2: Configure Oracle Enterprise Security Manager
0 Task 3: Start Oracle Enterprise Security Manager

0 Task 4: Log Into the Directory

Task 1: Install Oracle Enterprise Security Manager

Oracle Enterprise Security manager is automatically installed when you install
Oracle Enterprise Manager. See the platform-specific installation documentation for
Oracle Enterprise Manager.

Task 2: Configure Oracle Enterprise Security Manager

Oracle Enterprise Security Manager must be able to connect to databases published
in the directory. For each database there should be a TNS alias that matches the
global name of the database and its common name in the directory.

Use the Net8 Configuration Assistant to create a t nsnanes. or a file in ORACLE _
HOVE/ net wor k/ admi n, and create service names for the databases to be managed.
This is not necessary if all databases to be managed are set up to listen for incoming
TCP connections on port 1521 (part of the default setup) and their global database
names are exactly hostname.domain.

Use the Net8 Configuration Assistant to set up directory access. This creates an
| dap. or a file on ORACLE_HOVE/ net wor k/ admi n.

Task 3: Start Oracle Enterprise Security Manager

To start Oracle Enterprise Security Manager, enter the following at the command
line:
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oemapp esm

If the | dap. or a file is not configured, you receive the following alert:

»( Enterprise Security Manager =] E3

Failed ta connect ta a Directory Server. Check
& that yenr Directory Server has been starred and

that yenr NetS LDAP.ORA has been properly

confignred. Addidenal Infermaton: 101

If this happens, exit Oracle Enterprise Security Manager and run Net8
Configuration Assistant to set up directory access, then restart Oracle Enterprise
Security Manager. Alternatively, you can:

« Manually connect to the directory server as described in Task 4 on page 20-5.
«  Configure the administrative context.

If the | dap. or a file is properly configured, Oracle Enterprise Security Manager
starts and automatically connects to the directory server.

=« Windows NT: If you are using Microsoft Active Directory, Oracle Enterprise
Security Manager logs in to the directory using native authentication.

« UNIX: Oracle Enterprise Security Manager attempts to connect to the directory
server by using SSL. If this fails, it attempts to connect by using anonymous
authentication.
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On startup, Oracle Enterprise Security Manager displays the following window:

¥ Enterprise Security Manager [_ O[]
File Edit Directory Object Help
A
E Databases Direcrory
%Emerpﬁse Demains  Directory Login Derails

Enterprise Users / Groups (cu=Ame
User: Ancnymans lagin

Wallet Location:
Wallet Passward:
Server: o

Part: Q000

- Administrative Comtext

lcu:Americas,o =0racle,c=us

Brawse Direcrory..

If the result of automatic login is not acceptable, log out and log back in again with
a specific user name;

1. From the menu bar, choose Di rect ory > Logout.

2. From the menu bar, choose Di rect ory > Logi n. This displays the Directory
Server Login dialog box.

3. Proceed to Task 4 for instructions about filling in the fields in this dialog box.
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Task 4: Log Into the Directory
To log into the directory:

1. From the Oracle Enterprise Security Manager menu bar, choose Di rectory >
Logi n.

2. Select the authentication type from Table 20-1:

Table 20-1 Authentication Types

Authentication Type Description

Password Authentication | Uses simple authentication requiring a user distinguished
name (DN) and password.

SSL Client Authentication | Uses two-way SSL authentication in which both client and
server use Oracle wallets containing digital certificates.

Native Authentication Windows NT or Windows 2000 only. Relies on the operating
system to determine how you log in.

The Directory Server Login window appears:

» Directory Server Login E
Directory Login Details

Anthentication Type

| Password Authentication - |

User: |crc1ad.rnin

Passward: |*******

Wallet Locatom: | /ete/ ORACLE/ggilchriwaller

Brenwse.,

Wallet Passward: |

Server: |yaw

Port: |9000

3. Ifyou are using SSL, enter the wallet location and the wallet password.
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4. Enter the server and port number; if you are using SSL, you must enter the
directory’s SSL port number.

5. Choose OK.
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Navigating Oracle Enterprise Security Manager
This section describes some basic features of Oracle Enterprise Security Manager, in
the following sections:

0 Changing a Search Base
O Browsing the Directory

Changing a Search Base
By default, when Oracle Enterprise Security Manager performs a search, it uses as
its search base the administrative context you have already set. To use a search base
other than the configured administrative context, do the following:

1. Onthe menu bar, choose Edi t > Pr ef er ences; the Edit LDAP Preferences
window appears:

» Edit LDAP Preferences E

LDAP Search

Cpdans
Mazdmum entries: |100
Maximum search time (secs): |30

User Search Filter:
| (| (objectClass=persomn) (abjectClass=grenpOfMNames) (objectCla:

Eeset

Enterprise User Base

|au=Americas,c=Orac1e,c =us

Browse Directory..

2. Inthe Enterprise Users Base field, enter a distinguished name (DN) as the base
of the search.
You can also choose Br owse Di r ect ory to navigate to a directory object to
use as the base of the search.

3. Choose Accept .
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Browsing the Directory

A Browse Directory button appears frequently as you use Oracle Enterprise
Security Manager. Whenever you click a Browse Directory button, Oracle
Enterprise Security Manager displays a dialog box that allows you to focus your
search by specifying a naming context and directory search criteria. In each context,
you use this dialog box in the same way.

For example:

To change the administrative context to c=acne, c=us:

1.

Navigate to the Oracle Enterprise Security Manager initial screen (Task 3), and
choose Browse Di r ect ory; the corresponding dialog box appears.

In the Naming Context field, enter c=us.

In the Directory Search Attributes field, in the Searchable Attribute Value
column, in the object class row, enter or gani zat i on. The entries for
organizations in the U.S. appear in the Directory Search Results: Directory Entry
field.

In the Directory Search Results: Directory Entry field, select a directory entry to
use as the new administrative context, and choose OK. This returns you to the
Oracle Enterprise Security Manager initial screen. The administrative context
you specified appears in the Administrative Context field.

Use the same steps when browsing for directory objects in other contexts (for
example, when using the Edit LDAP Preferences dialog box to change the base of a
search).
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Administering Enterprise Databases, Domains, and Users

The following instructions assume you are running Oracle Enterprise Manager and have
invoked the Oracle Enterprise Security Manager.

Managing enterprise users involves working in the three top level nodes in the

Oracle Enterprise Security Manager navigator window. These three nodes are
discussed in the following sections:

O Administering Databases
O Administering Enterprise Domains

O Administering Enterprise Users

“ Enterprise Security Manager M=l E3
File Edit Direstory Ohject Help
SFAdministradve Context
Darabases Directory

- Directory Login Details

User: [crl =arcladmin

Enterprise Domains Wallet Lacatian:
3> .. CracleDefanltDomain Waller Passwords
G- restDom 1
-8 South Park . Server:

Enrerprise Users / Groups (ou=Amercas.o=
HE ashwin :
—Q Bad iy @ - Administratve Context
—Qbozc
—Q chan
—Q daniel Browse Directory..
—Q fred
HE& gronp1
HE& group2
—Q naresh

Port:

|cu =Americas,a=Cracle,c=us

Directory Login Suc
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Administering Databases
This section describes how to manage user/schema separation for a database.

See Also:

« Shared Schemas on page 17-17, for a conceptual overview of
this feature

« Managing Database Administrators on page 20-31

To map an enterprise user to a database schema:

1. Inthe navigator pane of the Enterprise Security Manager window, expand
Admi ni strative Context > Database.

2. Select a server to support user/schema separation; the corresponding tab pages
appear in the right pane of the window.

> Enterprise Security Manager

File Edit Dir bject Help

SFAdministradve Context
S0 Darabases Database Schema Mapping

4t

- Schema Assi 3
Directory Entry |Schema |Entry ‘Subtree ‘

8 | | =

.. OracleDefaultDomain
& restDom 1
& South Park
& Anerim
e | Enrerprise Users / Groups (de=com)

Directary Login Sue

3. Inthe Database Schema Mapping tab page, in the Schema Assignments
window, in the Directory Entry column, enter either the full or partial DN of an
entry to map to a shared schema. You can also choose the Browse Directory

button to navigate to that DN.
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In the same row, in the Schema column, enter the name of an existing schema
for that database.

If this is a full DN, choose the check box in the Entry column; if this is a partial
DN, choose the check box in the Subtree column.

*( Enterprise Security Manager

File Edit Directory Object Help

ZFAdministrative Context
0 Darabases Database Schema Mapping

~ Bchema Ass c]

Directory Entry Entry ‘ Subtree
% a=cracle,c=us r [
% [ "4

Browse Directory..

Choose Appl y; the database object is updated in the directory, and an empty
row is added in the Schema Assignments window. This lets you add future
additional mappings.
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Administering Enterprise Domains

There is initially one enterprise domain listed under the Enterprise Domains node
in the Oracle Enterprise Security Manager navigator: Oracle Default Domain. Each
enterprise domain you define in the LDAP directory is added under the Enterprise
Domains node. The following sections describe how to administer enterprise
domains:

O

O o o o o O

Managing User/Schema Separation

Creating an Enterprise Domain

Adding a Database to an Enterprise Domain

Creating an Enterprise Role within an Enterprise Domain
Assigning Enterprise Users to an Enterprise Role
Removing a Database from an Enterprise Domain

Deleting an Enterprise Domain

Managing User/Schema Separation

Administering Databases on page 20-10 discussed how to manage user/schema
separation for an individual database. This section describes how to manage
user/schema separation for all the databases in a given domain.

To map an enterprise user to a database schema:

1.

In the navigator pane of the Enterprise Security Manager window, expand
Admi ni strative Context > Enterprise Domains.
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Select an enterprise domain to support user/schema separation; the
corresponding tab pages appear in the right pane of the window.

¥ Enterprise Security Manager [_ O[]
File Edit Directory Object Help

GFAdministrative Context

é}D Databases
@

] serverl

- Bchema Assl 5

Directary Entry ‘ Schema | Entry | Subtree |
* servers & ‘ ‘ | - ‘
“H ) Enterprise Domains

E)‘@ OracleDefaultDomain
i testDom 1

@i Somth Park
beageem

GH O Enterprise Users / Groups (e=us)
HER ashowini

HE& Bad Kity

Aﬁ Billy Bragg
Aﬁbozo

Aﬁ chem

HE& daniel

Aﬁ fred

o Browse Diesory.
graup2
ﬁnaras}\

Choose the Database Schema Mapping tab.

In the Schema Assignments window, in the Directory Entry column, enter either
a full or partial DN to map to a shared schema. You can also choose the Br owse
Di r ect or y button to navigate to the DN.

In the same row, in the Schema column, enter the name of an existing schema
supported by all the databases in the domain.
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6. Ifthisisafull DN, choose the check box in the Entry column; if this is a partial
DN, choose the check box in the Subtree column.

Enterprise Security Manager
File Edit Directory

ZFAdministrative Context

é}D Databases

 Schema Assi
Directory Entry Entry ‘Subtree ‘

@ a=farmers,c=ig [ [
& r I

GHO Enterprise Users / Groups (e=us)
& ashwini

& Bad Kitty

4@ Billy Bragg

ﬁbozo

4@ chon

& daniel

4@ fred

g graupl Browse Directary..
gronp?
4@ naresh

7. Choose Appl y; the database object is updated in the directory, and an empty
row is added in the Schema Assignments window. This lets you add future
additional mappings.
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Creating an Enterprise Domain

An enterprise domain contains databases and enterprise roles. You can create a
new enterprise domain by naming it, and defining where it is to be located in the
directory.

To create an enterprise domain:

1. Choose Obj ect > Creat e on the menu bar; the Create Directory Object
window appears:

[x]

*» Cieate Directory Dbject

Directary Object

Directory Object Entry

Type ‘ Enterprise Demain v|

Name |antrim

Base

|<xu=Americas,c=Oracle,<:=us

Brawse Directory..
Create || Gancel Help

2. Inthe Type menu, choose Enterprise Domain.

3. Inthe Name field, enter the name of the new enterprise domain.

4. Inthe Base field, Oracle Enterprise Security Manager displays the name of the
administrative context. To use a different administrative context, you can
change the values in this field. However, be careful to enter the name of a valid
administrative context—one that contains and Oracle Context.

5. Choose Cr eat e.The new enterprise domain appears at the bottom of the
Enterprise Domains node.
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6. Inthe navigator pane of the Enterprise Security Manager window, select the
name of the new enterprise domain you created; the corresponding group of tab
pages appear in the right pane of the window.

*( Enterprise Security Manage
File Edit Directory Object Help
ZFAdministrative Context
éDD abases Databases

4
& Current User Database Links
[;.ll dlatabases trusted [
- Available
- Enterprise Demains Databass | Enterprise Domain ‘
G5 OracleDefaultDomain serverl & Unassigned
; : server? @ Unassigned
3 serverd & Sourh Park

e Users / Groups (on=Americas, .
| astowint & -
HE& Bad Kiny
—&bozc - Belected
_& chon Database
H& danial
—% fred
& zronp1
HE& zronp2

S

1

7. You can optionally choose the All Databases trusted check box; this lets
databases within the enterprise domain have current user database links
between them.

Note: Individual Database Administrators still have the
capability to configure their databases to not trust other databases.

You have now created an enterprise domain and can proceed to add databases to it.

Adding a Database to an Enterprise Domain

Upon database installation, you directed Oracle Database Configuration Assistant
to publish the database in the directory. Once you have created an enterprise
domain, you can view a list of all databases registered in the directory, select a
database from that list, and assign it to the enterprise domain you created.
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A database should exist in only one enterprise domain at a time. Therefore, you
should assign a database to an enterprise domain only if the database has a value of
unassigned on the Databases Property page.

To assign a database to an enterprise domain:

1. Inthe navigator pane of the Enterprise Security Manager window, expand
Admi ni strative Context > Enterprise Dommins.

2. Inthe navigator pane of the window, select an enterprise domain to add a
database to.

3. Inthe right pane of the window, in the Available region, select a database name.
4. Choose the down arrow to move the selected database to the Selected list.

5. Choose Appl y.

See Also: Step 4: Use Oracle Database Configuration Assistant to
Register the Database in the Directory on page 17-35.

Creating an Enterprise Role within an Enterprise Domain

Once you have created an enterprise domain and added a database to it, you can
create an enterprise role within it.

An enterprise role is a set of global roles that operate on multiple databases within
an enterprise domain. An enterprise role is assigned to one or more enterprise
users. The Enterprise Database Administrator uses these enterprise roles to assign
sets of global roles on multiple databases to a selected user.

You cannot create two enterprise roles with the same name within a single
enterprise domain. However, you can create enterprise roles with the same name in
separate enterprise domains. Enterprise roles with the same name that exist in
separate enterprise domains have no implied relationship.

Note: The database obtains a user’s global roles when the user
logs in. If you change a user’s global roles, those changes do not
take effect until the next time the user logs in.
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To create an enterprise role in an enterprise domain;

1. Inthe navigator pane of the Enterprise Security Manager window, expand
Admi ni strative Context > Enterprise Donmi ns and select the
enterprise domain name; the corresponding group of tab pages appear in the
right pane of the window.

2. On the menu bar, choose Cbj ect > Cr eat e; the Create Directory Objects
dialog window appears:

» Create Directory Object
Directory Chject

Directory Chject Entry

Type | Enterprise Raole - |

Name |HURLERS

Base

|cn =Antrm,cn=0racleDBSecurity,cn=Praducts,cn =0racleCon)

Brewwse DiTectary..

3. From the Type menu, select Enterprise Role.

4. In the Name field, enter the name of the new enterprise role.

Note that the directory base chosen for the new enterprise role derives from the
currently selected enterprise domain; you cannot edit this value.

5. Choose Cr eat e.

6. Inthe navigator pane of the window, expand Ent er pri se Domai ns >
enterprise_domai n_name > Enterprise Roles.
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8.

In the navigator pane, in the Enterprise Domains subtree, select the name of the

enterprise role you just created; the corresponding group of tab pages appear in
the right pane of the window.

¥ Enterprise Security Manager
File
GFAdministrative Context
é—D Databases Enterprise Users / Groups
serverl -~ User Search Base
senver?
=
serverd Browse Directary..
cH ) Enterprise Demains

&8 OracleDefaultDomain . -~ Awvailable

|0u =fmercas,a=C0Oracle.c=ns

User Name | Disdnguished Name |
% ashwini en=ashwini,cn=0racleCo...
@ Bad Kitty ~ en=Bad Kitty su=America...

ﬁ boza en=baza,on=Americas,o.
& chan

en=chan en=0racleCont__

User Name | Distinguished Name

~ Selected

Choose the Global Roles tab.
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9. Select a database; the Database Login window appears:

Enterprise Security Manager
Fils Edir Ditectory Chjsct Help
S-Administrative Context
5] Databases Glebal Boles
E@ serverl Selecred Database(s)

) server2
3 servers & server2
50 Enterprise Demains & serverl

- OracleDefaultDemain Database Login [x]

Username

Passward

o5~ HURLERS]
&0 Enterprise Users / Group it serverd

L8 Bad Kirty
5 Enerprise Users / Gronps (on—Americ Cancel | Help
T

- Selecred Global Relers)

Rl Darabase
[g ROLEL & SERVERS
[y ROLEZ & SERVERS

Teared 1y

ifStart| DJEx. | FHAd. | SREx. | @BCo. | @Bcr. | @dTel. | Signtem| Jobor [[sE.. F3Net.| Eva. | Elva. | fbw.. | BEPai. (DR 11:428M
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10. Supply the correct information about the selected database; choose OK. The
selected database roles appear in the Available Global Role(s) region of the
window:

*( Enterprise Security Manager
File Edit
ZFAdministrative Context

Databases Glebal Roles

En[erpnse Demains - Selected Database(s)

% server2
% sarverl

éa Emerpnse Rales - Available Glabal Rols(s)

¥ U RLERS] i@ ROLEL

g ROLE2
lg) ROLEZ

= nerma

Enterprise Users / qups (on=Amerj -

- Belected Glcbal Raole(s)
Rale Databasa

Directory Lagin §

If no database service has been configured:

« Inthe Global Roles tab page, right-click the database name in the Selected
Databases field.

« Choose Reconnect.

« Specify a new service name.

Note: Although Oracle Enterprise Security Manager provides this
database configuration convenience, be sure to properly configure
the Oracle Enterprise Security Manager Net8 client environment to
support connectivity to databases as they are named in the
directory server.

11. In the Available Global Role(s) field, select an available role.
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12. Click the down arrow to move the role into the Selected Global Role(s) region of
the window.

13. Repeat steps 9 through 12 for each database to select roles from.
14. Choose Appl .

You have created an enterprise role within an enterprise domain of databases, and
can assign this enterprise role to any enterprise user.

Assigning Enterprise Users to an Enterprise Role
To assign an enterprise user to an enterprise role:

1. Inthe navigator pane of the Enterprise Security Manager window, expand
Admini strative Context > Enterprise Domains > enterprise_
domai n_name > Enterprise Roles.

2. Inthe navigator pane of the window, select the enterprise role; the
corresponding group of tab pages appears in the right pane.

3. Inthe right pane of the window, select the Enterprise/Users Groups tab.

4. Inthe Available region, select enterprise users to assign to the role.
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Choose the down arrow; the enterprise users appear in the Selected window.
¥ Enterprise Security Manager [_TO] %]

File Edit Directory Object Help

GFAdministrative Context

Enterprise Users / Groups

 User Search Base

Databases

Enterprise Domains

|cu=Amaricas,o =0racle,c=ns

Brawse Directory.

-~ Available
User Name
é boza
& chon cn=chon,cn=0racle.. |
& daniel

| Distinguished Name

cn=boza,mu=Amerc..

s R

Enterprise Users / Groups (su=Ameri ¢
HE ashwini ‘
| Pad Fitty & trea

en=daniel en=Cracl...
en=fred,;u=Amer¢.
fe R

PR R S

Aﬁbozo

Aﬁ chem
HE daniel
Aﬁ fred
Aﬁ greupl

- Belected
User Name

G

| Distinguished Name

& ashwini

en=ashwini,cn=_ra..

Aﬁ group2
Aﬁ naresh
ﬁ nina

& Bad Kitty en=Bad Kity,ou=t..

Choose Appl y; the enterprise users appear under the Enterprise Role node in
the navigator pane of the window.

Removing a Database from an Enterprise Domain

1.

In the navigator pane of the Enterprise Security Manager window, expand
Admi ni strative Context > Enterprise Donmins.

In the navigator pane of the window, select the name of an enterprise domain to
remove a database from.

In the Databases tab page, in the Selected window, select a database to remove
from the enterprise domain.

Choose the up button to move the database from the Selected window to the
Available window.

Choose Appl y.
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Deleting an Enterprise Domain

To delete an enterprise domain, you must first delete all of its enterprise roles.
Otherwise, an error message appears.

To delete an Enterprise Domain;

1. Inthe navigator pane of the Enterprise Security Manager window, expand
Admi ni strative Contexts > Enterprise Donains.

2. Inthe navigator pane of the window, select the name of an enterprise domain to
delete.

3. Choose the Del et e Obj ect button to the left of the navigator pane; a window
asks you to confirm the deletion.

4. Choose Yes; the selected enterprise domain is removed from the enterprise
domains tree.

Administering Enterprise Users
This section describes:

« Creating a New Enterprise User
« Granting an Enterprise Role to an Enterprise User

« Deleting an Enterprise User

Creating a New Enterprise User

Oracle Enterprise Security Manager lets you create new enterprise users if the users
do not already exist in the directory server:

1. From the menu bar, choose Gbj ect > Cr eat e; the Create Directory Object
window appears.

2. From the Type menu, choose Enterprise User.
3. Inthe Name field, enter the name of the new enterprise user.

4. Inthe Base field, accept the default, or enter a new search base as described in
Browsing the Directory on page 20-8.

5. Choose Cr eat e. The enterprise user you created appears in the navigator pane
of the window, under the Enterprise Users/Groups node. When you select the
new enterprise user, the corresponding tab page appears in the right pane of the
window.
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Note: Inthe preceding procedure, the directory user entry that
Oracle Enterprise Security Manager creates is associated with only
the t op and per son object classes. To associate that user entry
with other object classes, you must do so in a separate procedure.

Granting an Enterprise Role to an Enterprise User

Once you have created an enterprise user, you can assign enterprise roles to that
user.

You can grant multiple enterprise roles to enterprise users, and these roles can exist
in different enterprise domains. You can grant these roles in two ways:

« Assign enterprise users to each enterprise role, as described in Assigning
Enterprise Users to an Enterprise Role on page 20-22.

« Grant one or more enterprise roles to each enterprise user, as described in this
section.

When a database needs to authorize access to a global user, it searches the directory
for the enterprise role(s) within its enterprise domain that are granted to that user.
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To grant an enterprise role to an enterprise user:

1. Inthe navigator pane of the Enterprise Security Manager window, expand
Admi ni strative Context > Enterprise Users.

¥ Enterprise Security Manager [_ O[]
File Edit Directory Object Help
GFAdministrative Context
Databases Enterprise Bales
lig Enterprise Domains -~ Awvailable Enterprise Rale(s)
OracleDefaultDomain Enterprise Role Enterprise Domain
ﬁ:egnm1 &y phil OracleDefmltDa...

é—DEm:erprise Roles 8 erralel testDeml
i i erralel &y errole?_chen teatDem1

-y errale2 chon

< South Park
é—D Enterprise Rales
Antrim

CH O Enterprise Users / Groups (ou
HE ashwini ; E] E]

© | Selected Enterprise Rolets)

ﬁb Enterprise Eole | Enrerprise Damain
HE chen &y HURLERS Antrim

HE daniel
Aﬁ fred
Aﬁ greupl
ﬁ graup?
ﬁ naresh
e
.

Object Temeved

2. Select the name of an enterprise user; the corresponding group of tab pages
appears in the right pane of the window.

3. Inthe Available Enterprise Role(s) window, select an enterprise role to grant to
the enterprise user.

4. Choose the down arrow; the selected role is moved from the Available Role(s)
list to the Selected Role(s) list.

5. Choose Appl y.
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Deleting an Enterprise User
You can delete an enterprise user only if that user has no enterprise roles. To delete

an enterprise user:

1. Expand Admi ni strative Context > Enterprise Users/ G oups.

> Enterprise Security Manager
Fils Edit Directory Object Halp
S-Administrative Context
-] Databases
{3 serverl
E@ server2
) servers
5] Enterprise Domains

28 OracleDefaultDomain

-89 HURLERS

-0 Enterprise Users / Granps
L8 Bad Kirty

- Enterprise Users / Groups (cu=America

¥ Enterprise Security Manager

AN

(3]

Enterprise Foles

fwailable Enterprise Rale(s)
Enterprise Role
gy pil

Y errolel
W~

Enterprise Domain

OracleDefault Demain
testDeml]
testDeml]

Are you sure you want to delete this Cbject from
the Directory ?

shwini

igiStart| DJEx.. | FEAd. | SREx. | @BCo. | @Bch. | @ldTel. | Sugntem| fosor (e FONet| BRva. | Blva. | fw. | Aodcr

oo

Enterprise Domain

Selected Enterprise Rolers)
Enterpriss Rals

&% HURLERS

Antrim

(TR 1236

2. Select an enterprise user to delete.

3. On the menu bar, choose Cbj ect > Del et e; an alert asks you to confirm the

deletion.

4. Choose Yes; the enterprise user is deleted from the tree in the navigator pane of

the window.
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Managing Security Administrators

Use Oracle Enterprise Security Manager to define administrators, as described in
the following sections:

O

g
U
U

Managing Database Security Administrators
Managing Database Installation Administrators
Managing Database Administrators

Managing Enterprise Domain Administrators

See Also: Oracle Context on page 17-9.

Managing Database Security Administrators

To manage Database Security Administrators, you must be a member of the
Database Security Administrators group.

To define a user as a Database Security Administrator:

1.

In the navigator pane of the Enterprise Security Manager window, select

Administrative Contexts.
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2. Inthe right pane of the window, select the Database Security Administrators
tab; enterprise user names appear in the Available field.

*»( Enterprise Security Manager

Database Security Admi...
- User Search Base

|c=us

serverd "
- Erenwse Directory..

=HJ Enterprise Demains
= - Available

User Name | Distinguished Name

i OracleDefanlt Domain
 testDom1
-5 Santh Park

@ ashwini en=ashwini,cn=CracleContext cu=A...
ﬁ Bad Kiry en=Bad Kiry,cn=Americas,o=Cracl.,

-5 Antrim F
4 Billy Bragg en=EBilly Brag 5

ZH) Enterprise Users / Groups (e=1s) . -
P B P . .% baza cn=bozaon=~Amercas,a=0raclec=...
—Q ashwrini c -

& Bad Ki _
—QB;@ B:'taygg ﬂ E

—chzc - Belected
—Qc‘non User Name | Disinguished Name

HE& daniel &2 groupl en=greupl, cu=Americas,o=oracle, ..
‘ﬁf}'id Q naresh cn=naresh,cu=Americas,a=Cracle c...

4@ gronpl
4@ gronp2
4@ naresh

s

3. Select an enterprise user to define as an administrator.
4. Choose the down arrow to move the user to the Selected window.

5. Choose Appl y.
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Managing Database Installation Administrators

To manage Database Installation Administrators, you must be a member of the
Database Security Administrators group.

To define a user as a Database Installation Administrator:

1.

In the navigator pane of the Enterprise Security Manager window, select
Administrative Contexts.

In the right pane of the window, select the Database Installation Administrators
tab; enterprise user names appear in the Available field.

Select an enterprise user to define as an administrator.
Choose the down arrow to move the user to the Selected window.

Choose Appl y.
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Managing Database Administrators

To manage database administrators, you must be either a member of the Database
Security Administrators group or a Database Administrator for this particular
database.

1. Inthe navigator pane of the Enterprise Security Manager window, expand
Adni ni strative Context > Database.

¥ Enterprise Security Manager [_[&]x]
Fils Edit Directory Object Halp
S-Administrative Context

-] Databases

E@ - User Search Base

) server2 |on=Americas,o=Oracle,c=us

B semvers Browse Directory..
50 Enterprise Domains
b8 OracleDefaul Domain - fwalable
User Name | Distinguished Name |

B Sonth Park & ashwini en=ashwini en=OracleContest,on = Americas,a=0...
A

& Bad Finy en=Bad Kitty,cu=Americas,o=Oracle,c=us

| Enterprise Users ¢ Gronps (sn—Americas s—Oracle,c—ne) & chon en=chon,en=0racleContest,on =Americas,a=COra..
& daniel en=daniel,cn=CracleContext,on =Americas,a=0r...
& groupt en=greupl, on=Americas,a=cracle, c=US

& group2 en=greup2,ou=Americas,o=oracle,c=US

& naresh en=naresh cu=Americas,o=0Oracle,c=US

& nina cn=ninacu=Americas,a=Oracle c=US

-~ Belected

“User Name | Distinguished Name
& boza en=bazac=Americas,o=0racle,c=US

Directory Login Successful

2. Select a database to assign administrators to; the corresponding group of tab
pages appears in the right pane of the window.

3. Select the Database Administrators tab; the Available window displays user
names of enterprise users available in the current user search base.

4. Select an enterprise user to define as an administrator.
5. Choose the down arrow to move the user to the Selected window.
6. Choose Appl y.
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Managing Enterprise Domain Administrators

To manage Enterprise Domain Administrators, you must be either a member of the
Database Security Administrators group or a domain administrator for this
particular domain.

1. Inthe navigator pane of the Enterprise Security Manager window, expand
Admi ni strative Context > Enterprise Donmins.

¥ Enterprise Security Manager HE R
File Edit Directory Object Help
S-Administrative Context
-] Databases
E@ serverl ~ User Search Base

) server2 |om—Americas,a—Cracls,c—us

) servers EBrowse Directory.
) Enterprise Demains

& OracleDefultDomain - Available
User Name | Distinguished Name:

testDem|

Sonth Patk & ashwini en=ashwin,en=COracleContext,on =Americas,a=C..
& Bad Finy en=Bad Kitty,on=Americas,o=Oracle,c=us
en=bozo,cu=Americas,o=Cracle,c=US

5 Enterprise Users / Gronps (on—Americas,a—Oracle,c=ns) & pozo
& chon en=chon,en=COracleContest,on=Americas,o=0rz...
& daniel en=daniel,en=0CracleContext,ou=Americas,a=0r...
& groupl en=greupl, ou=Americas,o=oracle, c=Ug
& group2 en=greup2,cu=Americas,o=oracle,c=US
& naresh en=naresh,cu=Americas,o=Oracle,c=US

& nina en=nina,cu=Americas,o=Oracle,c=US

Ll

. Seleced
User Name | Distinguished Name:

2. Select an enterprise domain to assign administrators to; the corresponding
group of tab pages appears in the right pane of the window.

3. Select the Enterprise Domain Administrators tab; the Available window
displays user names of enterprise users available in the current user search
base.

4. Select an enterprise user to specify as an administrator.
5. Choose the down arrow to move the user to the Selected window.
6. Choose Appl y.
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Part VI

Appendices

This part contains the following appendices for your reference:
Appendix A, Data Encryption and Integrity Parameters

Appendix B, Authentication Parameters

Appendix C, Integrating Authentication Devices Using RADIUS
Appendix D, Oracle Advanced Security FIPS 140-1 Settings
Appendix E, LDAP Directory Schema for Oracle Database Security

O 0o o o o O

Appendix F, Oracle Implementation of Java SSL






A

Data Encryption and Integrity Parameters

This appendix describes encryption and data integrity parameters supported by
Oracle Advanced Security. It also includes an example of a sgl net . or a file
generated by performing the network configuration described in Chapter 2,
Configuring Data Encryption and Integrity, and Chapter 9, Configuring Secure
Socket Layer Authentication.

This appendix contains the following sections:
O Sample sqlnet.ora File

0 Data Encryption and Integrity Parameters
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Sample sqlnet.ora File

This section contains a sample sgl net . or a configuration file for a set of clients with
similar characteristics and a set of servers with similar characteristics. The file
includes examples of Oracle Advanced Security encryption and data integrity
parameters.

Trace File Setup

#Trace file setup

trace | evel server=16

trace | evel client=16

trace_directory server=/orant/network/trace
trace directory client=/orant/network/trace
trace file client=cli

trace file_server=srv

trace_uni que_client=true

Oracle Advanced Security Encryption

#ASO Encrypti on

sql net . encrypt i on_ser ver =accept ed

sqgl net. encryption_cli ent =request ed

sqgl net. encryption_types_server =( RZ4_40)

sqgl net . encryption_types_client=(R4_40)

sql net. crypto_seed = "-kdj e83kkep39487dvnt qEPThxxe70273"

Oracle Advanced Security Integrity

#ASO Checksum

sql net . crypt o_checksum ser ver =r equest ed

sql net. crypt o_checksum cl i ent =r equest ed

sqgl net . crypt o_checksumtypes_server = (MXbB)
sqgl net. crypto_checksumtypes client = (MXb)

SSL

#SSL

oss. source. ny_wal let = (SORE=
(METHD = H LB
(METHD DATA =

D RECTCRY=/ wal | et)
SSL_A PHER SU TES=(SSL_DH anon_WTH R4 128 MX®)

SSLVERS O\= 3
SSL_CLI ENT_AUTHENTI CATI ON=FALSE
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Common

#Cormmon

autonatic_i pc = off

sqgl net . aut henti cati on_servi ces = (beq)
nanes. di rectory_path = ( TNSNAMES)

Kerberos

#Ker ber os

sql net. aut henti cati on_servi ces = (beq, kerberos5)
sqgl net. aut henti cati on_ker ber os5_service = oracl e
sql net . ker ber os5_conf = / kr b5/ kr b. conf

sql net . ker ber os5_keyt ab= / kr b5/ v5sr vt ab

sql net . ker ber os5_real ns= /krb5/ krb. real m

sql net . ker ber os5_cc_nane = / kr b5/ krb5. cc

sql net . ker ber 0s5_cl ockskew=900

CyberSafe

#Cyber Saf e

sqgl net. aut henti cation_servi ces = (beqg, cybersafe)

sqgl net . aut hent i cati on_gssapi _servi ce = oracl e/ cyber saf . us. oracl e. com
sqgl net. aut henti cati on_ker ber os5_service = oracl e

sql net . ker ber os5_conf = / kr b5/ kr b. conf

sql net . ker ber os5_keyt ab= / kr b5/ v5sr vt ab

sql net . ker ber os5_real ns= /krb5/ krb. real m

sql net . ker ber os5_cc_nane = / kr b5/ krb5. cc

sql net . ker ber 0s5_cl ockskew=900

Identix

#l dent i X

sgl net. aut henti cation_servi ces = (beq, identix)

sqgl net.identix_fingerprint_database = i dentix_scanner

sql net.identix_fingerprint_database user = of mclient

sql net.identix_fingerprint_database password = of mclient
sql net.identix_fingerprint_nethod = oracl e

RADIUS

#Radi us

sqgl net. aut henti cation_services = (beq, RADUS)
sql net.radi us_aut hentication_tineout = (10)

sql net.radi us_authentication retries = (2)

sql net.radi us_aut hentication_port = (1645)

sqgl net. radi us_send accounti ng = CFF
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sql net .
sql net .
sql net.
sql net.
sql net.

radi us_secret = /orant/network/adn n/radi us. key
radi us_aut hentication = radi us. us. oracl e. com
radi us_chal | enge_response = GFF

radi us_chal | enge_keyword = chal | enge

radi us_chal | enge_i nterface =

oracl e/ net/ radi us/ Def aul t Radi usl nt er f ace

sql net.radi us_classpath = /jrel. 1/

SecurlD

#Secur | D

sqgl net. aut henti cati on_services = (beq, securid )
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Data Encryption and Integrity Parameters

If you do not specify any values for Server Encryption, Client Encryption, Server
Checksum, or Client Checksum, the corresponding configuration parameters do not
appear in the sqgl net . or a file. However, Oracle Advanced Security defaults to
ACCEPTED.

For both data encryption and integrity algorithms, the server selects the first
algorithm listed in its sql net . or a file that matches an algorithm listed in the
client sql net . or a file or in the client installed list. If there are no entries in the
server sqlnet.ora file, the server sequentially searches its installed list, to match an
item on the client side—either in the client sql net . ora fil e orinthe client
installed list. If no match can be made, the connection fails.

Data encryption and integrity algorithms are selected independently of each other;
encryption can be activated without integrity, and integrity can be activated without
encryption, as shown by Table A-1:

Table A-1 Algorithm Selection

Encryption Selected? | Integrity Selected?
Yes No
Yes Yes
No Yes
No No

There are three classes of parameters required to enable data encryption and
integrity:

O Encryption and Integrity Level Settings:
O Encryption and Integrity Selected Lists
0 Seeding the Random Key Generator

See Also:
«  Chapter 2, Configuring Data Encryption and Integrity
= Activating Encryption and Integrity on page 2-6
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Encryption and Integrity Level Settings:

Table A-2 summarizes data encryption and integrity level settings:

Table A-2 Encryption and Integrity Level Settings

Algorithm
Type Platform | Item Description
Encryption | Server Purpose | This parameter specifies the desired behavior when a
client or a server acting as a client is connecting to this
server. The behavior of the server partially depends on
the SQLNET.ENCRYPTION_CLIENT setting at the
other end.
Syntax | SQLNET. ENCRYPTI ON SERVER = val i d_val ue
Values | ACCEPTED, REJECTED, REQUESTED, REQUIRED
Default | ACCEPTED
Client Purpose | This parameter specifies the desired behavior when this
client (or this server acting as a client) is connecting to a
server. The behavior of the client partially depends on
the value set for SQLNET.ENCRYPTION_SERVER at
the other end of the connection.
Syntax | SQLNET. ENCRYPTI ON QLI ENT = val i d_val ue
Values | ACCEPTED, REJECTED, REQUESTED, REQUIRED
Default | ACCEPTED
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Table A-2 Encryption and Integrity Level Settings

Algorithm
Type Platform | Item Description
Integrity Server Purpose | This parameter specifies the desired data integrity
behavior when a client (or another server acting as a
client) is connecting to this server. The resulting
behavior partially depends on the SQLNET.CRYPTO _
CHECKSUM_CLIENT setting at the other end.
Syntax | SQLNET. CRYPTO CHEGKSUM SERVER = val i d_val ue
Values | ACCEPTED, REJECTED, REQUESTED, REQUIRED
Default | ACCEPTED
Client Purpose | This parameter specifies the desired data integrity
behavior when this client (or this server acting as a
client) is connecting to a server. The resulting behavior
partially depends on the SQLNET.CRYPTO_
CHECKSUM_SERVER setting at the other end of the
connection.
Syntax | SQLNET. CRYPTO GHECKSUM QLI ENT = val i d_val ue
Values | ACCEPTED, REJECTED, REQUESTED, REQUIRED
Default | ACCEPTED
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Encryption and Integrity Selected Lists

Table A-3 Data Encryption and Integrity Selected Lists

Algorithm

Type Platform | Item

Description

Encryption | Server Purpose

This parameter specifies a list of encryption algorithms
used by the server, in the order of intended use. Enter
the most desired algorithm first. This list is used to
negotiate a mutually acceptable algorithm with the
client end of the connection. Each algorithm is checked
against the list of client algorithm types available until
a match is found. If an algorithm that is not installed is
specified on this side, the connection terminates with
error message ORA-12650.

Syntax

SQLNET.ENCRYPTION_TYPES_SERVER = (valid_
encryption_algorithm [,valid_encryption_algorithm])

Values

= RC4_40: RSA RC4 (40-bit key size).

« RC4_56: RSA RC4 (56-bit key size).

= RC4_128: RSA RC4 (128-bit key size).

« RC4_256: RSA RC4 (256-bit key size).

« 3DES112: Triple-DES (112-bit key size).
« 3DES168: Triple-DES (168-bit key size).
« DES40: DES40 (40-bit key size).

« DES: Standard DES (56-bit key size).

Default

All installed algorithms are used in a negotiation if no
algorithms are defined in the local sqgl net . or a file.
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Table A-3 Data Encryption and Integrity Selected Lists

Algorithm
Type Platform | Item Description

Encryption | Server Usage | All algorithms are installed: RC4_40, RC4_56, RC4_128,
Notes RC4_256, 3DES112, 3DES168, DES40, and DES. If no
algorithms are specified (in the local sql net . ora

fil e), the installed algorithms are used in that order to
negotiate a mutually acceptable algorithm with the
other end of the connection.

You can specify multiple encryption algorithms—either
asingle value or a list of algorithm names. For example,
either of the following encryption parameters is
acceptable:

SQLNET.ENCRYPTION_TYPES_SERVER=(RC4_40)

SQLNET.ENCRYPTION_TYPES_SERVER=(DES,RC4_
56,RC4_128,DES40)

Client Purpose | This parameter specifies a list of encryption algorithms
the client (or a server acting as a client) uses when
connecting to a server. This list is used to negotiate a
mutually acceptable algorithm with the other end of
the connection. The parameters can be listed in any
order. If an algorithm that is not installed is specified on
this side, the connection terminates with error message
ORA-12650.

Syntax | SQLNET. ENCRYPTI ON TYPES CLI ENT = (valid_
encryption al gorithm/[, valid encryption_
al gorit hnj)

Values |« RC4_40: RSA RC4 (40-bit key size).

« RC4 56: RSA RC4 (56-bit key size).

« RC4 _128: RSA RC4 (128-bit key size).

« RC4 _256: RSA RC4 (256-bit key size).

« 3DES112: Triple-DES (112-bit key size).
« 3DES168: Triple-DES (168-bit key size).
« DES40: DES40 (40-bit key size).

« DES: Standard DES (56-bit key size).

Default | All installed algorithms are used in a negotiation if no
algorithms are defined in the sql net . or a file.
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Table A-3 Data Encryption and Integrity Selected Lists

Algorithm

Type Platform | Item

Description

Encryption | Client Usage

Notes

All algorithms are installed: RC4_40, RC4_56, RC4_128,
RC4_256, 3DES112, 3DES168, DES40, and DES. If no
algorithms are defined in the sql net . or a file, the
installed algorithms are used in that order to negotiate
a mutually acceptable algorithm with the other end of
the connection.

You can specify multiple encryption algorithms—either
asingle value or a list of algorithm names. For example,
either of the following encryption parameters is
acceptable:

SQLNET. ENCRYPTI ON TYPES QLI ENT=( [ES, DESA0, RGA_
56, RO4_40)
SQLNET. ENCRYPTI ON_ TYPES QLI ENT=( RG4_40)

Integrity Server Purpose

This parameter specifies a list of the data integrity
algorithms the server is allowed to use, in order of
intended use, when acting as a server to a client or
another server. This list is used to negotiate a mutually
acceptable algorithm with the remote end of the
connection. Each algorithm is checked against the list of
client algorithm types available until a match is found.
The first match is the one that is used. If an algorithm is
specified that is not installed on this side, the
connection terminates with error message ORA-12650.

Syntax

SQANET. RYPTO GHECKSUM TYPES SERVER = (crypto_
checksum al gori t hiy

Values

Message Digest 5 (MD5); Secure Hash Algorithm
(SHA-1).

Default

All installed algorithms are used in a negotiation if no
algorithms are defined in the local sql net. or a file.
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Table A-3 Data Encryption and Integrity Selected Lists

Algorithm
Type Platform | Item Description
Integrity Client Purpose | This parameter specifies a list of data integrity
algorithms the client (or a server acting as a client) is
allowed to use when connecting to a server. This list is
used to negotiate a mutually acceptable algorithm with
the remote end of the connection. The order in which
the algorithms are listed is not important. If an
algorithm that is not installed on this side is specified,
the connection terminates with error message
ORA-12650.
Syntax | SQLNET. CRYPTO CHEGKSUM TYPES QLI ENT = (crypto_
checksum al gori t hiy
Values | Message Digest 5 (MD5); Secure Hash Algorithm
(SHA-1).
Default | All installed algorithms are used in a negotiation if no

algorithms are defined in the local sql net . or a file.
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Seeding the Random Key Generator
SQNET. RYPTO SEED = "10- 70 random char act er s"

The characters that form the value for this parameter are used when generating
cryptographic keys. The more random the characters entered into this field are, the
stronger the keys are. You set this parameter by entering from 10 to 70 random
characters into the above statement.

Note: Oracle Corporation recommends that you enter as many
characters as possible, up to 70, to make the resulting key more
random and therefore stronger.

This parameter must be present in the sgl net . or a file whenever data encryption or
integrity is enabled.
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Authentication Parameters

This appendix demonstrates some sample configuration files with the necessary
profile file (sql net . or a) and database initialization file (i ni t . or a)
authentication parameters, when using the CyberSafe, Identix, Kerberos, SecurlD,
RADIUS, or SSL authentication. It contains the following sections:

Parameters for Clients and Servers using CyberSafe Authentication
Parameters for Clients and Servers using Identix Authentication
Parameters for Clients and Servers using Kerberos Authentication
Parameters for Clients and Servers using SecurlD Authentication

Parameters for Clients and Servers using RADIUS Authentication

O 0o o o o o

Parameters for Clients and Servers using SSL
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Parameters for Clients and Servers using CyberSafe Authentication

Following is a list of parameters to insert into the configuration files for clients and

servers using CyberSafe.

Table B-1 CyberSafe Configuration Parameters

File Name

Configuration Parameters

sql net.ora

SQLNET. AUTHENTI CATI ON_SERMV! CES=( cyber saf €)
SQNET. AUTHENTI CATI ON_ GSSAP _ SERV CB=
or acl e/ dbser ver . sonmeco. com@MECQ M

initialization parameter
file(init.ora)

REMOTE_C5_AUTHENT=FALSE
C5_AUTHENT_PREFI X=""
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Parameters for Clients and Servers using Identix Authentication

The following sections describe the parameters for Identix authentication

O sqglnet.ora File Parameters

0 Recommended Minimum Sets of Identix Biometric Parameters

O Initialization File Parameters

sqlnet.ora File Parameters

SQLNET.IDENTIX_USE_MDS5HASH

Table B-2 SQLNET.IDENTIX_USE_MD5HASH

Description

The server uses MD5 hashing to validate the authentication
decision made on the client PC: values are YES and NO.

Default

YES

SQLNET.IDENTIX_KEY_INDEX

Table B-3 SQLNET.IDENTIX_KEY_INDEX

Description

The Identix key index the client uses when it generates its
MD5 checksum: 0 <= value <= 256.

Default

0

SQLNET.IDENTIX_VERIFICATION_THRESHOLD

Table B-4 SQLNET.IDENTIX_VERIFICATION_THRESHOLD

Description

This parameter specifies the verification threshold the server
expects its Identix clients to use during fingerprint
verification: 0 <= value <= 256.

Default

0
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SQLNET.IDENTIX_FINGERPRINT_METHOD

Table B-5 SQLNET.IDENTIX_FINGERPRINT_METHOD

Description

This parameter specifies the storage method used for storing
fingerprint template files: format = [file/oracle]

Default

None

SQLNET.IDENTIX_DATABASE_DIRECTORY

Table B-6 SQLNET.IDENTIX_DATABASE_DIRECTORY

Description

This file method specifies the file location in which the
fingerprint templates are stored: format = <path-to-file>.

Default

None

SQLNET.IDENTIX_FINGERPRINT_DATABASE

Table B—-7 SQLNET.IDENTIX_FINGERPRINT_DATABASE

Description

This parameter specifies the database SQL*NET alias for the
Oracle fingerprint storage method: format = <db-alias>.

Default

None

SQLNET.IDENTIX_FINGERPRINT_DATABASE_USER

Table B-8 SQLNET.IDENTIX_FINGERPRINT_DATABASE_USER

Description

This parameter specifies the database user when using the
Oracle fingerprint storage method: format = <username>.

Default

None

SQLNET.IDENTIX_FINGERPRINT_DATABASE_PASSWORD

Table B-9 SQLNET.IDENTIX_FINGERPRINT_DATABASE_PASSWORD

Description

This parameter specifies the database password when using
the Oracle fingerprint storage method: format = <password>.

Default

None
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Recommended Minimum Sets of Identix Biometric Parameters

Following are two sets of parameters: the Oracle database method and the file
system method. The minimum sets of parameters required for each method are
listed below:

Oracle Database Method

sgl net. aut henti cation_servi ces = (beq, identix)

sql net.identix_fingerprint_nethod = oracl e

sqgl net . i dentix_dat abase directory = <i dentix_scanner >
sql net.identix_fingerprint_database_user = <usrnane>
sql net.identix_fingerprint_database_password = <pwd>

File System Method

sgl net. aut henti cation_servi ces = (beq, identix)
sql net.identix_fingerprint_nethod = file
sqgl net . i dentix_dat abase directory = /etc/of mstorage

Initialization File Parameters

REMOTE_O5_AUTHENT=FALSE
C5_AUTHENT_PREFI X=""
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Parameters for Clients and Servers using Kerberos Authentication

Following is a list of parameters to insert into the configuration files for clients and

servers using Kerberos.

Table B-10 Kerberos Authentication Parameters

File Name

Configuration Parameters

sql net.ora

SQNET. AUTHENTI CATI ON_SERVI CES=( KERBERCE))
SQLNET. AUTHENTI CATI ON_KERBERCE5_SERVl CE=or acl e
SQNET. KERBERCE5_GC NAME=/ usr/ t np/ DCE- CC
SQNET. KERBERCES5_(LOCKSKEW1200

SQNET. KERBERCE5 QONF=/ kr b5/ kr b. conf

SQNET. KERBERCS5. OONF_M T=( FALSE)

SQNET. KERBERCE5 REALMS=/ kr b5/ kr b. r eal ns
SQNET. KERBERCS5_KEYTAB=/ kr b5/ vbsr vt ab

initialization
parameter file
(init.ora)

REMOTE_CS AUTHENT=FALSE
CB_AUTHENT_PREFI X=""
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Parameters for Clients and Servers using SecurlD Authentication

Following is list of parameters to insert into the configuration files for clients and

servers using SecurlD.

Table B-11 SecurlD Authentication Parameters

File Name

Configuration Parameters

sql net.ora

SQLNET. AUTHENTI CATI ON_SERVI CES=( secur i d)

initialization
paraneter file
(init.ora)

REMOTE_CS AUTHENT=FALSE
CB_AUTHENT PREFI X=""
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Parameters for Clients and Servers using RADIUS Authentication

The following sections describe the parameters for Identix authentication

O sqglnet.ora File Parameters

O Recommended Minimum Sets of RADIUS Parameters

O Initialization File (init.ora) Parameters

sqlnet.ora File Parameters

SQLNET.AUTHENTICATION_SERVICES

Table B-12 SQLNET.AUTHENTICATION_SERVICES

Description

Configure the client or the server to use the RADIUS adapter: value =
radius.

Default

None

SQLNET.RADIUS_AUTHENTICATION

Table B-13 SQLNET.RADIUS_AUTHENTICATION

Description

To set the location of the primary RADIUS server, either host name or
dotted decimal format. If the RADIUS server is on a different machine
from the Oracle server, you must specify either the host name or the IP
address of that machine: format = IP_address_of RADIUS_Server.

Default

localhost

SQLNET.RADIUS_AUTHENTICATION_PORT

Table B-14 SQLNET.RADIUS_AUTHENTICATION_PORT

Description

To set the listening port of the primary RADIUS server.

Default

1645

SQLNET.RADIUS_AUTHENTICATION_TIMEOUT

Table B-15 SQLNET.RADIUS_AUTHENTICATION_TIMEOUT

Description

To set the time to wait for response.
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Table B-15 SQLNET.RADIUS AUTHENTICATION_TIMEOUT
Default 5

SQLNET.RADIUS_AUTHENTICATION_RETRIES

Table B-16 SQLNET.RADIUS_AUTHENTICATION_RETRIES

Description To set the number of times to re-send.

Default 3

SQLNET.RADIUS_SEND_ACCOUNTING

Table B-17 SQLNET.RADIUS_SEND_ACCOUNTING

Description To set the turn accounting ON/OFF. If you enable accounting, packets will
be sent to the active RADIUS server at listening port plus one. Default port
is 1646. You need to turn this feature on only when your RADIUS server
supports accounting and you want to keep track of the number of times
the user is logging on to the system.

Default OFF

SQLNET.RADIUS_SECRET

Table B-18 SQLNET.RADIUS_SECRET

Description The file name and location of the RADIUS secret key.
Default $ORACLE_HOWVE/ net wor k/ securi ty/ radi us. key

SQLNET.RADIUS_ALTERNATE

Table B-19 SQLNET.RADIUS_ALTERNATE

Description To set the location of alternate RADIUS server to be used in case the
primary server becomes unavailable. This feature is set to OFF by default.
If you want to set up a second RADIUS server for fault tolerance, you need
to specify the host name or the IP address of the host where the second
RADIUS server is located.

Default NONE

Authentication Parameters B-9



Parameters for Clients and Servers using RADIUS Authentication

SQLNET.RADIUS_ALTERNATE_PORT

Table B-20 SQLNET.RADIUS_ALTERNATE_PORT

Description To set the listening port for the alternate RADIUS server.

Default 1645

SQLNET.RADIUS_ALTERNATE_TIMEOUT

Table B-21 SQLNET.RADIUS_ALTERNATE_TIMEOUT

Description To set the time to wait for response.

Default 5

SQLNET.RADIUS_ALTERNATE_RETRIES

Table B-22 SQLNET.RADIUS_ALTERNATE_RETRIES

Description To set the number of times to re-send messages.

Default 3

SQLNET.RADIUS_CHALLENGE_RESPONSE

Table B-23 SQLNET.RADIUS_CHALLENGE_RESPONSE

Description To turn challenge/response support ON/OFF.

Default OFF

SQLNET.RADIUS_CHALLENGE_KEYWORD

Table B-24 SQLNET.RADIUS_CHALLENGE_KEYWORD

Description To set the keyword to request a challenge from the RADIUS server. User

types no password on client.

Default challenge
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SQLNET.RADIUS_AUTHENTICATION_INTERFACE

Table B-25 SQLNET.RADIUS_AUTHENTICATION_INTERFACE

Description To set the name of the Java class that contains the graphical user interface
when RADIUS is in the challenge-response (asynchronous) mode.

Default DefaultRadiuslnterface (oracle/net/radius/DefaultRadiusinterface)

SQLNET.RADIUS_CLASSPATH

Table B-26 SQLNET.RADIUS_CLASSPATH

Description If you decide to use the challenge-response authentication mode, RADIUS
presents the user with a Java-based graphical interface requesting first a
password, then additional information—for example, a dynamic password
that the user obtains from a token card. Add the SQLNET.RADIUS _
CLASSPATH parameter in the sgl net . or a file to set the path for the Java
classes for that graphical interface, and to set the path to the JDK Libjava.

Default $ORACLE_HOME/jlib/netradius.jar:$ORACLE _
HOME/JRE/lib/sparc/native_threads
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Recommended Minimum Sets of RADIUS Parameters

Following are two set of sample sql net . or a file RADIUS authentication
parameters:

0O Static User Name and Password

O Challenge Response Mode

Static User Name and Password

The following sample sql net . or a file shows the minimum set of RADIUS
authentication parameters you need to configure for static user name and password
PAP mode authentication with no accounting.

sqgl net. aut henti cation_servi ces = (radi us)
sgl net. aut hentication = | P-addr ess- of - RAD US- ser ver

Note: If you are using the default value, confirm that the
following file exists:

$ORACLE_HOWE/ net wor k/ securi ty/radi us. key

Challenge Response Mode

The following sample sql net . or a file shows the minimum set of RADIUS
authentication parameters you need to configure for challenge response mode
authentication using token cards or biometric authentication methods.

sql net. aut henti cation_servi ces = (radi us)
sgl net. aut henti cation = | P-addr ess- of - RAD US- ser ver
sqgl net. radi us_chal | enge_response = ON

Initialization File (init.ora) Parameters

REMOTE_C5_AUTHENT=FALSE
C5_AUTHENT_PREF X=""
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Parameters for Clients and Servers using SSL

There are two ways to configure a parameter:

O Static: The name of the parameter that exists in the sgl net . or a file.

O Dynamic: The name of the parameter used in the security subsection of the

Net8 address.

Authentication Parameters

Table B-27 SSL Authentication Parameters

Parameter Name (static):

SQLNET.AUTHENTICATION_SERVICES

Parameter Name

AUTHENTICATION

(dynamic):
Parameter Type: String LIST
Parameter Class: Static

Allowable Values:

Add TCPS to the list of available authentication services.

Default Value:

No default value.

Description:

To control which authentication services a user wants to use.

Note: The dynamic version supports only the setting of one
type.

Existing/New Parameter

Existing

Syntax (static):

SQNET. AUTHENTI CATI ON SERVI CES = (TCAPS, sel ected
net hod 1, sel ected _net hod 2)

Example (static):

SQNET. AUTHENTI CATI ON_SERVI CES = (TCPS, cybersafe,
securi d)

Syntax (dynamic):

AUTHENTI CATI ON = string

Example (dynamic):

AUTHENTI CATI ON = (TCPS)
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Cipher Suites

Table B-28 Cipher Suite Parameters

Parameter Name (static):

SSL_CIPHER_SUITES

Parameter Name

SSL_CIPHER_SUITES

(dynamic):
Parameter Type: String LIST
Parameter Class: Static

Allowable Values:

Any known SSL cipher suite

Default Value:

No default

Description:

Controls the combination of encryption and data integrity
used by SSL.

Existing/New Parameter

New

Syntax (static):

SSL A PHER SU TES=( SSL_cipher_suitel], S9. ci pher_
suite2, ... S9._cipher_suiteN)

Example (static):

SSL_a PHER SU TES=(SSL_DH DSS WTH [ES CBC SHA)

Syntax (dynamic):

SSL_ A PHER SU TES=( SSL_ci pher_sui tel
[, SS9 cipher_suite2, ...SS._cipher_suiteN)

Example (dynamic):

SSL_a PHER SU TES=(SSL_DH DSS WTH [ES CBC SHA)

Supported SSL Cipher Suites
Oracle Advanced Security supports the following cipher suites:

SSL_RSA WITH_3DES_EDE_CBC_SHA
SSL_RSA_WITH_RC4 128 _SHA
SSL_RSA_WITH_RC4 128 MD5
SSL_RSA_WITH_DES_CBC_SHA
SSL_DH_anon_WITH_3DES_EDE_CBC_SHA
SSL_DH_anon_ WITH_RC4 128 MD5
SSL_DH_anon_WITH_DES_CBC_SHA
SSL_RSA_EXPORT_WITH_RC4_40_MD5
SSL_RSA_EXPORT_WITH_DES40_CBC_SHA
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. SSL_DH_anon_EXPORT_WITH_RC4 40_MD5
. SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA

SSL Version

Table B-29 SSL Version Parameters

Parameter Name (static): SSL_VERSION
Parameter Name SSL_VERSION
(dynamic):

Parameter Type: string
Parameter Class: Static

Allowable Values:

Any version which is valid to SSL. (0, 3.0)

Default Value:

wqy

Description:

To force the version of the SSL connection.

Existing/New Parameter

New

Syntax (static):

SS. VERS O\:=ver si on

Example (static):

SS._VERS ON=3. 0

Syntax (static):

SS._ VERS O\=ver si on

Example (dynamic):

SSL VERS ON=3. 0

SSL Client Authentication

Table B-30 SSL Client Authentication Parameters

Parameter Name (static):

SSL_CLIENT_AUTHENTICATION

Parameter Name

SSL_CLIENT_AUTHENTICATION

(dynamic):

Parameter Type: Boolean
Parameter Class: Static
Allowable Values: TRUE/FALSE
Default Value: TRUE
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Table B-30 SSL Client Authentication Parameters

Description: To control whether a client, in addition to the server, is
authenticated using SSL.

Existing/New Parameter New

Syntax (static): SSL_ QLI ENT_AUTHENTI CATI ONS{ TRIE | FALSE}
Example (static): SSL_ LI ENT_AUTHENTI CATI ON=FALSE
Syntax (dynamic): SSL_ QLI ENT_AUTHENTI CATI ONS{ TRIE | FALSE}
Example (dynamic): SSL_ LI ENT_AUTHENTI CATI ON=FALSE

Wallet Location

For any application that must access a wallet for loading the security credentials
into the process space, you must specify the wallet location parameters defined by
Table B-31 in each of the following configuration files:

« sqglnet.ora

« listener.ora

Table B-31 Wallet Location Parameters

Static Configuration Dynamic Configuration
oss.source.my_wal l et = MY_WALLET_ DI RECTORY
( SOURCE= = your_wal let_dir

( METHOD=Fi | e)
( METHOD_DATA=

(DI RECTORY=your wal | et
| ocati on)

)

The default wallet location is the $ORACLE_HOVE directory.
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Integrating Authentication Devices Using
RADIUS

This appendix describes how third party authentication vendors customize the
RADIUS challenge-response user interface to fit their particular device.

This appendix contains the following sections:
O About the RADIUS Challenge-Response User Interface
O Customizing the RADIUS Challenge-Response User Interface

See Also:  Chapter 4, Configuring RADIUS Authentication
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About the RADIUS Challenge-Response User Interface

You can set up any authentication device that supports the RADIUS standard to
authenticate Oracle users. When your authentication device uses the
challenge-response mode, a graphical interface prompts the user first for a
password, then for additional information—for example, a dynamic password that
the user obtains from a token card. This interface is Java-based to provide optimal
platform independence.

Third party vendors of authentication devices must customize this graphical user
interface to fit their particular device. For example, a smart card vendor customizes
the Oracle client to issue the challenge to the smart card reader. Then, when the
smart card receives a challenge, it responds by prompting the user for more
information, such as a PIN.

Oracle has developed a Java class for this graphic user interface. It is a set of Java
code methods that implement an Oracle RADIUS interface (described below). These
methods are loaded dynamically by a C-code module using the Java Native
Interface, specified in release 1.1 of the Java Development Kit from JavaSoft. You
can find the file Or acl eRadi usl nt er f ace file in the following directory:

$ORACLE_HOVE/ net wor k/ security/ cl asses.
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Customizing the RADIUS Challenge-Response User Interface

You customize this interface by creating your own class to handle the
challenge-response conversation between the Oracle client and the RADIUS server.
You then open the sql net . or a file, look up the SQLNET.RADIUS
AUTHENTICATION_INTERFACE parameter, and replace the name of the class
listed there, namely, DefaultRadiuslInterface, with the name of the new class you
have just created. When you make this change in the sql net . or a file, the class is
loaded on the Oracle client in order to handle the authentication process.

The third party must implement the Oracle RADIUS Interface, which is located in
the ORACLE.NET.RADIUS package.

public interface Oacl eRadi usl nterface {
public void radi usRequest ();
public void radi usChal | enge(String chal |l enge);
public Sring getUser Name();
public Sring getPassword();

Table C-1 Server Encryption Level Setting

Parameter Description

radiusRequest Generally, this prompts the user for a user name and password
which will later be retrieved through getUserName and
getPassword.

getUserName Extracts the user name the user enters. If this method returns

an empty string, it is assumed that the user wants to cancel the
operation. The user then receives a message indicating that the
authentication attempt failed.

getPassword Extracts the password the user enters. If getUserName returns
a valid string, but getPassword returns an empty string, the
challenge keyword is relayed as the password from the server.
If the user enters a valid password, a challenge may or may
not be returned by the server.

radiusChallenge Presents a request sent from the RADIUS server for the user to
enter more information.

getResponse Extracts the response the user enters. If this method returns a
valid response, that information then populates the
User-Password attribute in the new Access-Request packet. If
an empty string is returned, the operation is aborted from both
sides by returning the corresponding value.
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